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1.  e"(e; (Introduction)

bpmwr;on Myanmar Online Security Service Co., Ltd. \ Myanmar Online Security
Service Certification Authority (MOSS CA) I Ouaocvurwxway,yiciéotjzpagnidu
&wi  ouaocvurwxway;ci;qi&én VUenusio;rn  en;Vvr;rm; (Certification Practice
Statement (CPS)) U aziya&;omXm.aonpnwr;zpyijon/ ppmwr;wi MOSS CA r ouaoc
VUrWO;pOori; (Subscribers) O OUAOCVUrwWriN, Xway;cl; Ouwr;wijci; prcecici;
Y, ZU[CE;rm; yivy&mwi vVuenwsio;rn MosS CA \ ouaocvurwxway;ci;qién
r0)" rim; (Certificate Policies (CP)) Yj OWrwciurmEi€tn tojyirnen;vr;rmu azmyxmnyi
on/

b CPS ON Internet Engineering Task Force (IETF) RFC 3647 \ Certificate Policies (CP)
El Certification Practice Statement (CPS) a&qQ&rn wvr;necurmtwi; a&qgxmict,
jzpyijon/ P cps wio;pxmaonpumn\v;rm\ €"yj, owrwcurmon tvuxainep
quo , agni&uag;0ya® (Electronic Transactions Law) | , LETOuqQiaon en;0ya“rm; !
treaujimpnrm€wi; zpyijon/

1.1 toutvutul;cly (Overview)

Myanmar Online Security Service Co., Ltd. £, OUaOCVUrwXway;yici&o (MOSS
CA) Tzp vyieaqgni&uEi&e jynaxniprermEiiawntpé ! quo ,a&; ! pmwuEi
adu;ee;0elu;Xne ' quUO , a&;nelumrO;p;Xme\ 2010 cEp ' EOibmv 1 &u aepy; pntrw
327-gn”c(2)a&*ca™1830 jzi vyievyuicivipié&icyjon/ MOSS CA ON ouaoc

vVurw imér,o;prnormtwu  "p*pw , OUAOCVUIrWI; (Digital Certificates) U
vurwagx; xXwayylon/ , 1€yl Certificate Life Cycle Oeaqmirrm, (oOuaocC
vurwtop xwayjci; ! ouwr;w;ci; ! prcecci; ' y, zuici;) tmwv;,uvn; agni&u
ay;ylon/ MOSs CA \ OUaOCVUIrwWuU Root CA I VUrwag;,x;xway;yjon/ p cps
wi ouaocvurw o;pormtwu agmni&uxmrrm ! MOSS CA r ouaocvurw
Xwaydnmwi vuenwio;rn en;vr;rmEl ouaocvurwrwwr,wuagni&uXmrmm;
yi0ijy; 41;U  www.moss.com.mm W1 Download [yiVY& , ETyjon/

rwywicivyay,yiCi&O (Registration Authorities, RAs) FlON OUaOCVUrwW
awni;gavinuxmici;rm€wu ppreauni;El reueaunt; ppag;ci;rmu y\vyyion/

ouaocvurw\ tritpnEi tojyytvu imér,o;por "p*pw, ouaoc

VuUurwrnu Servers \wné&ruouaocéetwuvn:auni; ! Code EI Content m; VUIrw
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agx&mwivn;auni; ! pn&upnwrrmwi "*pw , Vurwag X; 1 ay;yénwi vicréapée

Eil ay,yoreueauni;Ei tautvurm\reueru o&Eiapéevn;auni; to;yEiyjon/

1.2 cps trnEil trwtom (Document Name and Identification)
lpnwr;on Moss cA \ CPS jzpyilon/ [ CPS \ Object Identification Value (OID)

m (2.16.104.1.1.2.2) jzpyjon/ p oib u r0"rmxyrowrwée vtyyju w;clElyy
on/

1.3 PKI Wiyl0iOrm; (PKI Participants)
1.3.1A[ €z

o cps wi azmyxmaon A[ tzon tvuxadnep quo ,agni&uag;0ya”té
zpn;Xmaon tvuxadnep quo , agni&ua; A[ €z jzpyion/

1.3.2 lujuyrtz
o cps wi azmyxmaon lujuyrtzon tvuxadnep gquo ,agmni&uas;
Oya"t& zpn;xmaon tvuxadnep quo , agni&uas; lu;juyrtz jzpyjon/

1.3.3 rvt&i;trp ouaocvurw Xway;yicl&O (Root Certification Authority)

Root Certification Authority (Root CA) ON TwvuxXadmep quo ,agni&uag;
lujuyrtzu en;ynngiéntaxnutuayée ! ouaocvurwxway,yici&o (CA) rm.o
ouaocvurwrim Xway;ci; I ouwr;w;ci; ! prceccl; 'y, zZujci;rmjyivyEi&etwu
tvuxadnepquo , agniduadOya"t& Iujuyrtziu trepmzi wnleay,cetyxn
aon tztpn;zpyjon/ jrermowi;tcutvuEien;ynnaumnya&&i;Vrwur Root CA
tjzp vyuiviudyion/

1.3.4 ouaocvurwxway;yici&O (Certification Authority (CA))

Myanmar Online Security Service Co., Ltd. ON OUaOCVUrwxway;yiciéo tjzp
"prpw , ouaocvurwEiqgiaon  Oeaqmirrm ay;viu&ylon/  MOSS  CA
\ OuaoCcVvurwu Root CA I wvurwagX;xway,ylon/ im&r;o;p0 (Subscriber)
rmE€wu OuaoCVvuUrwu MoSS CA I pppxXway;ylon/
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Myanmar Online Security Service Co., Ltd. ON TwvuXa&nepgquo , agni&uas;
A[tz\ciyicujzi lujuyrtzr xXway,xmaon cA vyie,vipi &&xmaon tztpn;
jzpyilon/

1.3.5 ouaocvurw im&r,o;porm (Subscribers)

MOSS CA I Xway;aol ouaocvurwu imé&r;o;potn ouaocvurwingr;
O;pO (Subscriber) rm [ ac:qyjon/ ouaocvuUrwimdr;o;pO (Subscriber) FMON
vwpO;cir;aonvn;auni; tzitpn,aonvn;auni; en;ynngi&nypn;rmaonvn;auni;
jzpElyjon/

1.3.6 ouaocvurwu , lunpwcpmv/ucto;yorm; (Relying Parties)
MOSS CA I Xway;aonouaocvurwrinu , lunpwcpn Vuco;paonormnon
Relying Party imjzpylon/
Xormrm -
1/ MOSS CA El Cross-Certification [yiMYXMON Foreign CA Ii; !
2/ MOSS CA Ei Cross-Certification yvyxmon Foreign CA
rm\ ouaocvurwinr,o;ponm; !
3/ MOSS CA I Xwyexmaonouaocvurwy , zupn&i; (CRL) rm !
ouaocvurwimgr;o;porm\  "*pw, vVurw (Digital Sign) UWVUC
tojyiorm/

1.3.7 rwywicl vyay,yICl&O (Registration Authority (RA))

rwywici vyay,yici&o (RA) gonrn ouaocvurw aviuxmno\ taunt;
t&rmEl ywouTl wvucagmi&urwwr,wiicl; (Registration) | avinuxmotrewu,
[w ! r[wppaqg;cl; (identificationy EI awvimuxmorm&m ouaocrppaqjci;
(Authentication) WEWU wnle , agni&uay;aon vy*iv (or [w) tzltpn;wpc jzpyion/
(Qvonrm RA ONn CA U, pn reuer& ! r& ppaq;cl; (Identification) EI Ouaocr
ppaq;cl; (Authentication) WnOerim:u agmi&uay;yjon/)
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1.3.8 ouaocvurw rwwr;wWu (Repository of Digital Certificates)

OuUaoCVUrw rwwrwugonrin MOSS CA rxXway;Xmaonouaocvurw
tnv,El ouaocvurwy, zupn&i;rmu trimjynortcera&0iaénulunéEiée or;
gn;rwwr,wixmnon MOoSS CA \OUaoCVUrwrwwr,wujzpylon/ Xrwwr,wuu
(24) em& ! (7) &uUywwV; (Internet QUO , rywawnuaecerv i) Oiagnulun&Eiatni
pragnmi &uxmyjon/

1.3.9 cps olawnto;0ir (Applicability)

o cps on MOss cA rxway,on ouaocvurwtnvEEi ouqiyion/ p
CPS & vyX;vyen;rm ! VUENUiO;rNen;Vvr;rm; (Practices) TMV;0N MOSS CA F
OuUaoCVUrwimgr,o;pormo Xway,Xnon ouaocvurwEli ouaocvurw
Y, ZUpm&l; (Certificate Revocation List (CRL)) Kmu €O;yici;rm! ouaocvurw
ouwr;w;ci;rm tmv,El ouqituiliyjon/

1.4 ouaocvurw tOjyr (Certificate Usage)
1.4.1 ouaocvurwu oiawnaon to;cr (Appropriate Certificate Usage)

MOSS CA I OUaOCVUrw im&r;o;pormtn; Xway;aon ouaocvurwriu
e "pfpw, vurwag;X;&e (sign)’
e E-mail U VIOuuayni;T ay;yEi&e (Encrypt)!
e ayyaon tcutvurmu r&i;pntwi; aymni;vzwe&e (Decrypt) '
e E-mail ay;yo rnornQppreauni; taxnutxmtjzpto)yde (Prove
Identity) !
® Code Signing Jyi\y&e El
e Server MU Authenticate (Client/ServerAuthentication) [y\/y&e
wtwu to;yEiyjon/
Relying Party I ,lunpwci , 1;&N&, curmtyi ticnaon &né& , curmtwu
ouaocvurwu tojyivyilu wngOya'rm; ! cp ! p cps WEI uunr
éeviitojyEiyion/ ouaocvurw tritpn tmjzi atnuyrewi; o;riéyion/
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Assurance Level Usage
Certificate Client code/ Séeglﬁr/e
Class Low | Medium | High | Signing | encryption | Authenti | content TLS
cation signing .
sessions
Class-1 A A A A
Certificate
Class-2 A A A A
Certificate
Class-3 A A A A A
Certificate
(Individual)
Clgss—3 A A A A A A
Certificate
(Organization)

Table (1)- Individual / Organization Certificate Usage.

Class 1 Certificate
Class 1 €ri€pm, ouaocvurwon wvu,wivnadnuavinuxmnéervb e-mail jzi

Online AVIUXMOMM;UXWay,a0n ouaocvurwtri;tpm jzpyjon/

Class 2 Certificate
Class 2 trsK;tpm;ouaocvu rwu avinuxmnor vtyaomtaxmutxm; pm&upmwr;rsm;

Eiwu avihuxmé&rnjzpyijon/ vu , wivnagnuavimuxnéervyy

Class 3 Certificate

Class 3 tritpnouaocvurwu avmuxmor Vvityaomtaxnutxmnpn&upnwr,
rmEl aviiuxmou , wir wvmagnuavinuxmici; ! Xw,|cl; yivy&yirn/ vtyaon
taxnutxnrmwi ten;q;taezi atnuywyi&rn/

(1) rwywir&iEil rwt!

(2) oeaciipn&i;r&iEl rwl!
(3) &pce;Ei&yuuaxmucpn’
(4)

4) €z tpn;rmjzpyju

- tztpnyurP\ rwywiréi;’ rwl

- tztpn;r wam0iu , pm\V/ , VPN (Authorization Letter)
W jzpyion/
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1.4.1.1 Assurance Levels

Low Assurance Level : ,lunpwcértqieraonouaocvurwtritpmjzpyjon/
XOUuaoCVurwtm  Authentication  |yVY&EI  Non-Repudiation — uaxmnuyay;&e
&Né&, curmjzito;ryioiy/ pouaocvurwon imér,opo\ u,a&tcutvu
Im; (Identity) U OUaOC&mwWi €O;ryE1yy Relying Party Fim&r;0;p0\ ouaocvurwu
tojyli toutvurmu Vviduuwtizp aymi;vEiaomnvn; vucoon ouaoc
vurwyiqioppreauni;aocmrr&Eiyy

Medium  Assurance Level : ,UNpwcdrtv , tvwtqgl (Medium) &aon
ouaocvurwtritpmzpyjon/ pouaocvurwu tztpn;twiEl pyma&;
qiénrm; | tar,veojyrwi im&r,o;po\ u,a&tcutvurm (identity)y U ,lUN
pwcartv , tvwtqi (Medium) Vtyaonteirmwi tojyéeoiavnyion/

High Assurance Level : ,/unpwc&rtqgijriaon ouaocvurwtritpmjzpyjon/
im&r;o;po\ U, a&tcutvurm (identity) \ ,lunpwc&rtqgirm ouaocvurw
T Epm Class 1E1 Class 2 XUyT jriyjon/

1.4.2 wnjrpXmon ouaocvurw TO;yirmm; (Prohibited Certificate Uses )

tvuxadnep quo ,agni&uaglya” ' , LEiougion en;0ya"rmEil tre
aumimpnrmwi - ciyixmontwi; ! ouaocvurwwi cijyXxmnaonciyicut&on
ouaocvurwrnu tojy&rn/ vuxcu*|Pé&n &apEiaon ! aoq;apEiaon (0) obmd
ywOe;uiiu Xcuyup;aponpeprin\ Xe;clyrué , nrmwi ouaocvurwu Xe;ciyée
&Né& , cujzi €o;ryikyy MOss CA \ ouaocvurwu Im&r;0;porim; (Subscriber) O
vurwxwayci; ! CRL Sign XjcI;vyie;rm; pon CA vyiermrvi tjcnaon
agnigurrmtwu €O;rylyy Subscriber TWU Xway;aOl OUAOCVUIrwWuU CA
Certificate &zp TO;ryl&yl Class-1 Certificate FmMU OuUaocvurwuiaqgnmi
O\ wné&rouaojyée (Proof of Identity) E1 agmi&urirmu jii;qgjci;ryvyEi&e (non
repudiation) &Né& , UM EwWU €O;ryi&yl/
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1.5 ouaocvurwxway;ct;gié&n r0;" rm prcelcici; (Policy Administration)
1.5.1 cp/cpstm prityciya&;qién tztpn;

(Organization Administering the Document)
Address - Myanmar Online Security Service Co., Ltd.,
Building (17), Ground Floor, MICT Park,
Universities’ Hlaing Campus, Hlaing Township,
Yangon, Union of Myanmar

http://www.moss.com.mm

Attension- Department Head

Phone - (95)-1-521128

Fax - (95)-1-521129

E-Mail - operation(@moss.com.mm

1.5.2 quo, &rNo (Contact Person)

Department Head
Myanmar Online Security Service Certification Authority

Myanmar Online Security Service Co., Ltd.

1.5.3 cp/cps \Oiavinrug;zway;rno

(Person Determining CP/CPS Suitability for the Policy)
lujuyrtzlEil rRoot CAOnN CPEI p cps\ olavnrEl €o;0iru g;zwyion/

1.5.4 cp/cps uvucrnvyx;vyen;rm (CP/CPS Approval Procedure)

b cps u A[tz\ oabnwncujzi lujluyrtzr twniyy;zpyilon/ cp/Cps U
yiqicurm (Amendments) &V lujuyrtzowiyy ! twnjycué,jy; MOSS CA r
yiqijci; yvyEiyjon/ jyigion Version E1 yIQIrrm (Updates) U MOSS CA
\ WebSite http://www.moss.commm Wiazmnyxmyijon/ yigirrmon 4i; cps \ e*rv
ReferenceVersion & &N& , XMON (Designated) (O) QeWsI A, (Conflicts) U ae&n , “Vr;r;r
&yton/ p cps wi jyiqirauni cp wi jyiqi&evtyyju Root CA XWIijyjy; clyicujzi
aqgni&uyjon/

1.6 t"y;, owrwcuEitwaunupmv;rm; (Definitions and Acronyms)
aenugquw (u) Z, mEl aemuquw (c) wi azmyxmyion/
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2.  yEyxwalci;Ei ouaocvurwrwwr,wu\ wnlerm

(Publication and Repository Responsibilities)
2.1 oOuaoCcvurw rwwr;wu (Repository)

MOSS CA oOn trmynorouaocvurwrmu 0Oiagnulunéeirn  Online
OUaOCVUIWIrwWWrWu  (Repository) XM&yjon/ MOSS CA  Xway;Xmnaon
ouaoCcVvUurwrimEl zuor;xXmaon ouaocvurwrm (CRL) U , LIWWrwWuwli
trmyno  lundEidetvin  xwalaznyay;xmyjon/ Xtyyi ouaocvurw
u ,lunpmvuctojyorm (Relying Party) I ouaocvurw\ tactae (Certificate
Status) EITywoOuaon tcutwvunmu MOSS CA \ Website [ZPaOM (www.moss.com.mm)
wi owi;tcutvurmuwvn; aziyay,xmyjon/

2.2 ouaocvurw tautvurmu yEyxwa0ci;

(Publication of Certificate Information)

MOSS CA r Xway;Xmaon ouaocvurwrim\tactae (Certificate Status) '
ouaocvurwy , zupné&i;rm; (CRL) Ei ywouaomtactaermu lunéEi&e ! ouaoc
vurwu ,unpmvucto;yO (Relying Parties) IM; Download [yI\VYE1&€ Web-Based
OuUaoCVUIrW rWWwrWu (Repository) Xm&yION/ XYyl OCSP (Online Certificate Status
Protocol) Oeagmir (&yju) TO;yiT Relying Party rmr ouaocvurwtn ppag:Eirn
en;vr;rmu aznyay;xmyirn/

MOSS CA oOn atnuyitcutvurmu rnorgqunéEiée , I\ WebSite
http://www.moss.commm W1 Ecelynaznyxmnyion/

= MOSS CA \ Certification Practice Statement (CPS)

= MOSS CA \ Certificate Policy (CP)’

= Root CA \ OUAOCVUIwW !

= MOSS CA \ OuUaocvurw'

= MOSS CA ' XWay;Xm;0ON Subscriber M\ OuaocvurwrmEi ouaoc
vurwy , ziu pngi;rm !

= MOSS CA \ IM&r;0;porm; oabnwpnciy (Subscriber Agreements) '

» Quaocvurwu , lunpwecpnvuctosyorm, —oabnwpncly —(Relying
Party Agreements) |

= OUAOCVUIrwWEO;yir User Manual Fil; !

Page 8



ouaocvurwrnu atnuaznyyrewi; Xwal (Publish) yjon/

Certificate Type Publication Requirement
ouaocvurwtr;tpnm Publication VEyCiU
Root CA \ OUaoCvUuUrw Relying Partyrmr [UN&EI&e MOSS CA

\ Repository jzpon http://www.moss.com.mm/

Repository Wi XwjyeXimyjon/

MOSS CA \ ouaocvurw http://Www.moss.com.mm Wi Download

YIVyEi&e Xwiyeay;xmyijon/

ouaocvurwulagnio (Subscriber) | MOSS CA \ WebSite http:/www.moss.com.mm

rm\ ouaocvurwrm wi &&Eiyion/

Table (2) - Authentication of Individual Identity

2.3 yEyxwalrntiurEitce (Time or Frequency of Publication)

MOSS CA I Xway,XnaonouaocvurwrmEl ouaocvurwy , zupn&;
(CRL) mu ouaocvurwxway,ci; ! y,zucljyiwvyontcwi; Website WI
Xwijyeay,;rn/ tu, I CRL wiazmyxXmaon ouaoCcVvurwrm Ouwr;ueq;onyju
XO0UuaoCcvurw ouwr;ueq;y;aenuyi; Xwyexmaon CRL rmwi =i;u XNol;
vrrn r[wyy

Subscriber  Agreement EI  Relying Party Agreement IMWI jyiqirrsm;u
yiqgiryiwvyontcwi; xXwijyeay,yirn/ cps wi jyjyirrmu p cps \ ty" (9.12) wi
azmyxmontwi; agni&uyjon/

2.4 ouaocvurw rwwr,wué toutwvurnxe;clyr

(Access Controls on Respository)

MOSS CA ON OuaoCcvVUrwrwwrwué toutvu (data) rmm
vyyiciréaony*vrmr Xyriznpujci; ! zuick; ! jyjyijci;rm; riyvyEi&e wvttyaon
umu , Xe;clyrtptr (control) rm yvyxmyjon/ ouaocvurw rwwrwutnm
Olaénulungjci;u ueowxmici;r&yy ouaocvurwrm ! ouaocvurwtactae
qién toutvurmEi crRL U OlaénulungEide Relying Party Agreement (RPA) U
oabmnwnérn jzpyion/
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3. ouaocjci;Eippaq;Cl; (Identification and Authentication)

3.1 trnay;cl; (Naming)

3.1.1 €trntr;Tpmrm; (Type of Names)

MOSS CA OUaOCVUrW\ Issuer EI Subject Field FMWI X.501 Distinguished Name

(DN) rmyi01yjoNn/ Distinguished Name (DN) Wiatmuazmyy) Z,mtwi; tpwtyi;rm

yi0iyjon/
Attribute web; (value)
Country (C) = EItrn (e.g. mm)
Organization (O) = Myanmar Online Security Service Co. Ltd.
Organization Unit (OU) = Myanmar Online Security Service CA
State or Province (S) = Yangon
Locality (L) = Yangon
Common Name (CN) = Myanmar Online Security Service SHA256 CA

E-mail Address (E) =

mossca@moss.com.mm

Table (3) — Distinguished Name Attributes in CA Certificates
OUaOCVUrwWIm&r;o;porm\ Subject Name Field \ X. 501 Distinguished Name W1

tpwtyi;rm atnuaznyyZ , m€wi; yiyion/

Attribute Value

Country (C) = Enntrn (e.g. mm)

Organization (O) = athuyrewi; tojlyyjon/ Wweb Server Certificate I €wu
IM&r;0;pO\ Domain €rNU O;pyION/ Individual certificate
rmwi urP&yju xXnori;ge! réyju uuvyxmnée/ Oyrm-
Myanmar Online Security Service Co., Ltd.

Organization Unit (OU) = MOSS CA \ Certificate Ul |m;&r;o;porsm; \ Certificate WI OU

Attribute Fm;pmyj01ETyjon/

o IMm&r;o;po\Xnettrn (&yiu) Oyrm- MOSS CA

State or Province (S) =

in&r,o,poaexion jyne , wi,€rn

Oyrm- Yangon

Locality (L) =

Irle , ™ &yuuvypn XNvyjuxnée

Oyrm- Yangon
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Common Name (CN) = b Attribute WI

- Domain Name (for Web Server Certificates)

- Organization Name/ User Name (for Code / Object Signing
Certificates)

- Name (for individual certificates). OyIM- Aung Aung

E-mail Address (E) = IM&r;0;pO\ e-mail VVypn

e.g. aungaung@mptmail.net.mm

Table (4) — Distinguished Name Attributes in End User Subscriber Certificates

ouaocvurw imer;o;powi;on ujymjcmen&i;vi;T wpcwn;jzpaon X.501

Distinguished Name (DN) WPC OUAOCVUIrW\ Subject Name W1 Yi&yijon/

3.1.2 trnrm, t"y), ynOap&evty[Cl; (Need for Name to be Meaningful)
OUaOCVUrWIME&r;O;pormoNn OouaoCcVUurwrim\ Subject Field Wiyl0irn
trnrmu envnéev , uon! trno&aon &i;vi;aon'’ €'y, &on ! 41,w\ wnéru

q;zway;ée trnrmu to;yé&rn/

3.1.3 ouaocvurw imnér,o;po\ trnurm

(Anonymity or Pseudonymity of Subscribers)
MOSS CA ONn ouaocvurwim;&r;o;p&e avinuxmormen, rr (O) tzpn;

\ trnrmu enrné&i; r[won tjicnaontrnrm Xm&o;pciryyy

3.1.4 €rnrmu bmomjyern pn;rsO;rsm; (Rules for Interpreting Various Name Forms)
JyXme;Xmich;ré&yy/

3.1.5 €rnrmXywrr&Ci; (Uniqueness of Names)
OuaoCVUrw Ime&r;o;porm\ Subject Distinguished Name F:ON MOSS CA

\ Domain €EWI,W1 WPIr{;wn; (Unique) Zp&rn/

3.1.6 totrwyici;] ppreauni;xi&mapici;Ei ueypn;trwtonrm\ tce,u@

(Recognition, Authentication and Role of Trademarks)
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MOSS CA ONn ouaocvurwaviuxmormtn tienorm\ OPprén
yiqirqié&n tcitad; (Intellectual Property Right (IPR)) U UL Vverzpapon trnrmo;p
avinuxmici; cirjylyy avihuxmnormon tjcnorm\ IPR U aznuzujci;& r&u Moss
CA r ppaqici; ryivyy/ tu, 1 xotiiymnrrm ay:ayjuvmyu MOSS CA ONn
xo\ouaocvurw avnuxmjci;El ouaocvurwwu Yy, zuEion (o) qi;ixn;
yiciéon/

3.2 uel; rnornQjzpauni; ppaqg;cl; (Initial Identity Validation
3.2.1 Private Key yIQiduni;ouaoyrnen;vr;

(Method to Prove Possession of Private Key)
ouaocvurwaviuxmoon ouaocvu rwxwénwi to ;ijrn Private Key

on aiyiqilci; reueauni; ouaoly&rn/ Xoouaojydmwi PKCS#10 File (O)
ticmaom ©i;u0aon Cyrptographic €N;VF;KM;, (O) MOSS CA r oOabmwxXmon
en;vr;rmjzi ouaojyEiyjon/ MOSS CA r Im&r,0;pOu,pn Key I Generate
yivyay,yiu pvtycuon tuiriiy; » rouqiyy

3.2.2 tzZtpn; ppreréauni; Xié&map&eppaqg;ci;

(Authentication of Organization Identity)
ouaocvurwwi tztpn;trnrm y0iontcwi;wi Xtztpn; trewu,

WN&rEl ouaocvurwavinuxmor ay,aon avmuxmry; tjicntourm (ppaq;ée
rvtyon tourmrvi) reuerédumni;u MosS CA \ rwywijci;gqi&nmvyie;rm:
agni&duaon tztpn; (RA) r Document PpaQ;0N en;Vvr;rmtwi; ppaq; twnjyly|
on/ RA ON ouaocvurwavinuxmnottn ppag;énwi terg; €qitmzi -

e Tztpn;trewu,wn&aumni;u tp&tztpn;r xXway,xmnon tztpn;qié&n
pn&upnwr;rm  (0) tztpnwné&ru tnrcEion tnPnyitztpn; wpcc
\ pm&upmwr; ! axnuccurmu ppag;jci;rm; yivyyirn/

e Ouaocvurwavpnuxmotn ,1;€ztpn;r ciyicujzi avmuxmici;zp
aluni; ! tztpn;r og&auni;u w, vze, (O) pn (O) Ecnaon en;vr;,rmuo;1
ppaq; twnjyyjon/  ouaocvurwwi y*vwpO,0\N trnon
tztpn)\ u,pmv , taezi y0iontc) xoon , i;ytztpn,)\ Oexr; [w!
r[wEi tztpn;u, pm vyyici & r& wu MOss CA El RA 1 ppaq;yjon/
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® OUAOCVUIrWWIi Domain Name (O) E-mail Domain Fmyj0lyju ouaocvurw

aVIUXmOON X Domain Name U O;pCIET E-mail Domain Name U O;pCi & ' r&

wu ppag;rn jzpyjlon/

jrernEIEp;&r jyXme;xmaon Oya*rm; ! ougionen;Oya”rm; ! €reauminpmrm;

vipipnqupmwrrimEl  vyX;vyen;rmtwi; tTcnaon ppag;rrmuveyyiu  yivy

onrn jzpyjon/

3.2.3 wpO;cii;p\ wné&ru ppaq;cl; (Authentication of Identity)

ouaocvurw avnuxmo  wpOwpa,nuci;p\ Identity ppaqg;ci;u

ouaocvurw tritpntvu jyvyyirn/ aviuxmou terq;tmjzi Eiiompppa;

ujym (0) rwywiu® (0) Eiiu;vurwEi wuqippaq;ci;rm; iyvyyirn/

ouaocvurwinér,o;potmppadg;cl;yivyrntcurm; (Authentication Standard)

U ouaocvurw tritpntvu atnuy)Z , mwi azmyxmnyjon/

ouaocvu ppag;rnen;vr,

rwtr;tpm;

Class — 1 ppaq;rryivyyl o0aon ouaocvurwavinuxmo\ E-mail zi
jyelumciu (Reply) VUC&&ron ouaocvurw xway,yirn/

Class-2 ouaocvurw aviuxmnor ay,aontcutwvurmu MOSS CA (O) RA
I Vucaon rwwr;rn; (Database) Or;,qnN;Xmnontztpn;rm; (0) p;ymas;
qi&nrwwr;rm;! vr;nepntyrm! 0exr;pn&i;rm rwwr;rm; (O) Database
rm& toutvurmEl wuqgippagjci;rm; yiwvyyion/

Class-3 Class-3 Certificate ppaqcl;u avpuxmou ,wi MOSS CA \ RA

agarnuo vu , wivnadénuapici;zi ppaq;ylon/ avinuxmnou Eilion;
pppa&; ujym; (0) rwywiu"&"wy (o) Eritu;vurwe "(wyEl wuqi
ppagci; rm; yivyyion/

Table (5)- Authentication of individual identity
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3.2.4 tcicivyievyagniEiré&etwu ourwcurm;

(Criteria For Interoperation)

JyXme; xmjci;r&yy

3.3 ouwr;wgeavnuxmnrrmu reuer&lré ppaqg;ci;Ei ouaocrppaqjct;
(Identification and Authentication for Re-Key Request)
"pFpwW , OUAOCVUrwrmouwr;rueq;rouaocvurwtojyici; ywawnur
réapéetwu ouaocvurwtopwpc &k&éevtyyjon/ ouaocvurwrmtmv;
ouwr,w;ontc) ty" (4.2) twi;ppag;T ouwr;ueq;rn ouaocvurw\aednwi

Tpmx;éetWU ouaocvurwtopwpcu MoSS CA I Xway;yjon/

3.3.1 yreouwr;,w; (Re-Key) rim:uppaq;ci;Ei twniyici;

(Identification and  Authentication for Routine Re-Key)

OuaoCVvUrw Ouwr,w;cCl; (Re-Key) NyVyr Re-Key aviuxXmici;ywvyo '
Vy*v (0) tztpn,on Xouaocvurwulagno (Subscriber) Tpprezpauni;
ty" (4.6) y owrwcurmtwi;ppaqg;yijon/

ouaocvurwtritpm (Class 1) WU OUWr,W;Ci; VUCrNeNn;vr,wpcr
Challenge Phrase (O) TVMWWPCC (O) Private Key yiqgiaumi; ouaojyici;wizi
ouwr,w; avinuxmici;uvucicijzpyijon/ ouaocvurwouwr;w;ci; agmni&uén
WI OUWr,w;avinuXxmoon 4i;\ Challenge Phrase (O) TVmwu reuepnznpuay;Ei!
aynEiontyi ouwr,wavinuéiwi znoil,ontcurmEi ued;ouaocvurw
avinuxménwi znoi,ontoutvurm (Qumy&WEL Technical Contact Information IiM;
Tyre01) uymr I ayni;vrréyju ouwr,w,ouaocvurwtopu xway;rnjzpyjon/

Rekey (O) Renewal  Jylvy&eawni;qontcwi; MOSS CA ON OuaoCcvurw
im&r,o;po avimuxmpOu Tojylon ppag,onen;vr;rm | ouaocrppag;ci;
yvyon en;rmtwi; yevnppaq;yion/

3.3.2 ouaocvurwy, ziuly;aenu OUWT,W; (Re-Key) [y'Vy&e avinuxmici; rmu
pprealumi;ppaq;ci;El reueauni;€twnjyici;
(Identification and Authentication for Re-Key After Revocation)
atnuazmyyrtauni;rmauni ouaocvurwuy , Zucély,aenu OUWr;w; (Re-

key EI Renewal) lyvy&e avinuxmwvmci;rmu ciyirnr [ wyy/
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e OUAOCVUIWIM,  (Class-1  Certificate I'VT) MOSS CA (O) RA
\  weémQicilycur&dy ouaocvurwxway,xmici;aum Yy, Zucéc
\VI

e Ouaocvurwavinuxmo\ vurwavnuxmici;giéntcurmu twn
lyay;,or avinuxmcuy| tourmon rm , i;aznyon (o) rm; , 1;aeaunt;
ui:alumi;civpno&i ouaocvurwy , zucécvii !

e MOSS CA EI ,I)\wvylgrmu unu,apniaénuéetwu tcmaon
taunijycuuprmauni y, zujci;cécvii !

3.4 ouaocvurwy, zué&e awni;gjci;twu ppag;ci;Eitwnyyici;

(Identification and Authentication for Revocation Request)

rnonouaocvurwurqg Yy, zZuici;rylr ouaocvurwy , zu&e MOSS CA
Ei ouaocvurwavinuxmou ,wir awni;qgci;[w ! r[wu aocnpn ppaq;1
qg;jzwyilon/ ouaocvurwuiagmnior y,zuay,ée awni;q ! avinuxmici;rmu
ppaq; €EwWnNJ)y! (Authentication) 20N VyX;Vyen;rmwi atnuyrtcurm yl0ion/

» wpcillaon ouaocvurw tritpmrmwi y , zu&eavinuxnoonouaocvu
rwuiagnio\ Challenge Phrase VIQupump (O) €vmwpumpzi avinuxmly;
XpumpoNrwwr;Xe;or;XmnaonpunpEiwnviiouaocvurwuy , zuay;ci;

= Im&r,0;pOor ouaocvurwy , zuée (Revoke) awni;gonavnuwvnu 4i;r *p
Xpw , Vurwag, X; tavinuxmnly;,  X"p*pw,w,vurwonvn, reuevii
y , Zuayjct; !

" Quaocvurwavpuxmox quo, taunijumi vy, zu&eawni;goon
ouaocvurwuiagniou , wijzpauni; aocmapici; ! (xoquo , &nwi tac
taeay:WirwnN T Phone ! Fax ! E-mail | Courier Service ril;u toOjyEiyjon) /

MOSS CA \ RA IMI Revocation Request I ay;y&MwWi RA Administrator I
vurwagx; 1y, zuay,ge awni;gé&rn/
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4.  OUAOCVUIW Life-Cycle VYyieaqni&ur vycurm

(Certificate Life-Cycle Operational Requirements)
4.1 OuaoCVvUurw avimuxmici; (Certificate Application)

ouaocvurwopée avimuxmwvyu tagmi (17) arnxy! MICT Park!
wuovnmvie, ar ! &euerlé MOSS Sale Office RA XO QUO , avinuxmElyjon/
avimuwvmypu MOSS CA \ Website [ZPAON www.moss.commm Wi Download VYT
jznpuavinuxmEiy; on/

4.1.1 ouaocvurwavnuxmci&ormn: (Whoe Can Submit a Certificate Application?)
atmuyrccurmEl uunorm avihuxnEiyjon/

e Ouaocvurwavnuxmou ,wi '

e urP! tztpnytrnizi aviuxmnyu wan0irwywixmnaonurP !
tztpn,\ wemliu , pmV , (Any Authorized Representative) !

e MOSSCA \ wém01 u, pmv , rm

e RA N\ W&n01 u, pmv , rm /

4.1.2 pm&isay;ot;cl; vyieEil vyiewnle , rrm;
(Enrollment Process and Responsibilities)
avinuxmnotmv,on pn&i;ay;of;ci;vyie; (Enrollment) WiYyj0laOn Certificate
Application EMma&omjznpuénwi reueaon ppreaon tocutwvurmzi znpuay,&rn/
ouaocvurwaviuxmnotmnv,on ouaocvurw imér,o,po oabmwncu
(Subscriber Agreement) WI Yyj01laon t€tcurm ! €nrcourmu oabmwnré&rn/
ouaocvurwavinuxmor Key Pair (Public Key El Private Key) U rriomom jyivyyju
(U) MOSS CA (O) RA XO 4i;w\ Public Key tmay;yCl; ! (Certificate Signing
Request File (PKCS #10)) ay;y|Ci; !
(C) MOSS CA (O) RA XO Public Key ElUUNr&ON Private Key Trewu,
yigiauni;ouaojyci;wu vyagni&rn/
VviLyylu ouaocvurwavnuxmnou , pm MOSS CA (O) RA I Key Pair Generate
yivyay;ci;u agni&uyjon/
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4.2 ouaocvurwavnhuxmci;uvucaqni&uci;

(Certificate Application Processing)
4.2.1 ppaqjci;vyie;rmuaqmni&uct;

(Performing Identification and Authentication Functions)

MOSS CA ElI RA rmon ouaocvurwavnuxmnormtn vu rwxway;jci;
nylr toutwvurmtn ppag;ci;u ty" (3.2) twi; agni&uyjon/

4.2.2 ouaocvurwavnuxmici;u vucict; (Ol) jity ,ci;

(Approval or Rejection of Certificate Applications)
ouaocvurwavnuxmnoon ueO;ppaq ;jC I; (Initial Identity Validation) U Ty’

(3.2) twi; ylvyatnijri T owrwxmnaon aiau;uay;ol;cVvii MOSS CA (O) RA ON
aviniuxmnotn, ouaocvurwu xway;rnjzpylon/
MOSS CA (0O) RA on atmuaznyyrtcurm jzpymwvil oOuaocvurw
xXway;ci;u jity, Eion/
® Initial Identity Validation ppaq;jci;u ratmijricvii !/
e aviuxmoon Vvityaomaxmucpm y,wpn&upnwr;rmay;&e yjuuucwvii !

e taumijumpnrmu owrwtcetwi; ta& ,agmni&ujci; taunijyelum|ct;
récvii !

e OWrwxmaon alau;uay;oi;ée yjuuucvii !

e OuUaoCVUrw avinuxmnotn ouaocvurwxway;ci;on MoSS CA (O) RA
twu enynmyi;gién  xcurrmEi Moss cA (0) RA \ *Poun
xcueion[ ,qvi!

4.2.3 ouaocvurwavnuxmici;u vucagni&uay,onlunrice

(Time to Process Certificate Applications)
ouaocvurwavinuviEitw vityaon y,wtaxnutxmrm ynppn znpu

wiyy;ontcerpl MOSS CA (O) RA ON ouaocvurwxway,ée agni&uyijon/
ouaocvurwtn tvywvydu (7)&utwi; Xway)yilon/ CA r ouaocvurw
XW, Elduni;u avimuxmotn email (O) pnzi (0O) zejzi taumijumyjon/
ouaocvurw avinuxmci;on jiLy,cl; 'y, zujci;rcéontcetx avinuxmict;
wnjron (active)y [ owrwyjon/
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4.3 OuUaoCVUrw Xway;cl; (Certificate Issuance)
4.3.1 ouaocvurwxway;p0 MOSS CA r agqmi&urrm,

(MOSS CA Actions during Certificate Issuance )
MOSS CA ON ouaocvurw avinuvnwi yi0iaon tcutvurnu to)y i

ouaocvurw xwayyjlon/ ouaocvurwxwy;aenu MoSs CA (0O) RA ONn
avinuxmox taunijumyilon/ ouaocvurwtr;€pm (Class 2, Class 3) Ttwu
avinuxmnorouaocvurwxw , Eiauni;taunt;junprfEi€tw ouaocvurwu RA
X aviiuxmou , Wi Vmagnuxw , &rn/ ouaocvurwtr(tpn (Class 1) twu
WebSite I' download VYyTaomvn.aumi; ! vu ,wirvmnadnuEiyju u, pmxw , Ei&e
vnauni; ppOxXmylon/ aviiuxmoon Public Key WPCXUyT OuUaoCcvurw
Xway,geavinuxmyiu Xway,onouaocvurwtadtwutsé woiaiu ay,aqni
&rnjizpyjon/ Moss CA Oon vurwa&X;ci;vyie; (Signing Operations) rmu €p;&
&zigurmwion ywvyylon/

4.3.2 MOSS CA I IN&r;0;pOX Oouaocvurwxw , &e tauni;umict;

(Notifications to Subscriber by the MOSS CA of Issuance of Certificates )
MOSS CA r ouaocvurwyivyyaumni; RA o O;pn taumijumyjon/ RA r

ouaocvurw Xw , Ellyizpalumi; im&r;0;pOX Phone ! Fax ! E-mail | Courier Service I,
(wpcc)u to;y T tauni;umayyilon/

4.4 OUAOCVUIrWUVUCCI; (Certificate Acceptance)

4.4.1 ouaocvurwué, vu C]Ci; (Conduct Constituting Certificate Acceptance)
ouaocvurwtm; download yiVyT &, CVI (O) ouaocvurwy] tcutwvu

rmEl ouaocvurwon rm, i;auni; MOSS CA (0O) RA XXway,on&urpt (15)

&utwi; ueuupn ay;yici;récvii ouaocvurwtn vucon [ owrwyjon/

4.4.2 ouaocvurwrntmXwjyeay;Ci; (Publication of Certificate by the MOSS CA)

MOSS CA F Xway;vuaon ouaocvurwrntn trmynolunéeiée Moss
CA\ OUaOCVUrwWrwwr;wu (Repository) WI Xwjyeaunmay;xmrn jzpyijon/
Xyl RootCA\ TriomouaoCVUrwrwwrwu (National Repository) WIVN;
XWwijyeay;Xmrn jzpyl on/
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4.5 Key rmEl ouaoCvUrwtO,yir (Key Pair and Certificate Usage)
4.5.1 Subscriber \ Private Key EI OUaocvurwtojyr

(Private Key and Certificate Usage)
ouaocvurwu tojyoon imér;oporm\ oabmwncu  (Subscriber

Agreement) EI CP ! o cPs wwiyl0ion owrwcurmtwi; vuenée oabnwnron
ouaocvurwu o;p&rn/ ouaocvurwwi Yi0iaon Key Usage Field Extension EI
ouaocvurwtn tojyici;won uunr&rn/ (Oyrm- ouaocvUurwwi Digital
Signature UVyaqmicirjyicvii ouaocvurwu vurwaéxéetwu to,yici; ryivy
&yY)

ouaocvurwo;pormon rrw\ Private Key rmutciréaonor to;ryEié&e
unu , agni&uxmérn/ ouaocvurwouwr;ueq;y; aenuyr,Ei y, zuly; aenuyi;
wi Xouaocvurwu quvuto;ryéyy

4.5.2 Relying Party I' Public Key Ei OUaocvurwto;yrrm

(Relying Party Public Key and Certificate Usage)
Relying Party FM;,ONOUAOCVUrwEi , I;,o0uaocvurwutojy 1a&;x;xmaon

"prpw , vurwu , luntojyict; yivy&mwi Relying Party Agreement W1 a&;OM; Xm,aom
toutvurnu oabnwron vucto;yérn/
ouaocvurwwpcay:wi ,lunojpron tactaetririay:rwn i taunt;
tuloiavir & ! r& U Relying Party rim u, wipO;pm! qjzwiwvucérn/ tu, i
tactaewpconaenuxytnrccurmé , otlon [ , Qylu Relying Party ON XO ,unN
o;picijyvyséetwu vityaontnrcourmu Xyré , &rn jzpyjon/
XUuoaon ,luno;prrm;  ryivyr Relying Party rmon atmuyrtcuwu
VWVypn O,0VCI; (assess) [yivy&rn/
® (Certificate WIazmyxmon to;yirl &né& , cuté ouaocvurwtn to;yici;m
olavinr &' r&'!
e p cpPs r wmjrp ! ueowxmjci;réaonoiawnoné&ns , cuwpctwu tre
wu, tojyici;[w'’'rfw’
e OuUaocVUrwEl ,i;ouaocvurwu Xway,caono (Root CA, CA)
rm\ ouaocvurw tactaerm (Status) uppag;&rn/ OUaOCVUrw Chain
wiyj0iaonouaocvurwwpccon Yy, zZujci,cxXmngaonouaocvurw zpyju
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Relying Party ON XOuaocvurwu ,luné oi ! roiEl y,zucérm

uaunt; gavnr & r&u to;ryir ppr;ppaq;&e wnledyjon/

MOSS CA Ei RA rmon ouaocvurw tojyici;\ oilawnr &! r&u ppaq;&e
wnler&yy ouaocvurwo;pron oiavnon|[ , gVil Relying Party rMmON Oiawvin
OnN Software E1 (O) Hardware UEO;YIT "p*pw , VUIrW (Digital Signature) reueaunt;
ppaq;r (Digital Signature Verification) U yVyjcl;aomvn;auni; ! €jcmaon Cryptographic
Operation U O yiTaonvn;auni; ouaocvurw\ reueruppaq;&rn/ ppuo ppaq;
agmi&urrmkEi ouaocvurwtay:wi ,luno;prwon qupyyijon/ Xuo yivy
ppaq;aqmni&uiCi;Wi Certificate Chain WPCOWIW|CT;ET , I; Chain Wiyj0iaOn ouaoc
VvUurwtmwv;\ Digital Signature i, reueauni; ppaq;ci;wvn;yi0iyjon/

4.6 oOuaocvurw OUWF;W;jCi; (Certificate Renewal)

Certificate Renewal ON VUG& Key Pair €M EO)yly; OUaOCVUIrwW OUWFK;W;
avinuxmici;rijzpyjon/ ouwr;wjci;u ouaocvurw ouwr;rueq;r (1) v luiwi
avimuxmérn/  Key Pair OUWT; (2) Epynjy;ylu Key Pair TOPWPPO;T OuUaoC
vurwtopjyivy&e Moss CA X avinuxmnEiyjon/

4.6.1 ouaocvurw ouwr;w;ci;tactae (Circumstances for Certificate Renewal)

OuaoCVvUrwouwr,rueq;r xouaocvurwtojyici;u quwvuagni&u
Eigetwu imér;o,por ouaoCcvurwu OUWT;,W;CI; (Renewal) yVy&e VEyy]
on/

4.6.2 ouaoCcvUrw ouwr;w;avinuxmci&o (Who Can Request Renewal?)

ouaocvurwaviuxmou ,wi (0) tztpnjzpylu tztpn,\ouaoc
vurwaviuxmicruprm agmniduséetwu  wén0ipmziwnleay, €yxmon u, pm;
V , ronvii ouaocvurwouwr;,w;yivyée awni;gEiyjon/

4.6.3 ouaocvurw ouwr;w;cl,agni&ur

(Processing Certificate Renewal Request)
OuaoCVvVUrwouwr;w;ywvyénwi rvavmhuxmco  trewu,jzpaunt,;

aocmap&e MOSS CA (O) RA r yeippaq;yjon/ Class | OUaOCVUrwtwuU Challenge
Phrase (Or [W €VmMW Phrase) wWpcu TOjy Taomvn;auni; ! Private Key Yiqijci;u
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ouaojytaomnvn;auni; ! Renewal Request U\VUCYJON/ Im&r,0;pOormon ouaoc
vurwaviuxmnpOu znpucaon Information FMEIEW Challenge Phrase (Or [w
Tvmw pump) wpccuagci, ay,y&rn/ im&r,o,;poonN Certificate TOPWPC jyevn
y'vVyontc] @i;\ Challenge Phrase €YI€01 avinuxnpOuiznoi;caon tocutwvurm
ayni;vrrécvii ouwr;,w,ouaocvurwu xXwayyirn/ ouwr;w,0uaocvurw
avinuxmwvnontowi;wi rvouaocvurw avnuxmpOu MOSS CA (O) RA F
ppagq;on en)vrrmEl p cps wi owrwxmaon ppag;&rn tourmEitn
avinuxm o\ Identity U jyevnppaqg; twnjyirn jzpyijon/

4.6.4 ouaocvurwtop Xw , Eiauni; imé&r;o;pootauni;umci;

(Notification of New Certificate Issuance to Subscriber)

ouaocvurwtop Xw,Eladuni; im&r,opooltaunijumici;u ty"
(4.3.2) twi; agni&uyjon/

4.6.5 ouwr,wjy, ouaocvurwrinu Xwjyeaunmay;ci;

(Publication of the Renewal Certification by MOSS CA)
ouwr;w, topjyevnxway;vuaom ouaocvurwu Moss CA\ trsm;jyno

lunéErtaomouaocvurw  rwwrwu Ei RootCA\  Triomouaocvurw

FWWI ;WU (National Repository) WW1 Xwjyealunmnxmrn jzpyjon/

4.7 Key Pair TOPUTO;yi TOUAOCVUIWOUWT,W;CI; (Certificate Re-Key)
Certificate Re-Key ON Public Key TOpwpcu tOjyiT ouaocvurwtopwpc
Xway;jci;zpyjon/

4.7.1 Key Pair TOpU TOjyilT OUaOCVUrw ouwr;w;&e tactaerm

(Circumstances for Certificate Re-Key)
Certificate Re-Key ON Ouaocvurwwpc\ vué&to;ylaeaon Private Key ViCl

pwcéru 0o , &aomtc] (0) Vu&o;paeaomn Key rm\ouwr; (2) Ep [ynaontcwi
yivyElyjon/ Xuo ouwr,w;ci;u ouaocvurw ouwr;rueq;r (1) v luwi
avinuxm&rn/
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4.7.2 ouaocvurwtopyevnyivy&eawni;gcidorm;

(Who May Request Certificate of a New Public Key)
OuUaOCVUrw Oouwr,w;ci;EWU Class 2 EI Class 3 OUaOCVUrwrimjzpyiu

in&r,opou ,wironvii (orfw) tztpn,\ ouaocvurwtwu wvtyxmaorn
wem0iu , pmv , ronvii ouaocvurwtop jyevnjyivyée awni;gEiyjon/

4.7.3 Key tOptoOjyilT ouaocvurwouwr;w;&e awni;qjci;u agmi&uici;

(Processing Certificate Re-Keying Requests)
Key toOptojyil ouaocvurwouwr,w,e aviuxmoon rvouaoc

vurw aviuxmou ,wi (o) wenliu,pmv, tTtrewu,jzpaumi; ppaqg;ci; Ei
Authentication [zp&etwu owrwxmnaomnvtycurmEl avinnpn jyevnppag;ci;wu
MOSS CA (O) RA ON VvyX;vyen;rmtwi; (Challenge Phrase (Or [W VMW Phrase)
wpcu tojyiTaonvn;auni; ! Private Key YiQiru ouaojy faonvn;auni;) aocmpn
ppaq;yilon/ Xo ppag;atmijrijy;aon avinuxmnorm€n, ouaocvurwrnxXway;y,
Im&r;0;pormX0o OUWr;wW;0uaocvurwxw , Eiaduni; taumi;umpnay;yrn jzpy
on/

4.7.4 Key TOPLOJyT OUWr,w,Xnaon ouaocvurwu Xw, Eiaduni; imér;
o;pootaj‘umi ;‘dum;jci; (Notification of New Certificate Issuance to Subscriber)
Key toptojylT ouwr,w,Xmaon ouaocvurwtopu Xw,Eiauni;
im&r;o;poo taunijumici;u ty" (4.3.2) twi; agni&uyjon/

4.7.5 Key toOptoOjylT ouwr,w;xXmnaon ouaocvurwtn xwjyeaunmay;ci;

(Publication of the Re-Keyed Certificate by the CA)
ouwr;w; topyevnxway;vuaon ouaocvurwu Moss CA \ trnyno

lUN&EIaON OUAOCVUIrWrwwr,wu (Website) EI RootCA \ Tr;omouaocvurw

FWWI ;WU (National Repository) WWI Xwjyeaunmxmrn jzpyion/
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4.8 ouaocvurwiylyiaymi;Vvicl; (Certificate Modification)
4.8.1 ouaocvurwjylyiaymi;vrtactaern

(Circumstances for Certificate Modification)

ouaocvurwiyyijyiayni;Vvici; (Modification) ON im&r;0;pO\ Public Key I VT
Vué& ouaocvurwwpcwiyiaon tcoutvurmayni;vrauni ouaocvurw
topwpcxway;éetwu avinuxnici;u &nneyjon/ ouaocvurwiyiyi aymi;vici;
(Modification) ON €y" (4.1) wiaznyxmaon ouaocvurwavnuxmici;E1 wnon [
pO;pmyion/

4.8.2 ouaocvurwiyiyiaymi;vé&eawni;qci&o
(Who May Request Certificate Modification)
ty" @4.1.1) twiagni&uyjon/

4.8.3 ouaocvurw jylyiayni;vay;&e awni;qrrmu agni&uci;
(Processing Certificate Modification Requests)
MOSS CA (O) RA ON ouaocvurwyiyiayni;vée avinuxmno\ vtyaon

toutwvurmtn pprerppaq;cl; (Identification EI Authentication)y U €y" (3.2) €twi;

lyvyyirn/

4_.8.4 ouaocvurwtopxwyauni; im&r,o;pormotauni;jumici;

(Notification of New Certificate Issuance to Subscriber)
MOSS CA (O) RA ON ouaocvurwtopxwjyyiu aviiuxmnoxo tar;(V)

(0) pn (O) tjicmaomnen;vr;rmu to;y T tauni;jumrnizpyilon/

4.8.5 jylyiaymi;vjy,a0on ouaocvurwuvucct,

(Conduct Constituting Acceptance of Modified Certificate )
Tty (4.4.1) twiagni&uyjon/

4.8.6 jylyiaymi;vjy,a0on ouaocvurwuxwiyyeay;ci;

(Publication of the Modified Certificate by the CA )
ty" (4.4.2) twiagni&uyjon/
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4.9 ouaocvurwy, zuici;Ei ,m, qi;ICI; (Certificate Revocation and Suspension)

4.9.1 ouaocvurwy,zujci;El ,n, gqi;i&etwu tactaerm;

(Circumstances for Revocation and Suspension)

MOSS CA (O) Subscriber U, WIr Yy ,zZuU&e awni,qron ouaocvurwu

y,ZUT CRL Wi Xwjyeaunmay,yjon/ im&r,o;por y , zZujci;y\vyvyjuwsn0ipmzi

agomavinuxmé&rn/ ouaocvurwuy , zuéetwu vavnuaontaxmnutxn!

taunijycuéyju MOSS CA ON ouaocvurwu y,zuElyjon/ atmuy; tac

taermjzpay:cvii MOSS CA ONn im&r;o;porm\ ouaocvurwrmu y , zuEiyjon/

(1)

(2)

(10)

(11)

MOSS CA (O) Im&r;0o;por , I;\ Private Key C; , CC&V]i (O) aymuq;con
[ .'unvii (0) 0o0,écvil!

im;&r;o;poonvuem&rnpn;ur;rsm; (Subscriber’s Obligation, Representation)
(O) Subscriber Agreement Y] EMFCCIU (Warrenty) Fm;U Cf,aznuon [ MOSS
CA r ,lunly; tauni;ycurm! ouaormécvii !

Im&r;0;poEi ciygxmaon oabnwncupnclyrm; &yp/jy;q;omvii !

Class 3 Organization Certificate Il WU €ZIEpN; (Affiliation) ZUOTF; V]I (O)
réawmvii !

MOSS CA I OUaOCVUrwon Subject Field wiyj0ion trnr[wo
wpo;Em;,  Xway;xmicl;]  siy*wv\cljycurédy ouaocvurwu
xway,on[ , gly; tauni;jycuéewvii !

ouaocvurwavnuxménwi znoi;xmontcurm rm , i;aevii !
ouaocvurwxway;ci;ryir ywwijydrntcurm jynpatniagni&u
Icl; récvii !

Im&r;o;po ! tzitpn;trn ! ouaocvurwwiy0iaon Common Name
(CN) alymi;vewvil !
ouaocvurwyrtcutvurmreuerré&auni;Erayni;vomnauni; ppaq;
azmxwawécwvii !

OuUaoCVvVUrwu quvuo;pyju Root CA/ MOSS CA Ei tjcno;porm
yoOenmzpEicvii !

ouaocvurwu wémroixw , xmauni;awé&wvii !

ouaocvurw quvuoprauni yoemzpci;k ! r& q;zwénwi atmuy)

tourmu xXnoi;po;pmyion/

(1) wiwe;r (Complaint) tadtwuEl oabnolbmn0 '
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(2) wiwe;ryvyoon rnornQjzponu xXnoi;p0;pmct; !
(3) vuéyXne;xmaon ougionOya"rm; ! vyx;vyen;rmEl uunr & r&'
(4) Imé&r,o;por ab;tE&n, jzpatmi TOjyrrmauni jzpay:vmnaon wjyerrm; !
Oouaocvurwo;po\ Pprivate Key C;,cC&CI; ! aymuqjci; ! cf;aznucéct;
(Compromise) ZpON[ ,gyiu (O) O&yU OUaOCVUrwo;pOoON MOSS CA O
treq; quo , taunijumé&rn/

4.9.2 ouaocvurwy , zu&e awni;gqci&O (Who can Request Revocation)

Im&r;0;pou , Wi (Individual) (O) €zl€pn; ouaocvurwizpyju wnleay;ty
xmaon wemliu, pnv ,ron y,zudeawni;qEion/ imé&r,o;po\avinuvnu
twnjyay,0 (approve VYO) MOSS CA EI RA uU,wirvn, ouaocvurwu
y, ZUEion (0) y, zué&e awni;gEion/

4.9.3 ouaocvurwy , zug&e awni;grvyen;

(Procedure for Revocation Request)

Oouaocvurwy , zuée o,pormr MOSS CA (0O) RA O "p*pw, vurw
a&X;Xmaon e-mail jziaomvn;auni; ' vu,wivnaénufaonvn;auni; quo,
taunijum&rn/ ouaocvurw y, Zujci; avinuwvnypu MOSS CA \ Website ZpON

http://www.moss.com.mm Wi download & , ETyjon/

4.9.4 ouaocvurwy,zuée qi;ice (Revocation Request Grace Period)
ouaocvurwu y, zuge awni;grrm€wu qi;icerxmyy

4.9.5 ouaocvurw y, zu&eawni;qci;Ewu MOSS CA I agni&uée
Mumjricse (Time within which MOSS CA must process the Revocation Request)
MOSS CA ORN Revocation Request U ougiénwnlec\ ciyicu&wvii aEmiak;
luelunrré&apy (24) en&€wi; owrwxmaon tqirmtwi; vyagniomnyirn/

4.9.6 Relying Parties rOUAOCVUIW Y , ZU|CI;U ppaqg;éevtycurm,

(Revocation Checking Requirements for Relying Parties)
Relying Parties FM;ON rrtolyrn ouaocvurwrim\ pwcértactae (Status)

U ppaqg;&rn/ ouaocvurw\pwcértactae (Certificate Status) U ppaq];&mwi-
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1/ MOSS CA r aemu;Xwjyecaon CRL (Most Recent CRL) U T€O;yI T ppaqg;ci; !
2/ MOSS CA \ Web-based Repository (O) OCSP (&yiu) €O}y T ppaq;ci;’
3/ Root CA I aemuqg;xXwyecaon CRL U TOjyil ppag;ci;wjzivn;
ppac;Elyjon/
Relying Parties ;0N MOSS CA \ Repository EI CRL i, ! National Repository ! OCSP
Responder (&yjU) rmuto;yii ouaocvurw\ pwcértactae (Status) U ppag;Ei
yijon/

4.9.7 CRL Xwjyeay;r tiurtadtwu (CRL Issuance Frequency)

MOSS CA ON Oouaocvurwy , zupn&i;rm ayni;vrr&caon wpywwpiur
XWwijyeay;rn/ CRL X& OUaOCVUrwwpc OUuwr;uedq;ci; (Expire) ZpVi1 2i;0UaOC
VUrwu CRL I XWy,ay;rnizpylon/ Moss CA ONn OUaoCVUrwimnr,o;po
rm\ ouaocvurwy , zupn&i;u y , zug&eawni;gjci;tm; ciylontcwi; Xwjyeay;
rn/

4.9.8 ouaocvurwuy , zuici; trmg;unrice (Maximum Latency for CRLs)
MOSS CA I oOuaocvurwwpcu VY,zucontc Vy,zuy,Vviy.ci,
A1;\ Repository WI XWwjyeay;rn/

4.9.9 ouaocvurwy , Zzuxmici; &! r& U on-line ppag;cl;

(On-line Revocation/ Status Checking Availability)
CRL rim;, Eilouaocvurwpwcér tactae (Certificate Status) F;ppaqy;Cci;u Web-

Based Repository EI OCSP Responder (&&EiV]i) O;T ppaqEiyioNn/ Web Address I www.

moss.com.mm |ZpyjJon/

4.9.10 vy, zuxmaonouaocvurw [w!r[w on-line ppag;cijyivyée
VEycurm, (On-line Revocation Checking Requirements)
ouaocvurwu ,lunpwcivucto;ylornn (Relying Party) FM:ON rrvuc
tojyrn ouaocvurw\ ,lunpwcértactae (Status) uppaq;&rn/ Relying Party
on ouaocvurw\ ,lunpwcértactaeu aemuq;xwyecon ougion ARL/

CRL uto;ijfppaq;jci; rijvyygu MOSS CA \ Repository EI National Repository &
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ouaocvurw tactae (O) tOJyEION OCSP Responder (&yiU) wu ToOjyT
ppaq;&rn/

4.9.11 Key Claznucéjci;Etouqiaon tx;agni&ucurim

(Special Requirements Regarding Key Compromise)

MOSS CA ON rr\ Private Key Cl:aznuc& (Compromise)y ON[ awé&vii (O)
Xojzpon[ taunijycu ouaocivr&Vvil oI\ Potential Relying Party i €m
taunijumjci;u wwElOrjyivyay;rn/

4.9.12 ouaocvurwu ,n, gi;i&etactaerm (Circumstances for Suspension )
JyXne;xmici; r&yy

4.9.13 ouaocvurwu ,n, qi;i&e awni;qCci&Orm (Who can Request Suspension)
JyXme;xmici; r&yy

4.9.14 ouaocvurwu ,n, qi;iéeawni;qjci;vyie;porm

(Procedure for Suspension Request)

JyXne;xmici; r&yy

4.9.15 ouaocvurwu,n, gi;i&eowrwxmnaonumnv

(Limits on Suspension Period)

JyXne;xmici; r&yy

4.10 ouaocvurwpwcértactae Oeagnirrm (Certificate Status Services)

4.10.1 ouaocvurw\ vyie;aqni&urtactae (Operational Characteristics)
TtrmEigiaonouaoCcVvurw (Public Certificate) i, \tajctaeu CRL rm€o;y1

Root CA EI MOSS CA \ CPS wiaznyxmaon URL & Website | LDAP Directory EI OCSP

Responder (&yjU) Wwi Olaénuluné&Eiyjon/

4.10.2 ouaocvurwEiqiaonOeagnir &EIr (Service Availability)
ouaocvurwpwcgrtactae Oeaqmirrm; (Certificate Status Service) U (24)emé&
(M&uywv; &&Ei&e agmi&uxmnyion/
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4.11 ouaocvurwingr; o;pici;u tg;0w|Cl; (End of Subscription)
ouaocvurw imér,o;poon atnuyen;vr;rmzi in&r,o;pici;u tg;,ow
Eion/
1/ rr\ ouaocvurwu topyevnyvyici; (Renewal) Or [w ouwr;wjci;
(Re-Key)  Iyivyy ouwr;ueq;cijyic; !
2/ ouwr;rueq;r rr\ ouaocvurwu y, ziuly; ouaocvurw topwpc
Ttpmrx;c; !

4.12 Private Key U Escrow VY|CLEI yevnNné& , |CI; (Key Escrow and Recovery)
JyXme;xmici; r&yy

5.  taxmutyrm) prceciciEi vyieagni&uici;qi&n xe;cilyrrm,
(Facility, Management and Operational Control)
5.1 MOSS CA vyie)\ &yyi;qi&nxe;cly’ prxm&rrim; (Physical Controls)

5.1.1 pce;wnae&nEl agmuVy|Cl; (Site Location and Construction)

MOSS CA ONn 4i1,\wvyie;rmu vyuliagn&uénwi viciréapée ! rouqgiormr
utaumOiadnuici; ! tojyici;réapée ! Viluowi;tcutwvurmEi peprmu
rouqiormr lungci; riyvyEi&e &yyi;qig&nunu , on yw0e; Wi (Physically Protected
Environment) U XN&EOlyT agni&uyjon/ MOsS CA on Vicréapéetwu tce;rm
wnagnuijci;u tvuxadnepquo , agni&uag0ya®” ! , LEiqupyon en;0ya*rm; !
treaumimpnrm ! Vr;necurm€wi; agni&uxnyion/

5.1.2 wvyieagni&uén aedmo0ia&nuici; (Physical Access)

MOSS CA Oon 4i;\pepvica&twu tqi (Tier) rm; cicmly; wvicla&ppaq;Xxmy
on/ twiyl& vicrtgiyjrionae&n (Higher Tier) rmu Olaénutojyée Tyiyi&
vicirtqiyeronaedn (Lower Tier) MU jzwaumnly;r Otaémuéyion/

Tier Wi;uO1adnuée Oexr;u’rm ppaq;ly;ron O1aémuElyjon/ Xtce;rmo
Oiagnuici; ! €O;yici;rmu Digital Video Recorder [ZIVN;aumi; ! Vicla&;rwwr; (Log-File)
ag;otjcijzivnaunt; rwwr,wixnyijon/ vicon{& ,mn (Secured Area) EjzpOWrwxi;
aomaeénrm,o wug&uwnle&orv i ticnormtn, 0iaénucirjylyy

Cryptographic Material I'l; XWay; (Create) ON ! Or;gN; (Store) XMN,ON ae&nrmo

Oa&nuici; ! pprealumi;taxXmutXmpppCi; (Authentication) U Biometrics €NyNNO; T (2
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Factor Authentication) [ZIXe;ClyXmylON/ Server K, | pn&upnwr;rmu aoncwxmaon
I;,CAOWNIM; (Locked Safes) | D" (Cabinet) rm; ! OUQ1&N Container M, XM&T Or;qN;Xm;
oyijon/

tx;wnlezi0iadnuée veyony*vrm 01 ! Xujci;upu lujuyrtz\ to
Trwjzi MOss cA wnlecr cijylay;yijon/

Sensitive CA Operation rsm;jzpon Certification Life-Cycle Process MU Wi;k‘uyon
viclag €ptrm; xme&aqmni&uyjon/ (Certification Life-Cycle Process Hmrm OUaOC
VUrw Xway;ci;rm; (Issuance) ! OF;gnN;Cl; (Storage) | Key E1 Ouaocvurwwqién

OUWT;W;CI; (Renewal/Rekey) | 1;1|CI; (Suspension) | Y , ZU|CI; (Revocation) W [zpylONn/

5.1.3 r;tmay;pepEi avat;puxmnéaqni&uri (Power and Air Conditioning)

e CA pep(System) QUWUTVYVYEI&e (Continuous and Uninterrupted Access) TWU
Viypp"wtnjywawnuomnjci;réap&e r;tmay;pepwi Online UPS E1 T&er;purm;
Xm:gagmni&uxmnyion/

e tcetyce ! avliavxu ! avat;ay,pep ' pXi;r (Humidity) WU Control
VIvyXmly; , 1; System WIVN; Primary E1 Backup peprimjzi cjcmppOaqmi&u
xXm:&yion/

5.1.4 a&a\‘umiysup;q;&;r (Water Exposures)
agaumiyiup;q;&;rréapé&e vyonpplagni&urrm, jyivyxmyion/

5.1.5 r;ab;tE&m , Fumu , jCi; (Fire Prevention and Protection)
riab;tE&n, runu , Eiée vEtyonué ,nrmwyqgijci;El unu ,jir,owrn tp
Ttporm; a& gpragni&uxmnyion/

5.1.6 Media r'm;Xe,Or;Xm&r (Media Storage)

Software I'M; | Data IM; ! Backup Information IM; ! pm&I;pp Log File M, ! F'WWI; File
rmu tcidormon lunéei&e pepwuwng;unu , on peprmu  ppldagmi&uxmnyy
on/ a& ! r; ! ticmaomobnlab;€Een , rmEl ! ovuiwrmaumni pn&upmwr;rm; ! CD
rm; 1 peprm; yiup;q;&;rréap&e umu , Xm&yijon/
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5.1.7 rvonpeypypn;rmzup;peypr (Waste Disposal)

MOSS CA On to;rvonpeypypn;rmu pepwupeyprnen;vr;rm pp0
agniduxmnyijon/ tagju,on owi;tcurmyigon pn&upmwr;rm ! cD rm; ! ypn;
ué , nrmu peypici;ryir aocmpnziug;ly;ron peyp&eppOxmyion/ ta&u,aon owi;
TtoutVU (Sensitive Information) FMYI&ON Media rim; ! pn&upmwr;rmu zwé& i réEi&e
zuly;rompeypyijon/

5.1.8 wvicpwc&on tjcmwpae&nwi Backup [yiVYOr;qN;Cl; (Off-Site Backup)

MOSS CA ON Audit Log Data NMEI ta&lu;.onowi; tcUutvu (Sensitive
Information) rMyj0loN Ta&ju,onpep Data rmu Vicpwc&on Tjcmwpaesnwi
Backup VYT aedncicnly; or,gn;xmyjon/

5.2 wvyie;qié&n Xe;clyrrim; (Procedural Controls)
5.2.1 ,lunpwc&ormu@ (Trusted Roles)

MOSS CA ON , lunNpwci&oNaedn (Trusted Position) Wiwndexr;agmnirn ,lun
pwc&aomy*IVrim,  (Trusted  Person) [ Owrwémwi  atnuaznyy; wvyie;rmu
agni&uaeon QOexr;rm&mv; | pnclyElvyie;vyulO (Contractor) FMEI Tuay;/
TWIYICY*'V (Consultant) M ! €vUXadmepquo , agnidua&A[ €zEi 'ujuyrtzr
trepmzi wéam0iwnOeay; tyjci;céormtm\; tui0iyjon/

Trusted Person FMWI MOSS CA \ Certificate Life-Cycle Vyle;rmuagni&uorm; !
pepvicia&u wmle , aqmi&uorm; | pep Authentication U Control VYCI&OIMET atmu
aznyypvyie;wu vyuiagni&uaeorm yi0iyjon/

® Certificate Application WIZNOI;XnonN toutwvurmu ppag;o !

e oOuaocvurwtopaviuxmici; ! ouwrwavinuxmci; ! y,zuée
avimuxmici; (O) Enrollment Information KU \uUCCI; | JiLy,[ci;rmu
agmi&uonm; !

e Quaocvurwrmu xway,ci; ! qgrict; ! y,zujct,agniguorm !
OUaOCVUrwW rwwr;rm; (Repository/ LDAP /OCSP (&yju) \ ueowXm.aon
aeénrmo Oiagnuiyyiaymi;vici; ! Xnot;cl; ! zujci; agniduée t€ci&o
tmv) !

e Im&r,o;pormEi ywouaontcutwvurm ! Request Fmu Uiw , az&i;orm!
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® Customer Service llagmi&uaonoexr;rm; !

® Cryptographic Service Uaqmi&uaon 0exr;rm;
o Vicla& Oexr;rm; !

® System Administrator IfM;

e ougiontixie,nrm

® Infrastructure \VICPWC&r€Ewu pragni&uo txutqitémnérm; y0iyjon/
MOSS CAr ,luNpwc&aomy*iV/ (Trusted Person) MMON OwWrwxmaon t&n

TCI; M) OWrwCuIrm; (Screening Requirement) E1 [ynpuunré&yjon/

5.2.2 wvyiewpcci;ptwuvtyrnlexr;tasdtwu

(Number of Persons Required Per Task)
MOSS CA ON Wi;uyaonvyX;Vvyen; (Control Procedure) FMOWIrwWXmgly;

xXtwiagni&uréapée wnle (Duty) rm; oOjcmcadcixmici; ! ta&ju,on vyie,rmwi
Oexr;rm;  wpO;xuru wn0e , agni&urony;armué&e calaqni&uapci;zi xe;ciyr
(Control) [yivyXmyion/

TtvyOwésntvu wnle , agni&ur aocmapéetwu VvyxX;vyen; (Policy) rim; !
Control Procedure I, Xm:&yijoN/ €a&ju;0N Cryptographic Qi&N Hardware M, ! HSM rim; !
Signing Unit I'M; ! OUQION KeyMaterial MU VwWp0;Xuruxmé&vyaqniron jy;armu
aprn jzpyjon/

Internal Control Procedure Im€aezl WVicrtwutadju,on tcocutwvurm !
puypn;u&, nrmu Uiw , agni&u&nwi (Physical Access or Logical Access TYIEON)
ten;q;Vv (2) a, nuxmndly; agni&uron vyie)yarmuatni agmni&uEirn tptpOrm,
xmgagni&uyjon/ ypn;rmuuiw , €Oyt vyieagni&uénwi wpO,wniEl vyie;
tprtq;o agni&ukEijci;réapé&e Control rmucadxmyjon/

ouaocvurw avnuwvnwpapniaénuwvnonrpi ppaqjci; ! ouaocvurw
xXwayijci; | ouwr;wjcl; 'y, zujci; ! aenug;wizuq;ypici;poNn Life-Cycle WPCV;
u ,lunpwcéon Oexr;rmXxm&y,agni&uyjon/ Physical Access EI Logical Access U
tagju;onaegnrmwi ojemvrmuo; 1 cicmxmnyion/
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5.2.3 Oexr;wpO;cii;p\vyie;wnlermEippag;ru@

(Identification and Authentication for each Role)
MOSS CA \ ,lunpwcigaon O0exr;tzpcexnrn vicla&€qijritémnérm; (Top

Level Security Related) €MV;uvawppaq;ci; ! rwywiEl tjcn\v tyaon taxmutxmrm;
Tto;yiT ppaqjci;rm aocmpm jyivyly;ronlexr;tjzpcexmyion/ vEtyyju Background
Check Fmjy\yly;rcexmici;yivyyijon/ Oexr;tjzpcexmly,aenu ouqié&n TtxXu
Viu;,\ oabnwnciu&sy;rom pn&upmwr;rm ! ueylwnEl qupyypn;rm; ! Software iU
UIW, Op (Access) clay;cl; ! twvuxadnep Data rmu luné&ci ! wvyie; vyaqnici
ayyjon/

5.2.4 wyiewnOermcalr (Roles Requiring Separation of Duties)
vyie;wnlerm; ca0owrwici;wi atnuywyiyjon/
e Ouaocvurw avinuxmici;wi yj0iaon tautwvurmu ppag;c; !
e Ouaocvurwavnuxmici; !y, zujci; | ouwr,w;yivyci; | tcou
twvurm pn&ia&otjci;wu vyaqnijci; !
e Quaocvurwyivyci; ! Xwayijci; | ouwr;wiywvyici; 'y, zuici; !
zZuqci;El  ouaocvurwrwwr,wu (Repository) W1 Publish
yivyict; !

im&r;o;po\ tcutwvurm ! awni;gci;rmu uiw , azé&t;cl;’

5.3 Oexryi,qidmxe;ciyrrim; (Personnel Controls)
5.3.1 0exr;rm\ t&Nntci; vyie,tawtiul Ei Clearance Vtycurm

(Qualifications, Experience, and Clearance Requirements)
, lunpwcigaonlexr;tjzp avnuxmnormon ai;w\aenuauni;&nZ0i

(Background) ! ynnt&ntci; ! rrwmle,agni&durnvyieEiywouaon wvyie;
tawtiuwu ynppn wijyavinuxmérn/ veyyju ,civyiermr &i;vi;r (Clearance)
U,&N/ Trusted Position WIi&kaeon QOexr;rm&m aenuauni;dnZ0ippaqjct;

(Background Check) U ten;q; (5) Ep wplur jyevnjyivyyion/
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5.3.2 Oexr;\aenuauni;&nZ0ippaqg;ci;yivyonwvyie;porm;

(Background Check Procedures)
JyXme; xm;jci;r&yy

5.3.3 Oexr;rmtwuoiwe,ycrirm (Training Requirements)
MOSS CA \  Oexr;rmu vtyaonoiwe;rmtcremawvmpn pplycay;yion/
oiwe;ay;gnwi wpO;cii;p\ vyie,wnletvu atnuywu oilumyion/
e Basic PKI Concept
e Job Responsibilities
e Security (Physical, Network, System) and Operational Policies and Procedures
e Use and Operation of Deployed Hardware and Software

e Incident and Compromise Reporting and Handling

e Disaster Recovery and Business Continuity Procedures

5.3.4 oiwejyevnycici;tiurtaédtwuEivtycurn

(Retraining Frequency and Requirements)
vityov yXneyyjon/

5.3.5 vyie,wnOecalcixmjci;El vnvnayni;vexmici; €ptp0

(Job Rotation Frequency and Sequence)
vityov yXneyion/

5.3.6 tcir&bagni&urrmuywyiwmjrpci; (Sanctions for Unauthorized Actions)

MOSS CA E1 , L\ RA rm; \ Oexr;rmr tcir&bagmni&urrm (O) MOSs CA Ei
RA Oexr;rmr ay:VpEl vyXvyen;rm aznuzurrimu lujuyrtzowijyy, ta&;,
agnig&uyijon/ ul,veontiura& Ei aznuzurtwi;twnay:wi rwni Xuoiaon
yp"Pay;ci; ! twvyrxwy,ci;El wénlya"t& ta;, jciwtx agni&uyijon/

5.3.7 wvyie;ciwnlexragni&e vtyaon pn&u ! pmwr;rm;

(Documentation Supplied to Personnel)
ouqignlexr;rmtm; vyie,ciwnOeausyepnxr;aqmni&e vtyaon oiwe;rm; !

vr;nerm ! pn&u ! pnwr;rmu ay;xmyion/
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5.4  pn&l;pp rwwr;yivycl; €EpErmm; (Audit Logging Procedures)
5.4.1 rwwr;or;,gqn;xXmn&rntzptysurm (Types of Events Recorded)
MOSS CA ON Manual Log (O) Automatic Log Fin;Xm:&ly; atnuazmyy) €zptyurn,
twu pn&i;pp rwwr;xméyijon/ rwwr;xmgaon tizptyiuwi;wi aedu’ tceki p
tizptyuu jzpay:apon tauni;&i;w y0iyjon/
1.vyieaqgni&ujci;qién tzptyurm -
e CA Key nmjyivyici; !
e CA pepEi Application M, Start-Up ET Shutdown |yi\Y|CI; !
o CA \tao,pwtcutvurmnEl Key ayni;vrrm !
® Cryptographic Device I'l;\ Life-Cycle Management (J1&N EjzpE€ysurm, !
® CA Private Key EIQiaOnVvyie;€EWU Activation Data rmyIqIirEl Vvyie;
agni&duonaednrmo Ota&nujci;rm; !

® System Configuration ajymi ;vrrsm;Ei Maintenance aqji 1&u rrm; !

e iIm&r,oporm\ Toutwvurm! Activaton Data ! Key Elywouon
toutwvurm yj0iaon Media rmu zud;ci;rwwr;rm; !

2.0uaocvurw In&r;o;porm\ Life-Cycle Management QQ1&NEjzpEysurm;
e Ouaocvurwavnuxmici; ! ouwr,w;cl; !y, ZUjCl;El Re-Key/Renew
yivyct;rm; !
e oQuaocvurwrm ! CRL 1M ! Generate [yIVY|CI; ! Issue VY|CI;QI&N
rwwr;rm; !
3., lunpwc&aonlexr;rm\vyie;agni&urrm; -
® Logon discrepancy and Logoff Upm rrim; !
® Privileged User F'iM;\ System Privileged aymi;Vrrim; ! Password Xm&CH;rm; !
4_uunrrgciEl ciaznujci;rm; -
e CApepEl ue, utwi;o ciyicuré&b Oragnuelutyr;rrm; !
o VQuzirm ! rwwr;rmzwiCi; (Read Access) ! a&|CI; (Write Access) |
zug;cl;rm; (Deletion) !
5.0uaocvurwEl ouaoCcVvurw rwwrwu (Repository) ay:wi zwicl; !
agjci;w agni&uré&rrm
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6. ouaocvurwyywvyct;giénr0y ayni;vrrm; (Oyrn-validity Period ajymi;\V|CI;)
7. taxax
o VCla&qidmrwwr;rmEl Xrwwr;rm; (SecurityProfile) Wi ayni;Vjyjyixmr
rm; !
e pep,m,Ci,I;Cl; (Crash) M) Hardware Failures FMEI Ejcmaon yrer [w
ON Up&y (Anomalies) Iim; !

e Firewall EI Router Activity 1, !

e CA vyieciwi Tier €©VU {NO01 ! {nXxu&rrm;

Log ZIWI a&onrwwr;Xnontcutwvurnrm atnuyrcwi;zpyjon/
e Trwp0 ! Automatic Journal Entry I'il; WU Sequence Number !
e (Oi’Xuonae&u ! tce Ei1 tauni;tén’!
e rwwr;pntywi a&oidyiu rwwr,wio\trn’
8.A[tz ! lujuyrtzEil Root CA Wr rwwr;tjzpor;qn;éevtyon [ nelun;
xXmaon toutwvurm /

5.4.2 rwwr;rmu pragni&ujci;urke; (Frequency of Processing Log)

Audit log file KU ppag;&nwi Audit log file MU yeVNO,;0y|ci;E1 ta&yjaon
Tzptyurmu Audit log summary W1 a&omrwwr;Xmici;rm; yi0iyjon/ Audit Log File
rmu yevno;oy(cl; yivy&mwi log rwwr;rmwi jyjyixmrrm &' r& ppaq;ci;El Audit
log a&omaurm €mv,u yevnppag;ci; yrer [waon uprm! oway,curim; (alerts)
uppr; ppag;ici;rm; yi0iyjon/

tagyjon vica&qgiéntizptyiurm ! up&yrmtwu wpywvii ten;q;
wpiur ppag;rrmjyivyylon/ ai;tyi MoSS CA ON @i;\ Audit Log File rl;r OO , |zp
Eion or&ur[waon ! yrer[waon tizptyurmu trwr; ppaqg)ly; oway,cu
XWwiyect; ! ppr;ppag;ci;rm; Yivyyilon/ Audit log review YIVYXmONrmuwvn; rwwr;
xXm&yijon/ MoSS CA \ vyie,gi&nrwwr;rmu Root CA O (6) VVIiIwplur wijyy|
on/
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5.4.3  Audit F'WWF;Fi;Xe;0r ;XM &CI; (Retention Period for Audit Log)

Audit rwwr;rmu  rwwriwijy;ten;q; (2) viunontx wvyiewvyagnion
aeénwi Xe;or;xmely;aemuyi;wi vicpwc&onaedni ty" (5.5 wi azmyxmon
twi; rwwra[ni;tjzp or,gn;xmé&yijon/

5.4.4 Audit FWWF;rmuuUnU , |CI; (Protection of Audit Log)
Audit rwwr;rmu rormormr Oilunici; ! jyiqijci; ! zuypici; (O) tcnror
onuprm ryiwvyEi&e tvuxadnepen;zi unu , wng;onpeprim; jyivyxmnyion/

5.4.5 Audit rWWr;rim; Backup agqni&urntptpO (Audit Log Backup Procedures)
Audit Log rmu aepOvyie;vyaqmior| Backup jyiVyly; wpywwpiurtlynto0 (Full
Backup) JyivVyylon/

5.4.6 Audit I'M;ppN;rpep (Audit Collection System (Internal vs. External))

tvtavinu Audit Data FMXWICE; | rwwiXmjCi;wiu Application / Network El
Operating System Level €WI; agni&uyljon/ cA E1 RA 0eXr;rimr Manual Audit Data iU
rwwr;Xmé&yion/

5.4.7 jzpEiac&aon Xcuyup;rrmu Wi;wnppaq;ci; (Vulnerability Assessments)

jzpElac&aom Xcuyup;rrmu atnuyaesnrmwi wi;wnppaq;ryvy&rn/ pep
wpcV;)\ jzpElaomysup;q;&rrmwi;wnppaq;ci;u Log Data rmwi rwnppagq;ly; aep0 !
VpOEi EppO yivyyion/

(U) CA pep\ Software/ Hardware Y1;rim; |

(C ) Physical Facilities Iim; !

(* ) Network peprm; !

(C) pm&i;ppict;gié&n EzpEysurm; (Events in the Audit Process) !

5.5 Record M rwwr;a [ ni;Xm&r (Records Archival)
5.5.1 rwwra[ni;xm&&rn rwwr;€ri; €pmrm (Types of Records Archived)

MOSS CA On atmuazmyyjuprmtwu rwwr;xn&yion/

e pagni;é&on pn&i;ppECUTVU (Audit Data) €MV, !
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e Ouaocvurwxway,ci;El ouqion ywy; taxmutxm ! pméu

PMWI; (Support Document) i Em\/; !
® Certificate Life-Cycle qi&mtcutvutmyv;’

o A[tz ! lujuyrtzEi Root CA \ Nelumcujzi rwwr;xm&&rn
tourm !

5.5.2 rwwra [mi Xe.or:Xm&rnunv (Retention Period for Archive)
MOSS CA \ouaocvurwxway;cl;qi&nrwwr;rinu ouaoCcvurw OUWr;
ueicl; (O) y, zuonaerpi ten;q; atnuaznyyjaetx rwwr,or,qn;xmé&yion/
e Class-1 OUaocvurwrmntwu (5) Ep
e Class-2 El Class-3 ouaocvurwrintwu (10) Ep

5.5.3 rwwra[mi;rmu umu , Xm&r (Protection of Archive)

xor;,gn;xmon rwwra[ni;rmu tciéonormuon lunécijy T rouqgio
rmr lungct; ! yiqijci; ! zuqict; ! rwwr;rmwi jyjyijci;rmryivyEi&e unu,
xXmé&yjon/ p Cps wi aznyxmon OwrwxXmon rwwr;rm\ Ouwr;twi,;
yiup;rréapée pepwus xe;or;xm&yion/

5.5.4 rwwr;a[mi;rm; Backup Xm&rNEpEpO ( Archive Backup Procedure )
ouaocvurwrn\ toutvurmu aep0 Incremental Backup, EyMWp0O Full
backup Jy'Vyyijon/
owi;tcutvurmu rwwralni;tizp xme&&nwi €Trmpu TvuUXadnep
Record YPZIXM&T VEYYU pn&uUpnwr;ypizi or,gn;y; Xrwwr;rmu vijcon tjcn;
wpaednwi rwiu; T Xe,or;Xm&rnjzpy; yup;rréapéevn; twweteiq; pepwuspp0
or;,gn;xmé&yjon/

5.5.5 rwwr;rm\ tcerwonmci;qi&n vtycurm

(Requirements for Time-Stamping of Records)
ouaocvurwrm ! CRL rm ! gjcmaon y, Zujci;qi&n rWWwr; Revocation

Database) rmwi tceElae&uu rwomnXmyion/ CA Computer System \ Time Clock U
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pprippaq;rrmwi u;umto;yEiéetwu a"opawnceEli uunréapée agqmi&uxmé
yjon/ Xuo tceqi&nrwormrrnon Cryptographic ay:wi tajccéervyy

5.5.6 rwwr;tcutvu rmppN;r (Archive Collection System (Internal or External))

MOSS CA \ rwwr;a[ni; pagni;on pep (Archive Collection System) Xm:&yjon/
MOSS CA \ , lunpwc&aonOexr;rmron rwwr; tcutvurnu vyuiagni&ucidyy
on/

5.5.7 rwwr;rm&&r Ei ppaq;r vyie;porm;

(Procedures to Obtain and Verify Archive Information)

tcidormEi ,lunpwcéormon rwwra[mi; (Archive Data) rmu Olag&nu
luné&cidyijon/ rwwr;rmu jyjyiayni;vomici; & ! r& (Integrity of the Information) U
yevnor;gn;ontcwi; (Restore yivyontcwi;) yevnppaq;yion/

5.6 CA Key Pair TOp)yVY[CI; (Key Changeover)
MOSS CA \ OWrwXmaon Key OUWT; (Maximum Life Time) U aumMveyju CA
Key Pair FMU Vyie;wl qQUVUTO;Nylyl CA Key Pair OUWT; rueq;r ten;q; (12) v
luwiT ouwr,w;ci; yivy&rn/ CA Key Pair TOpwpp Vtyontcwi,xwyon/
(Oyrm- CA Key pair €ami;u €pmXx;&e ' VU& Key Pair \ Iznzutjzp to)yée !
Oeagmir toprmay;&e)
CA Key Pair tani;r topo uayni;&nwi v, uacmarlpm u;aymi;Ei&e Key
aymi;vicl; VyX;vyen;nm; (Key Changeover Procedure) iU IUiwioOwrwxXmyion/
e Key aymnVvici; rylvyr MOSS CA ON Im&r,o,pormo ouaocvurw
xXway;ci;u ten;q; (12) v iuwi T &yemyion/
® Certificate Key Pair &/pVUON aenuyi; OuaoCVvVUrwinmnér;o;pormu CA Key
Pair TOPO; T Sign X;rNjzpyjon/
® IV Key Pair OUWI;UeqjCi;FzprtX CRL MUV Key Pair O;T XWjyeyjon/

e ouaocvurwtalni;ouwr;rueq;r (12) v luwil ouaocvurwtopu
XWiy; Supplement Ejzp tO;yyijon/
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5.7 cA toutvurmwucucérElab;€Een , u@dnurrmr yevnxaxnijcl,;

(Compromise and Disaster Recovery)
5.7.1 rawmwqrEl claznucérrmu uiw , az&i;rnvyx;vyen;mn

(Incident and Compromise Handling Procedures)
MOSS CA \tcutvurm ! (ouaocvurw avnuxmici;gi&n toutwvurm '

pN&i;pp Data rim; ! Xway;Xmaom Certificate I\ database records I'M;) \ Backup UV|ClON
ticmwpaednwi Xe,or;xmdly; rawnwgrEi cf,aznuc&rrimjzpymyiju tqioi&sEi&e
agmni&uxmyion/ MosS CA on rawmwqrEl cfaznucérrmu uiw, azéi;rn
tptrrm agniguxnéyion/ , i;tptrwi ten;q; atnuaznyyrecurm y0iyjon/

(1) cA Key Cliazmu ! c; , c&jcl; ! yiuqic; !

(2) cA pepEil ue,utwi;o romorm0iaénuijci; ! toutwvurmjyjyicdct; !

zugqgjct;!c;,jci;!
(3) ouaocvurwu wémr0ixw , cgci; ! qi;icéci; 'y, zucgci; !

5.7.2 ueylwnEl qupyypn;rm! agqnOvEl toutwvurm yup;q;&ru agniduc;

(Computing Resources, Software and/ or Data are Corrupted)

ueylwnEl qupyypn; (Computing Resources) Il Software M Data FMpON WWi
Yiup;q;&r (Corruption) Im; jzpymyju lujuyri€z Ei Root CA OTp&icpnwilyly; CA
\ Vica&Eirawnrgrrmu uiw , az&i;rn vyx;vyen;rmn; (Incident Handling Procedure)
twi; agmiduomrn jzpyjon/ Xwvyx,vyenrmwi ueylwnEi - qupyypn;
(Computing Resources) I'M; ! Software I'M; | Data M, pONWU Ol1avinonaednoadlaymi;ct;
rawmwgru ppr;ppag;cl; (Incident Investigation) EI |[yevnaz&i;rn en;vr;rm
yi0iyjon/ vEyyju Key Compromise E1 Disaster Recovery Procedure I, a&;qjjyXne;yjon/

5.7.3 Private Key Cl;aznucgci; twu agni&urvyie;porm;

(Entity Private Key Compromise Procedures)

MOSS CA \ Private Key (O) Infrastructure I, Cf;azmuUCE|CI; (Compromise) Zzpon [
00,jzpylu (0) O&yju (0) X0 jzpyuon[ tTtaxmutXmcivyju MOSS CA r
tzizly, tactaeuavvnge;ppcl; | lujuyrtzEi Root CA OtEp&icpnwijy[Ci; ! Action
Plan a&qjci; ! Action Plan EWI; taumitxnazmci;rmu tqigivyagnionrn
jzpylon/ tu, T MOSS CA \ ouaocvurwu y, zuée vityyu -
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e XO Y,zuaumi;u MOSS CA \ Repository EI National Repository WI
xXnoi; dunny; ouqiormtn, wwEior: tauni;umay;rn zpyijon/

e CA tjzpr&ypici; Uprv i Key Pair TOPWPP XWJy; Root CA XF OuUaocC
vurwtopwpc &, rn zpyjon/ \

5.7.4 obnOab;tE&n , uadnujy;aenu vyie;rm, quvUuvnywEirprén

(Business Continuity Capabilities After a Disaster)
MOSS CA on ab;€tE&n, rmaumnt yup;q;&r ! Xcurrmjzpynmontc] vyie,

quvu agni&uEiapée yiraeénra0;unon tjcmwpaednwi Disaster Recovery Site XIMi&
V; Vv (0) obmOauni €E&n, rmjzpymyiu vyie,quVUVNYyWEI&eTWU Recovery
Plan U a&qxmly; pr,oyjci;uvn; agni&uxmnyion/ wuEioryjuq;q;&;r en;apée
agni&uxmyijon/ o Plan U Disaster Zpymyju Vyie,agni&uEiap&e yreppag;ci; !
ceuuct; ! ayni;vyylyici;rm jyiwvyyjon/ €"u cA vyie;rmjzpon -

e Ouaocvurwxwayjct; !

e Quaocvurwy, zupt; !

e Quaocvurwy,zuici;,gién toutwvurnxwyecirmu  tcewtwi,
yevn agmni&uEi&e ppOxmé&yion/

MOSS CA \ Disaster Recovery Database UWVN; YIF Production Database EI
uunréapée agni&uxméeyion/ ab;€E&n, jzpymly; wpywEwi; Full Recovery
&&&e€WU Disaster Recovery Plan a&;gXmyjon/

MOSS CA ON Disaster Recovery Facility TWU puUypn;rmEi  Software rmuwvn;
T&ET Backup rmXxmé&yjon/ ab;€E&n, zpyju yevnxaxniEl&e MOSS CA \ Private

Key UVN; Encrypted YP|ZI Backup XM:&yijon/

5.8 €A (O)RA tjzpr vyie&ypCl; (CA (or) RA Termination)

MOSS CA I wvyiedypylu im&r;o;porm ! Relying Party IimEmXcuepenr
ten;q;zpaprN Termination Plan U a&gXmylON/ Termination Plan Wiamuyyecurm,
twi; pragni&uyjon/

e ticm ca rm ! im&ropormEl ouqiotmv;tm luwitaunijumct;
yivyyirn/ xtcerpt MOSS CA ON rNoON ouaocvurwxway;ci;ur
ry\vyyy /
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e CA Vyiermeypcijyvyawnrntaumni; website EI owi;pnrmwivErmoon
ap&e lulwixwiyealujimay;ci; '

e MOSS CA \ rwwr;ami; (Archive) ;) rwwr;rim/ Database rWWr;rmEi pn&u
pnwr;rmu &yponaerpt o Cps Wi owrwxmonumvtx xe,or;xméci; !

® MOSS CA \ Repository EI CRL U &yply;onaerpit (12) vtx trmjyno 0iagnu
lun&Eiatni ppOxmect; !

e Customer Support 0eaqJnir (Service) rmuquwvu o;pEi&eppojci; '

e CRL rmXwiyeci; ! ouaocvurw ,lunpwcértactaeppag,on Oeagmir
(Certificate Status Checking Service) Iil; quUvUaqni&uUEi&e prici; !

e OUWr;rueg;ao;aon ouaocvurwmv;u luwitaunt;umunyv ynarnu
ontcewl y, zujy;zpatni agni&uici; '

e VLyylu Subscriber NMU Refund ay;&e (Ol) €pmX;, ouaocvuUrwrnxway;se
ppOagmi&uici; !

® CA \ Private Key El Hardware Token I, Disposition [yi\Y|CI; !

o CA \ Qeagnmir (Services) rmu qucrnticn CA ovayni;ay;tyseagmi&uct; !

o Vvyiev;0&yprnaeduEl &yprntptpOu Root CA OWIyCI; ! Root CA I MOSS

CA \Ouaocvurwuy , zuictEi veyyjuingr,o;porm\ ouaocvurwrm
uyly, zujci; /

6. enynnqié&n vicla; Xe;clyrrm: (Technical Security Controls)
6.1 Key Pair yI\Vy|Ci; El Installation [yI\/Y|CI; (Key-Pair Generation and Installation)
6.1.1 Key Pair jy(vyjci ; (Key-Pair Generation)

Key Pair Generate [y\VY&Mwi , lunpwc&on peputo;yici;! Key rmu Owrw
XMaom Cryptographic €£&NTAO; €WI; [yiVY[CI,ET Private Key rmu rouqiormr
tojyict; ! ylytayni;vici; | Xwaznaynqjci; ! aymuq;ci; tpéonwr unu , jci;rmu
agni&uxmyjon/ Moss CA \ Key generate [yiVY|CI;U {UWiIa& qXmON Key Generation
Ceremony EWI; aqmi&uxnyjon/

IM&r,0;pormEWU Key Pair TMV;U IUWIOWIrwWXnon owrwcurn twi;
Generate |YVYYJON/ Key Generate yIVyONVYie;p0u y1y Network El Internet CWQUIXM;
[CI;réaomn 0;0eowrwxXmnon ueyiwnwiony\yylon/ CA Key Pair Generation ETOU
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gionvyie; (Activities) €mv,u aedu ! tceEiwu rwwr;xmély; yi0ivyagno
Tnv,r vurwagx;yjon/ prtyclyor owrwxmnonumvtx Xrwwrrmu vty
OV ppaq;cl; (Audit)| yevnlun&rrm, (Tracking) [yIVYE1&e Or;qn;Xmyjon/

6.1.2 ouaocvurw imar;o;porm; O Private Key ay;y|C;

(Private Key Delivery to Subscriber)
RA EI Subscriber I\ Key Pair Fil;U MOSS CA ' Generate [yI\VYYJU Handware Token

(Ol) Device rmU Vicpwcikaonen;0; T ay;yjzea0rnNjzpylon/ Device U Activate yI\V/y&e
VviLyaon Data U RA (O) Subscriber O ay;yylon/ Xo ayyjCi;rmuwvn; rwwr,Xmé&
yijon/

MOSS CA I Key Pair XWay;yju Private Key UOUAOCVUrWEr €pm (Class 2,

Class 3) TWUINAr,O;pOU , Wi RA &0 vnadnut Xw , &e vityyion/

6.1.3 CA \ Public Key U Relying Parties I'l;r €O;)yE1&e ppOaqmi&uxmici;

(CA Public Key Delivery to Relying Parties)
MOSS CA \ ouaocvurwEl im&r;o;porm\ ouaocvurwtmv,u ,i;

CA \ Website www.moss.commm WI Download yIVYEi&e wiXmyion/ imé&r,o;porm
OUAOCVUIW& Certificate Chain W1 Root CA E1 MOSS CA ouaocvurwtyrt0i Full
Certificate Chain €MV; YI01rN jzpyjoN/ S/MIME Protocol U €O;ylaON Relying Party FMEI
ouaocvurw tojyormon 4i;w& MOSS CA OuaoC VUrw\ Validity U O&&e
Certificate Hash Value U Website & Hash Value EI wuqippag;&rn/ MOss CA ouaoc
VUrwWuU Root CA \ National Repository www.rootca.org.mm/repository WIVN; azilyXmrn
lzpyjon/

VLEYYlU Root CA EI MOSS CA \ OUaOCVUIWrmU Download VYT
rr\ Computer Wi Install yiVYETYyjON/

6.1.4 Key \t&, pm; (Key-Sizes)

Key-Pair I\ Private Key FMU Cryptanalysis [yiVY|CI;eN;zl o&atmijy\vyEljci;r
unu , Eiéetwu vavnuaon Key €&N (Key Length) XMm&yjon/ MOSS CA \ Key
Lenght Im (2048) Bit RSA jzpyjon/ RA Ei Im&r;0;porm\ Key Pair Size ON (1024) Bit
jzpyjon/ wvurwaé; x;éetwu €Oo;ylaon Hash Algorithm It SHA1 zpyjon/
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6.1.5 Public Key Parameter yI\VYyCI;E1 €&NTa0O;ppaq;ci;

(Public Key Parameters Generation and Quality Checking)
ougqiijci;r&yy

6.1.6 Key to;jy(&o N&Né , CU (Key Usage Purpose as per X.509 V3 Key Usage Field)

MOSS CA \ Key U atnuyi&né , curmjzion to;yyion/
e IM&r;o;porm\ ouaocvurwu "p*pw , Vurwag;x;xway;&e’

e CRL rmXxXway;&ewjzpyion/

6.2 Private Key Unu , jCi ;Ei Cryptographic Module o;pxe;csKyjci ,rm;

(Private Key Protection and Cryptographic Module Engineering Controls)
MOSS CA ON Physical, Logical El1 Procedural Control rsm;aygi pyun , i; \ Private Key

rmu trewu , Vvicpwciréap&e pragni&uxmné&yjon/ ouaocvurw im&r,o;porm
T rr\ Private Key yiqicéici; ! aymugqyci; ! owpyirto;yici;rm ! gjcnorm€n;
Xwaznajymumjci; (Disclosure) Fmu unu ,&evityaon uwiunu, rrm yivyge
toay,xnyion/

6.2.1 Cryptographic Module \'t&Ntao;pEl xe;ciyrrm;

(Cryptographic Module Standards and Controls)
MOSS CA ON pepVvicintwu Key Generate y\VY|CIET Key Storage €WU FIPS

140-1 (Level-3) £Q1&ON Hardware Security Module U €O;)ylyjlon/

6.2.2 Private Key U vtrsm;xe;cs'(er (Private Key (m out of n) Multi-Person Control)

JyXme;xm;jci;r&yy

6.2.3 Private Key Escrow [yI\V/Y|CI; (Private Key Escrow)
JyXme; Xmici;ré&yy/

6.2.4 Private Key Backup yI\VY|CI; (Private Key Backup)
MOSS CA ON 41;)\ Private Key rmu obm0ab;€E&n , uadnujy,aontcy vyie,
quvuagn&uEide (Recovery yivVy&e)twuon o CPS yjOWrwcurn €wI; Backup

Page 43



Copy Xm&yion/ X Key rmu ViI0Uuu® (Encrypt) [y'WVYyT HSM Wi XNOI;y; Disaster

Recovery Site WWI Or;,qnN;Xm.&yjon/

6.2.5 Private Key rwwr;a [ ni;Xm&r (Private Key Archival)

MOSS CA Key Pair FmOuUwr;ueq;yiu ten;q;ouwr; (5Ep rwwr;a[ni;tjzp
or,gn;xXm&yjon/ X Key Pair rmu yevno;pcl; rjyivyEi&e vtyaom Procedural
Control FMXM&Y; HSM Wi or;gn;xm&yjon/ rwwra[ni;tzp or,gn;xmon
ouwr; (B)Ep aumomyiju b cps wiagomxmnontwi; wvicpnzug;ypyion/
ouwr;ueomaonm CA Certificate 'M;U OUWI;XYrrw;awnyju X Key Pair I’Sm;UO;I’ Sign
X;ch;ryivyawnyy/

6.2.6 Private Key U Cryptographic Module XWi (O) Cryptographic Module I
aymi;a&lici; (Private Key Transfer into or from a Cryptographic Module)

MOSS CA ON rr\ Key Pair U VVUIwa&;X;CI; y\VVYrN Hardware Cryptographic
Module W1 Generate yIVyyjON/ @i; €yl X Key Pair U Recovery [yIVY&€TWU (Encrypt)
YVyT rwor,gn;xmyilon/ X Key Pair UTCMaON Hardware Cryptographic Module O
Backup €jzp ajymi;a&lyju Encrypt yIVYXmON ypzion wpcrwpco ajymi;adlci; jyivy
yion/

6.2.7 Private Key U V/lOuu'ayni;Tor,gqnjci;
(Private Key Storage on Cryptographic Module)
Hardware Cryptographic Module (HSM) WI OF;gN;XmON MOSS CA \ Private Key U

Vil0uu "ajyni;Xmaonm (Encrypted) ypjZION OF;,gqnN;Xm.&yion/

6.2.8 Private Key U Activation Data O;TUnU , CI;

(Method of Activating Private Key)
MOSS CA ONn @i;\ Private Key q;&CI; | C;, c&jcl; ! [ylyicgci; | tcir&ormr

o;pict; ! zilunici; r&apée Activation Data U UMU , [CT;rim; [yivyXmyion/

Private Key U TO;YIT Sign X;CI;yIVYEi&e Activate yI\VVY&MWI Trusted Person
ten;q; (2) O; yi01ylvyron atnijriaprn jzpyjon/

Class 1 Private Key I, ! Class 2 Private Key rmEl Class 3- Private Key rimu

unu , ryivyéetwu powrwcurn- Subscriber £O;)ylaON Workstation EI Private Key U

Page 44



ticnorm, Oiaénuo;pici;rylvyEi&e vtyaon &yyi;qiémwm.g;umu , rrm; jyivyxméy|
on/ 41yl MOSS CA ON Subscriber rmEm ty* (6.4.1) wi aznyxmontwi,
Password U TOjyide (0O) tvmwvicréaponen;rm, Tojyyjon/ (Private Key U
TO|y&e Password XM&/CI; | Windows Login (or) Screen Saver Password (O) Network Login
Password i €O;y(CT;) rmu jyivyXmyion/

6.2.9 Private Key U Deactivation |yI\/Y|CI; (Method of Deactivating Private Key)

MOSS CA ON Signing VYiejyivyy,aontCciwi; Activate Vyie;p0 wiyl0icaon
Trusted Person ' Manual Shut Down yI\VY|CI; | Log Out |yI\VY|CHZ1 Private Key U Deactivate
yivyyilon/ ouaocvurwingr,o;pormon rrvyieagni&uy,ontcwi; CPS
wiaznyxXmon&€wi; rr Private Key U Deactivate Wy&e wnle&yjon/ RA Ei
ouaocvurwimgr;o;pormon rrvyieagni&uy;oNtcWwi; rr Private Key U
Deactivate VY&e | e-Token U Z, &mjcl; (Ol) Certificate Store & Key File I, ZUC|CI;
wujyivy&ewnledyion/

6.2.10 Private Key U ZUQCI; (Method of Destroying Private Key)

MOSS CA ON 41)\ Private Key U ZUQ;&MWI HSM U pué&xwrvtactae
(Factory Initial State)O aymi;Vvicl;en;zijyevn wnagnuo;pEijci;réapée tiui;tue
réatni zuq;ypyijon/ Xozuq;ypontcWwi;rwwr; Log ZIXn.&rwwr,wixmnyjon/

6.3. Key Pair prxe;or;ci,Eiouqgiaon ticnen;vr;rm;

(Other Aspects of Key Pair Management)
6.3.1 Public Key TmV;u rwwr;a[ni;Xm&r (Public Key Archival)

MOSS CA ONn 41;)\ Public Key EI Im&r;o;porm\ Public Key €MWV;uU
rwwra [ mi; (Archive) Ejzp or;gn;xmyion/

6.3.2 ouaocvurwEi Key Pair TO;yirumv

(Certificate Operational Periods and Key Pair Usage Periods)
MOSS CA Certificate \ Operational Period ON Y , ZU|CI;rc&yju (3) Epjzpyion/

Xyl cA on zi;\ ouaocvurwouwr;rueqg;r (1) Ep luwif ouaoc
vurw topxwayjci;u &ypyjon/
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Certificate Issued to Validity Period

End-user individual/organizational subscriber Normally up to 1 year

CA/RA Administrator certificate Normally up to 3 years

Table (6) — Certificate Operational Periods

6.4  Activation |yI\VY|CI; (Activation Data)
6.4.1 Activation Data Jy\/Y|CI;El Installation [y\/Y|CI;

(Activation Data Generation and Installation)

MOSS CA E1  ouaocvurwinér,o;pormon rrwl\ Private Key U UnNu , &e
VICpWC&ON Strong Password (O) Activation Data (Secret Shares) N €O;yl&rn jzpyjon/
Secret Share I Create yIVVY|CI; ZUQ; (Destroy) YIVYCI;IMU Log File [ZIFWW;
XM:&y1oN/ Password a&;C , CI; EWU Nelumcurm;rm -

1/ €O}ylO (User) I' Generate [yi\VYy&rn/

2/ €ten;q; Character (8) V;&&rn/

3/ ten;q; tudn (Alphabetic) (1) V;ET1 *Pe;eyiw (1) ¢ yig&rn/

4/ ten;q; Lower Case Character (1) V;yi&&rn/

5/ Character (1) V;wn; Turrmpm Xyumxyun yioijci;ry&/

6/ Operator \ Profile Name EIWNrr&&/

7/ €O;ylO (User) \ErNxr rnontpwtyi; ! enrnwluwyu yi0ijci;réé/

MOSS CA ON IM&r;0;porm & Authentication yiVY&mwi €n;(2)eN; (Two Factor
Authentication) (eg. Token & Passphrase, Biometric & Token, Biometric & Passphrase) WO, T

Private Key Activation uunu , &etiujywuwe;yjon/

6.4.2 Activation y'Vy&nwi O;aontcutwvurmu umu , ci;

(Activation Data Protection)

MOSS CA Ei1 RA \Oexr;rmon rr\ Shared Password U rriomomvicatni
Xe,or;&eEl Xuoxe,or,onorm\ wnleOwénrmu oég&envny@auni; oabmwn
cuwli vurwagx;xm&rn/

CA M\ Administrator rim; ! 0exr;rm; ! im&r,0;pOrmon rr\ Private Key U
Encrypt YiMYT Password Protection [ZIXE€,0FXM&&rNntyivi;w Browser WI “High

Security” Option XM &ay;&rN/ Administrator ;) RA Ei Im&r;o;pormon 4i;wi\ Private
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Key U Encrypt [y\VYT Hardware Token U TOjyici; (Ol) Viclr&ON Passphrase Im;
tojyici;zl or;,gn;xXmé&rn/ Two factor Authentication U €O;yi&e Emay;wuwe;yjon/

6.4.3 Activation [ylVy&wi oOjaomtcutwvurmEi ouqiaonticntauni;€én rm;

(Other Aspects of Activation Data)
6.4.3.1 Activation [yiVy&wi Ojaomtcutwvurmay;yct;

(Acitvation Data Transmission)
Private Key \ Activation Data U ay;y&mwiaymudqci; ' c; , c&cl; ! jyjyicéci; ! Eci

r&bzi [ aynqjci; (Disclosure) 'W&m rO1€O;yiCi; (Unauthorized Use) rc&ap&e umu , &rn/
Window El1 Network Logon User Name El Password U WZU |'im;&r;o;po rm\ Activation Data
Tzpto;y&mwi Network rwq1l ay;yaon Password U rouqiaon User rmr€o;yici;r&
ap&eunu , &rn/

6.4.3.2 Activation [yiVy&wio;aontcutwvurmzudg;ci;
(Activation Data Destruction)

Activation Data FU €Oy T Private Key U aymug;ci; ! ;, c&cl; ! jylyicéci; !
tcirdy zi[aynqci; (Disclosure) ! W&MrOItOjyici; (Unauthorized Use) r&ap&e pr
agni&uXmyion/ Activation Data Fil;U FWWTI;Xe;0r;,0Nnunv aumvel zug;ontc]
Overwriting JyiVyjci; (O) trewu , zuqjci; en; (2) riv; (0O) wprir;uo; Tpepwus
zuqg;yijon/

6.5 ueyiwnpepvi|cia&; xe;clyrrm; (Computer Security Controls)

cA Ei rRA  wyigrmtwu ,lunpwcéonpepu A[tzEi Iujuyrtz
w\ oabnwncuzi owrwxmnon vicl&qi&n neumcurmEitn uunréatni
agni&uxmyion/

6.5.1 ueyiwnvica&twu enyynngién o;cmvtycurm

(Specific Computer Security Technical Requirements)
MOSS CA ON 41;)\ CA Software EI Data File ;U rouqionmr Access Ny\VyEl

&e ,lunpwcdon pepxmé&yion/ Xyl Key Generate |y'\VyaoOmn Computer | CA VYIE;
rMET ouqionN Database M, ! Server K€M wu&uuiw , O;pEiciu owrwxmé
on ,lunpwcormuon ciay;Xmnjy,civaon Business tauni;ycujzion o;pcijyly

ON/ General Application User Il EWU Production Server WI Account rxm;&yg/
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CA \ Production Network U TCM; Components FMETO;CMjzpapée (Logically
Separated) aqMI&UXMYION/ Network Access UWVNUNU , Xmylon/ CA oON
41\ Production Network U €WILYI; (Internal) Ei Ejyiyl; (External) uL;aum0iag&nuici;
rylvyEi&eei Firewall U €O;y TUNU , XMylON/

Password Eipywvi0;T ten;q; Character Tadtwuuwvn;auni; ! Alphanumeric Ei
Special Character I, ayji;pyyi01&evn;aunt; ! Password Nm U aymi;\vay,&rnumvuvn;
auni; owrwxmnyjon/

RA Software EI Data File rimu , lunpwc&onpeptjzpagni&uxmsy; rouqio
rmr Oiagnuto;ryEiatni en;ynmpm&i;ppici;gi&n owrwcurm; ! ty" (4.5.1)
Eitn agni&uxmyjon/

RA I'MON Network U €WIYI; (Internal) E1 €Y1y, (External) UL, aum0iadmuici;
ryivyEi&eel Firewall U €OjYIT UNU , XNyJON/ Network Activities '\ Oalbmoln0
(Nature) EI Service ~uueow(ck;rmuwvn; pragni&uxmnyion/ RA rimoON Password
To;yirEipyvi0;T ten;q; Character ta&twuuwvn;aumi; ! Alphanumeric Ei Special
Character M, ay|l;pyyi0i&éevn;aunt; ! Password MU ajyni;vay,&rn umvuvn;auni;
owrwxmylon/ im&r;o;porm\ toutwvurm Xe,or;Xm&aomn RA Database Fin;&m,
wudutojyici;u owrwxmon ,lunpwcormuon ciay;Xmnjy; Xo0 o;p&ernvn;
civaontauni;ycu (Business Reason) &&rn jzpyjon/

6.5.2 ueyiwn vicla&; tgitactae (Computer Security Rating)
vtyovijyXneyion/

6.6 en;ynnqidn jzppOrm Xe;ciyr (Life Cycle Technical Controls)
vtyoviyXneyjon/

6.7 Network vNcKa&;qi&m xe;csKyrrsm; (Network Security Controls)

MOSS CA Ei RA On i)\ vyie;rmtnv;u rouqiormr Oiaénu T rornrrm;
ryi\vyEi&e VICpWC&ON Network PEPXME]y; Security and Audit Requirement Guideline
rmEwnagni&uyjon/ rouqiormtn luné&ciryaon Sensitive Information KM;U
tjyetveay,y&mwi Encrypt yiVyTaomvn.auni; Digital Signature M, O;pTaomvn;
auni; ay,yyion/

Page 48



MOSS CA Oon vyie;aqni&uici;El yjyiXe;Or;Cl; (Operation and Maintenance)
U Off Line [yiVy)y; jcmaon rnonueylwnEl qupyypn;rmEir ue , ucwquxmici;
ry\vyyy

6.8 tceqi&nrwwr,wiiCl; (Time-Stamping)

ouaocvurwrm ? CRL rmEl €cmaom Revocation Database FWWI ;MW
vyagniontceEiaeduurwwr;xme&yion/ xuotceqi&drwwr;rnjyivyci; twu
Cryptographic €N;pep tojy&ervtyyy

7. ouaocvurw! CRL EI  OCSP gi&nrim; (Certificate, CRL and OCSP Profiles)
7.1 ouaocvurwgién Profile (Certificate Profile)
MOSS CA \ Certificate Fn,0ON -

(a) ITU-T Recommendation X.509 ,
(b) RFC 5280 : Internet X.509 Public Key Infrastructure Certificate El CRL Profile,

April 2002 (“RFC 5280”) WET uunyjon/
terq;tqitnzi X509 ouaocvurwrmwi atmuaznyyyrmyi0iyion/
(1) Serial Number
(2) Signature Algorithm
(3) Issuer DN
(4) Valid From
(5) Valid To
(6) Subject DN
(7) Subject Public Key
(8) Signature

7.1.1 Version €Trwp0 (Version Number(s))
IM&r,0;porm; WU Xway,aon Certificate Versionl X.509 Version (3) jZpyjon/

7.1.2 OUAOCVUrW Extension 'l (Certificate Extensions)
vityovijyXneyion/
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7.1.2.1 Key Usage

X.509 Version(3) OUAaOCVUIrwrmonN REC 5280 owrwcurmtwi; XNoi;
Xmylon/  X.509 Certificate M\ Key Usage Extension U atmuazmyyiZ , mwi
azmyXmonNTWi; Set and Clear [yIVYYJON/ Key Usage Extension Criticality Field U @, 10 , ¢

Tnjzi False [ XNoi;xmyion/

CAs Class 1 and Class 2 Automated
End-User Administration
Subscribers tokens
and Class 2-3
End-User
Subscribers
Criticality TRUE FALSE FALSE
0 | digitalSignature Clear Set Set
1 | nonRepudiation Clear Clear Clear
2 | keyEncipherment Clear Set Set
3 | dataEncipherment Clear Clear Clear
4 | KeyAgreement Clear Clear Clear
5 | keyCertSign Set Clear Clear
6 | CRLSign Set Clear Clear
7 | encipherOnly Clear Clear Clear
8 | decipherOnly Clear Clear Clear

Table (7) — Settings for KeyUsage Extension
7.1.2.2 Certificate Policies Extension

vtyovjyXneyion/

7.1.2.3 Subject Alternative Names
vityovijyXneyion/

7.1.2_.4 Basics Constraints

CA \ X.509 Version(3) CA OUAOCVUFIWIM\ Basic Constraint Extension WI CA

Field U True Set ay;Xmyjon/
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7.1.2.5 Extended Key Usage
vtyoviyXneyjon/

7.1.2.6 CRL Distribution Point
Relying Party Il CA ouaocvurwrm\ tactaeu ppaq;Ei&etwu End User

Subscribes rsm;\ CRL Distribution Points Extension WI CRL File u

www.moss.com.mm/download/moss.crl I download VYETyjON/

7.1.2.7 Authority Key Identifier

CA oONn im&r,o;porm\ X509 Version-3 OUAOCVUIWIm\ Authority Key
Identifier Extension WI OUAOCVUIwu Xway;aon CA \ Public Key U XNOT;azmyxm
yijon/

7.1.2.8 Subject Key Identifier
CA ON X.509 Version 3 OUAOCVUIWIM\ Subject Key Identifier Extension W1

ouaocvurwuliagnitwuxway;Xmaon Public Key U XNOT; aznyxmyion/

7.1.3 Algorithm Object Identifiers
CA ON Certificate FM;U atmuazmyyy Algorithm €OjyiT Signing yiVyyjon/

SHA-1 with RSA Encryption U O;ylyjon/

7.1.4 trnay,yp (Name Forms)
CA onouaocvurwrim\ Issuer EI Subject Distinguish Name Wi €y" (3.1.1)
wi aznyxmontwi;znoiyjon/

7.1.5 ouaocvurwtrnay;ci;gi&n OWrwcu (Name Constraints)

MOSS CA ON Anonymous Name Fmucirjylyy trnrmon t"ym,&&rntyi
in&r,opo\trnEivn; ywour&drn/ €rnrmon Unique Distinguished Name (DN)
jzp&yirn/
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7.1.6 ouaocvurw\r0" gié&n u , pmjyiciu (Certificate Policy Object Identifier)

Certificate Policy Extension utojyyu ouaoCcvurwrimwi
4i;w\ tritpntvu ty" (1.2) wi aznyxmonEitn CP \ Object Identifier (OID)
XNot; azmyay;xmyion/

7.1.7 rO"gi&n €O;yir (Usage of Policy Constraints Extension)
JyXme; Xmjci;ré&yy/

7.1.8 r0" t&ntao;ypEi ad[n&t"yn, ziqcu

(Policy Qualifier Syntax and Semantics)
vtyovijyXneyion/

7.1.9 ouaocvurw\ ta&u;aon rOi*qié&n a0y m&€"ym, rmu agmni&uicl;

(Processing Semantics for the Critical Certificate Policies Extension)

JyXme; xmijci;r&yy

7.2 CRL Profile

CRL wiatnuaznyyyZ , m €wWi; Basic Field rm; yj0iyjon/

Field Value or Value Constraint
Version X.509 Version 2 CRLs.
Signature Algorithm used to sign the CRL: SHA-1/SHA-256 (or) MD5 in accordance
Algorithm with RFC 3279.
Issuer Entity who has signed and issued the CRL.
Effective Date Issue date of the CRL. CRLs are effective upon issuance.
Next Update Date by which the next CRL will be issued.
Revoked Certificate Listing of revoked certificates, including the serial number of the revoked
certificate and revocation date.

Table (8) CRL Profile Basic Fields
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7.2.1 Version Number (S)
CA ON X.509 E1 Version 2 CRLs FM;U (Support) yivVyyijon/

7.2.2 CRL and CRL Entry Extensions
JyXme;xmjci;ré&yy/

8. uunré ! répn&i;ppict;Eitienujzwrrm,

(Compliance Audit and Other Assessment)
MOSS CA \ vyieagni&uryptn, luluyrEl A[ €zw oabmwnxmon Security

El Technical Guideline Wiaznyxmon tcocutvurntwi; lujuyrtzr vtyov
ppaq;r jy'vyrnjzpylon/ Root CA Ei IUjjuyrtzw\ Compliance Audit [yi\Vy&&rtay:wi
rwni nelunontwi; zngn;agni&uonmnrn jzpylon/
Xyl caA on 41\, lunpwciéaonpepu aocnréapéetwu yevnppag;ci;
Ei ppr;ppaqjci;yivyénwi ten;q;atnuywy0iyjon/
o Vica&El wvyx;vyen;rm yevnpppci; (Vcla&qi&mpm&upnwr;rm; !
CP/CPS ! cA ETouqiaonoabmwpnciyrim;) !
e MOSS CAONnatnuytajctaermjzpay:Vii4i;,\pepupné&i;ppcijyvy&rn/
= CA \ pepEl Root CA \pn&i;ppjci;rmwi OwrwxXmaon prmel
uunrréonu awlgéct; !
" rawmwgxcurrm (O) cl;aznuc&rrm; jzpay:jci; !
= CApep\ V|cag; (O) Integrity U yiup;Elac&aon uprmjzpay:jci; !

e CA ON VLyylU Risk Management llagni&u&rn/

8.1 tujzwriurEeEi tactae (Frequency and Circumtance of Assessment)

® Root CA ONOuUaocvurwxwayyici&o ca rmu (1) Epwi (1) lur en;ynn
qi&npmé&i;ppict;yivyyion/

o pm&i;ppci;rmu iujuyrtzr wvucaon téntcijynl0on pm&i;pptzrmEi
ppaq;yilon/ pm&i;pptzwi VvUurwdpn&i;uiwpO;Ei Certified Information System
Auditor WpQ;yi&rnjzply; wp0;0,o0n"p*pw , ouaocvurwrmEi , i;wEi ywou
aon toynm A ow&ojzp&rn/

e CA mon rrpeptwi; Internal Audit U WPEPVII (2) lur ppaqjci;yivyyion/
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8.2 tmen;cu (0O) vtycurmay:rwnivyagnicu

(Action Taken as a Result of Deficiency)

MOSS CA On pm&i;ppici; ppaq;cutd veycurm! ci,cUEl €men;curm
&yiu ujuyrtzEi Root CA r nelumontwi; zngn;agmiéuyjon/ ci;cu !
tnencurmtay:rwni ta&;, rn Action U MOSS CA \prtyclyrtzrqgjzwyion/
MOSS CA \tyclyrwi wnle&Ormon Corrective Action Plan U Taumitxnaznée
wnledyjon/ tu , 1 Xci,cUEIvEycurmon MOSS CA \ Security EI Integrity U
lcriaicmu XcuaprnQylu CA r Corrective Action Plan U &U (30) twi; a&qil
oilavimaon tcetwi; taunitxnaznrnjzpylon/ Serious Exceptions F[won
Deficiencies 'l EWU MOSS CA r Xtcu\ ta&yjru wucui oiavmaontag;, ru
qg;zwrn jzpyjon/

9. ticmaomp;yma&;&mel Oya® qiémtaumi; €a&nrm;
(Other Business and Legal Matters)
9.1 ay,ordrnaiau; (Fees)
9.1.1 ouaocvurwxway,ci;Etouwr;w;ci;twuay;ol&rnai

(Certificate Issurance (or) Renewal Fees)
Im&r,0;pormr ouaocvVurwxw,ici; ! ouwr,w;ci;Ei ouaocvurw

prcecici;qi&mwtwu uioiaiu CA (O) RA rmo ay,agmi&yirn/

9.1.2 ouaocvurwu lunégci;twu woial (Certificate Access Fees)
ouaocvurwrmtn ouaoCVUrwrwwrwu (Repository) WIXNOi;Cl; (O)
Relying Party I, €O;yETatniagni&uay;ci;wtwu woiaiaunucrnr [wyy

9.1.3 ouaocvurwy , zupm&i;El tactaeu lungci;twuuioiai

(Revocation or Status Information Access Fees)

MOSS CA ON Certificate Revocation List (CRL) XW|y€|CI;) X CRL U Relying Party
rmr luné&Ei&eywvyay;ci;wtwu woialaunucrnr[wyy olaontjcmaon value-
Added Revocation Information Oeaqmirrm€wu wolalaunucrnizpyjon/ ca on
tjcm;aom Third Party ';I' Revocation Information IM; ! Certificate Status Information Iil; (O)
Repository Wi Time Stamping yIVY|CE;rm U CA r ouqi&mwnOec\pmzi a&omcijyxmnici;
r&yju cirjylyy
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9.1.4 tjcmaomOeagnirrmEwuUuiOial (Fees for Other Services)

MOSS CA on cp Ei , LEiouqiaon o CPS U Access Vycl;twuuioial
aunucici; r&yy Document rmu luné&&rirfwb jyevnxwa0ci; (Reproduction) '
yiqgijci; (0) , i,wu tojyiticnaonvyierm quwvuvyuijci;uoaon tjcnaon
&Né& , curmjzitoy\vylu Document KU ryicl (Copyrighty &O MOSS CA Ei

oabnwncwu &, agni&uérn/

9.1.5 jyetraiay;ci;qi&n r0)"rm; (Refund policy)

MOSS CA ON Wi;uyaon VyX;Vyen;rm; (Practices) Ei r0)"rmcirwiouaoc
vurwxway;cl;qiémvyie;rmu  agni&uylon/ ouaocvurwxwayyici&or
im&r,o;potn  4i;\ouaocvurwtojyénwi tqirayr&yiu xXw,jy;, (7) &u
twi; , I\vurwuy, zuayyiée MOSS CA XOoawni;gqvrnaomtc) atmuyjtwi,
yetr;aiu xXway;yion/

® Class 3- Type-A OUaOCVUIrwwpapnivii
» £p&Xmeqi&nrm€wu  wy ( 15,000 ) jzpyion/
» y*vuqidnrmtwu uy (20,000 ) jzpyion/

® Class 3- Type-B OUaOCcvUrwwpapnivii
» £p&Xmeqi&nrmtwu  wy ( 10,000 ) jzpyion/
» y*vuqiédnrmtwu uy (20,000 ) jzpyion/

9.2 b@ma&qi&mwnle, r (Financial Responsibility)
9.2.1 tnrcXm&r (Insurance Coverage)

MOSS CA ONn TrmrmEicevyXmcurm; (Errors and Omissions) €WU O lawmnaon
tnrcaiu tnrcurP (0O) rru, yitptplzi tnrcxméyijon/

9.2.2 TiCcmaom Assets I'l; (Other Assets)
MOSS CA on , ;) \\vyie;rmvyaqgni&e! wnlermuagni&uée! im&r;o;pormEi
Relying Party 1, €m; avmalu;alay;éedyju ay;acEiéetwu vavnuaon aiau;&yjon/

9.2.3 ticmaomtnrcwi yj0irrm (Extended Warranty Coverage)
JyXme;Xmjci;ré&yy/
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9.3. pyyma&;giéntcutvurmuviiOu|ci; (Confidentiality of Business Information)
9.3.1 vll0utizpowrwxmaon tcutvurm, (Scope of Confidential Information)
MOSS CA Oon Im&r;o;porm\atnuaznyy; tcoutvurmu vidutcutvu

I'M; (Confidential and Private Information) [ owrwyjon/
e Ouaocvurwavnuxmici;gi&n toutwvurm Ei y,wwijycurm, !
® Managed PKI U agni&uaeaon Customer IM;\ Private Key Fl; !
o Vyileagni&urgi&mrwwr;rmem\v; pnéi;ppict;gi&émrwwr;rmEi €p&icpnrim;
® Contingency Plan E1 Disaster Recovery Plan I, !

® Hardware, Software 'l;\\Vyie,agni&ur (Operation) \V|Cla&;Xe;ciyrrim; ! ouaoc
vurwOeagniray;ci;\ vyieprtyciyrgiénrmgi owrwxmaon pn&i;a&;of;
jci;qi&mOeagnirrmEi ywouon tcutvunm !

9.3.2 Vilutcutvurm][ rowrwxmnaon tcutwvurm

(Information not within the Scope of Confidential Information)
ouaocvurwrm! ouaocvurwy , zuciEl ticmouaocvurw\tactae

(Status) QJI&N OWI; ECUTVUIM! MOSS CA Repository Ei 41;€WI;& owli; tcutvu
rmu VIOUET y*wva&giéntcuttwvurm (Confidential and Private Information) EjZp
rowrwyy pp cps yj tcurmon trnynou lunéci ! o&ciay,xmaon tcutvu
(Non-Confidential) rmjzpyjon/ ty* (9.3.1) wi Vi0u [ owrwxmaon tourmwi
ryoionrmu villuéervaon ! y*iva&;qiénr [ waon tcutwvurn, (Non-Confidential
(O) Non-Private Information) [ owrwyjon/

9.3.3 Vildutcutvurmu unu , & wnle , aqmi&ur

(Responsibility to Protect Confidential Information)
MOSS CA ON tcmaom rouqionm; (Third Parties) I VIOUETY*\va&qién

TCUttVU (Confidential/ Private Information) rmu cf;aznuOia&nuiungci; rjyivyEi&e
pragmi&uxmnyion/
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9.4 wpOwpa,nuEigionu, a&tcutvurnu vicréatniagniduct;

(Privacy of Personal Information)
9.4.1 y*va&gién tautvu ViOujci;prcu (Privacy Plan)

MOSS CA Ei RA rmon wpO;wpa , nUEIqion u,a&tautvurmu vicr
&atmi agmi&uéetwu nelumcurmEl uuNréaon Privacy Policy U a&gagni&u
xmyjon/

9.4.2 u, a&Vvillutizpourwontcutvurm, (Information Treated as Private)

ouaocvurwaviuxmoEl ougqiontcutvurmXr CA r Xway,on
ouaocvurwri, ! ouaoCVUrw Directory Fll; | On-Line CRL WI azmyXmon
rmrvi ueaontcutvutnv,u u, a&Vvidutcurm [ owrwyjon/

9.4.3 u,a&Vviour [w[ totrwyxnaon tcutwvurm

(Information Not Deemed Private)
trmynolundEion ouaocvurwwiaznyxmon tocutvurnu u,aé;

Vvidutcutvurn [ rowrwyy

9.4.4 u,a&Vvidutcurmuunu , &ewnle , rrm

(Responsibility to Protect Private Information)
CA/RA  EI 4I)\ Participant EMV,0N vucédXxnon vilutcutvurmnu

clhazmuluncgcl; (Compromise) E1 Ecmrouqiotztpn;rmXx ayyci; ! azmyci;
rzpap&e unu , XmonNttyil wanp&iyicitd jynwi& jyXme,xmaonOya® rm€wi;
uunréapéevn; agmni&uxmnyjon/

9.4.5 u, a4 tcutvurnuto;yéetwutaunt;unjci;Etoabmwncu

(Notice and Consent to Use Private Information)

o cps wiykon u,a&tcutvurmu ouqion Privacy Policy (O)
avinuxmno\oabnwncur&&cvii tojyrnr[wyy ptyi,on Privacy gi&nunu ,
Xm&&rn owrwourn€wi; zpyjon/
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9.4.6 wémp&ia&; (O) prceca&;gidmvyie;pOrmtwuxwaznay;ci;

(Disclosure Pursuant to Judicial or Administrative Process)

MOSS CA ON rrXwi Or;gN;Xmon (Confidential) Ei Private Information rmu
prceca&;gién uprmEl tjcmaomweénag;giénvtyaonvyie; (Legal Process) Fmtwu
lujuyrtz\ ciyicujzion aznxwjyyoci&yjon/

9.4.7 tjicmaomtcutwvurmxwaznéetactaerm

(Other Information Disclosure Circumstances)

JyXme; xm;jci;r&yy

9.5 OPpr&nyiqiciqién tcitad; (Intellectual Property Right)

MOSS CA ON OUa0CVUrW in&r;0;pormEi Relying Party rimtn; OPpr&n
yiqicigiéntcitaday;cl; (IPr) (O) XOjyivyay;&e tcitnPnEiwnler&yy o cps r
u; ,aonrnontauni;ténrg o cpesr u;, aunt; u;umcu ! dnne;cu yi&rn/

MOSS CA on atnuazmyy; taumi;€&mwEl ywouTl MoSS CA \ ryi[
owrwyjon/

" MOSS CA \ Hardware I, EI MOSS CA ra&omXmaon Manual rim; '
avinuwvnrm, ! &wWi;VyX; vyen;rm; ' MOSS CA Network layout Fi; !

= pcpsEi cp!

= CA \trn El Internet Domain Name '

= CA \ Key Pair rin; !

9.6 u, pm;jy'Irrsm;Ei TNrccunm; (Representations and Warranties)
9.6.1 Moss cA rwnOe , rnEcUrm, (CA Representations and Warranties)

MOSS CA ratnuytcurmEi pyvi, 1vavnuaonaocnr&&rn/

e MOSS CA I Xway,Xmaonouaocvurwavinuwvnrm (ol) Xxway;y;aon

ouaocvurwrmr toutwvurmu rm , 1;pnazmy|ci; (Misrepresentation) F&&yy/

e Quaocvurwavnuxmicl; (Certificate Application) (O) OUaOCVUrw)yVvy[C;
wu pragnig&uénii ouaocvurwr tautvu (Information) FmuUu OUaOC
vurwaviuxnici;utwnjyio (0) ouaocvurwyvyo\ owci, i;rauni
Trm rm ryi&ap&yy/
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e MOSS CA I Xway,aonouaocvurwrmon | c¢ps Ei cp wiygaon
Vvyaon owrwcurn€mV; (All Material Requirement) EI uunr &yjon/

e oOuaocvurwy, zuici;Eigiaon Oeagmirrm; (Revocation Services) EI Repository
tojyiron p cps Ei cP rmé& owrwcurm; (Material Aspects) €MV;ET uunr
&yion/

9.6.2 RA rwmle , rn tcurm (RA Representations and Warranties)
RA ratnuyrtcurmEl pyvio; T vavnuaonaocnré&rn/

ouaocvurwavnuwvnrm (ol) Xwayly,aonouaocvurwrinr tautvu

rmu rm; , 1;pnazmyjci; (Misrepresentation) r&&yy/

ouaoCcVvurwaviuxmicl; (Certificate Application) (O) OUAOCVUIW]yIVY
chwu pragni&uéni  , i;\aznyyrtcutvu (Information) MU avimuxn;
ci,utwnjylo (0) ouaocvurwyivyo\ owci , i;raumi €rmrmryigap&yy

ouaocvurwrion p cps Ei cp wiygaorn vtyaonowrwourm€mv;

(All Material Requirement) EI uunr &ylo n/

ouaocvurwy , zujci;Eigiaon Oeagnirrm; (Revocation Services) EI Repository
To;yiron p cps Ei CP M,&OWrwcu i, (Material Aspects) €MV;ET UUNr&yy
on/

9.6.3 ouaocvurwavinuxmorwnle , &rntcurm

(Subscriber Representation and Warranties)
ouaocvurwavinuxmor tmrc&rntcurmm -

e oOuaocvurwwiylion Ppublic KeyEl 41;E1 ouqiaon Private Key UO;T
a&;X;Xmaon Digital Signature WI;0ON OUAOCVUrWIM&r;o;pO\ Digital
Signature [ZPON/ X Digital Signature UV UFwWa&;X;aecewi4i; ouaocvurw
ontojyTéaontactaewidly, ouwr,ueqjci; (Expired) (O) V,zUici;
(Revoked) VyXm;c&ci; actaers;rizpap&yy/

o AW\ Private Key UaOCmpmxe;or;umu , Xm&rn/ rnoncijyirxmnaono
(Unauthorized Person) I OUAOCVUIrWIm&r;0;pO\ Private Key U, 10;pEi[Ci;
réap&yy/
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e QuUaocvurw avinuxmoray,aon tcutvurn ! ouaocvurw avinuwvn
wia&oraontautvurmEi ouaocvurwwi azmyxmaon toutwvurm
on reuer&&yirn/

e oOuaocvurwu p cps Ei cp wiyigon cijyixmaon ' wémn:0iaom Oya"qién
&Né& , UM, (Authorized and Legal Purpose) TwuUON €O;ylyirn/

e Im&r,o;poon rr\ouaocvurwtn ouaocvurwxwayyicido (CA)
uo ticnaomouaocvurwrm ! CRL rmuwvurwxX;ay;ci; (Digitally Singing)
ryivyéyy/

9.6.4 Relying Party rim;rwnOe , rntcurnm

(Relying Party Representation and Warranties)
Relying Party KON rr,lunriyon ouaocvurwEl 4i;wiyj0iaon ouaoc

vurwgigntcutvurn\ ppreru  po;pmq;zwée veyauni; ! Relying Party
Agreement Wi a& omaznycurmu emvny@uni;El ’ , ;0UuaocvUurwu o;péeot !
roi g;zwée rrwionwnledauni; emvnoé&&rnjzpyjon/

TXupny*wiazmyXmaon CPS Y| Relying Party rm\vuenagni&u&rnwnlerm,
(Obligation) U \vuenrrgci;aumi Oya" gidntus,qurmjzpay:vmyju , I; Relying Party I
wnle , Vucérn jzpyion/ Moss cA \ , lunpwcpno;porm\ oabmwnciu (Relying
Party Agreement) WI EjCm:aon aznycurmEl €nrccurmuvn; Xnoi;aznyxmnyjon/

9.6.5 ticmaomorm\ u , pmjyirEl wmOe , rrm;

(Representation and Warranties of other Paticipants)

JyXme; xmjci;r&yy

9.7 Warranties iU ]i i;y . jCi; (Disclaimers of Warranties)
wngoya'rmwiciyxmnon &né&, curnté ouaocvurwo;porm, oabmnw
NCU (Subscriber Agreement) El Relying Party Agreement Fl;ON MOSSA CA \ jzpEioOr]|
Warranties €MV;U (Warranity of Merchantability (O) &Né&, CU wpctwu oOlawnru
tui0laon rnoN Warranty ri;urq) jiny,Eilon/ Xjyi ayigr (Negligence) Or [w
VUcEiz ,&a0n owriCi;r&r (Lack of Reasonable Care) WITyl CRL WiaznyXmaon
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qi;i ! y,zujy,on ouaocvurwrmtn o;piciauni jzpay:vmaon tuigurm;
Ttwu rnonay;&ewn0e (Liability) UFQ] MOSS CA I jiLy, Eion/

9.8 ayékeéonrmu ueowxXmcurm, (Limitations of Liability)

MOSS CA ON ouaocvurwo,praumi jzpay:on wuéu (O) wuéu
rfwaon (Indirect) ! X;Cmaonm (Special) ! Ejypay;c&raunijzpay:vmaon xcuq;&;rrm;
(Punitive Damage) | rawnwQ]jzpaon (Incidental) pONWaUMi jzpay:aon ysup;q;&;rrmu
vniaunt; ! ppyrmEi obnOab;€E&n , rmaunijzpay:aon yiup;rrm; twuwvn;auni;
avmauaiay;ci; ry\vyyy MOSS CA I Certificate TEFEpMWPC YUP,Q;&rtwu
ay;avirnn; (Liabilities) U €rmq; atnuyrewi; owrwxnyjon/

Class Liability
Class-3 (Type A) - 60000 wy
Class-3 (Type B) - 30000 wsy

OuaoCVUrw im&r;o;porm\ Liability ET Limitation U ouqi&nim&r;o;porm
oabmwpncly (Subscriber Agreement) WiV N;aumi; ! Relying Party i, \ Liability E1 Limit U

Relying Party Agreement WiV N;auni; azmyxmyjon/

9.9 awvmau;aiay;cl; (Idemnities)

9.9.1 Indemnification by Subscribers
vityov yXneyion/

9.9.2 Indemnification by Relying Parties
vityov yXneyion/

9. 10 pn;ur;,curmEi &ypcl; (Terms and Termination)
9.10.1 pn;ur;ciu (Term)

o cPs on MOSS CA \ Repository WI Publication yiVyonaerpt weénQi
(Effective) YJON/ o CPS WI [yIqirrmjyivyyju Xjyigirrmon Repository W1 Publish
yivyonaerpi tuiouasnuréyjon/
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9.10.2 &ypicl; (Termination)
riuncP [ cps wi yiqirrmon Version TOpyXnejci,ET ayni;vr yivycl,;
réo 1 wém0i cps zpyijon/

9.10.3 &ypjci;tus,wémrmEl vyie,quvudywnct,
(Effect of Termination and Survival )

o cps u&ypvuaomnvn; CA \ Participant FM;ON Certificate MM\ Validity Period

ynonwiatni X cps yrtcurmtwi; tul0ird&yjon/

9.11 wpO;cia;ptmtauni;jumjci;Eiquo ,[cI;
(Individual Notices and Communications with Participants)
vtyovijyXneyion/

9.12 yi g 111, (Amendements)
9.12.1 yigirrmyivyonvyx,vyenEi Specification ayni;vVrnvyxvyen;

(Procedure for Amendment/ Specification Change Procedure)

[o cPs wi jyiqirrmu CA Policy Management Authority I' yIVVyylOn/ o CPS Wi
yigirwi;u lujuyrtz\ twnpyicué, jy;ron jyiqijci; yivyyion/ jyiqirrmu
a&;omXmonN Amended Form pn&uUypizi4i; ! Update ypzi41; &E1yjon/ jyijyily;om cps
Version I, (O) Notices Section WIVN; Link ay;Xmrn jzpyjon/ o cps wiaymi;vicl;
YIVYrrimon CPS Object Identifier MMWIVN; ayni;Vrv ! rvu MOSS CA Ei Root CA
\ prtyciyormr q;zwcuayyjon/

9.12.2 oway;tauni;umjci;en;vrEl umv (Notification Mechanism and Period)

MOSS CA ONn CPs Wi yigon pnyEyjci;qignermrm ! URL aymi;vrrm !
quo , &rnvypmaymi;vrrmponwuiuiwitaunijuméeEilujuyrtz\ twnjycué
,&wW rvtyy pyiyiayni;veigon/ jylyiayni;vvonrmutiujyicuay,yEiéetwu
tceumnvwpe owrwxmyijon/ Xjyiyiayni;vrntourmEi tiuyicurmu MOoSS CA

\ Website http://www.moss.com.mm WiazmyXmyijon/

9.12.3 oIp aymi;vicijyivyrn tactaerm

(Circumstances under which OID Must be Changed)
vityovijyXneyion/
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9.13 jyOenrmu ajz&i;rNen;Vr,;rn; (Dispute Resolution Procedures)

MOSS CA Elouaocvurwinér,o,pormtium; y#yurmjzpymwvmyju 41,wEI
clygxmaon oabmwncurmwi a&omXmon Dispute Resolution Procedure M EWI;
agzér,omrnjzpyjon/ vtyylu tvuxadnep quo ,agniduaslya” ! ta&ay:prr
Oya"rmay:witacci ay:ayjuaomyoentwi;twnté& tvuxadnepquo ,aqni&u
a& A[tz !lujuyrtzEi quo,a&neumro;pXnew\ vr;necurmtwi; tas;,
agni&uyjon/

9.14 wr;ron Oya" (Governing Law)

o cps wi zigxmontwi; bnonjyect; (Interpret) ! WNagnU|CI; (Construction)
tnPnwnapiCl; (Enforceability) ET wW&m0ijzpicl; (Validity) rmEl pywi0;T jrernEii
\ wngOya"rmt&on agni&ué&rnjzpyion/ jrermeEii\ wngOya“rmonvii o cps
u vr;r,onOya"izpyjon/

9.15 ouqion Oya"rmEl uunNr§ci; (Compliance with Applicable Law)
o cps on jrermEitawntp;&r jyXme;xmon Oya*rm ' ouqion en;0ya"rm
(Regulations) ! pN;r0;rm; (Rules) ! Ereaunjinpnrm ! nelumcurmEl uunréyjon/

9.16 taxax luwiprcurm€yi; (Miscellaneous Provisions)
9.16.1 oabnwncutnV,; (Entire Agreement)
rouqiyy

9.16.2 wnOeEl tcitaérm xyqiay;ty[Cl; (Assigment)
o cps wi yoitu0iormon rrtmnay,tyxmon wnleEitcitaé;rmu
MOSS CA \ oabmwecijyicuré&b wvayni;ay;tyici;rjy&/

9.16.3 Oya"t& ta&; , agni&UEiré&apici; (Serverability)

o cps yjazmycu (0) jyXme;cu ! pn;ur;,cuwpcEi pywvi0;T ay:ayjuvnon
tactaewp&ywi wem&awn (Court of Law) (O) Ejcmaom c&rmwiwiyu;umjci;ryEl
caomvn; Xazmycu (O) pn;urcurvi p cps \ uetpwtyi;rmon Oya"t&
quvui tufouadnur (valid) &yjon/
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9.16.4 tmPnouagnuici; (u, pmv , ' atlaetus;aqmicEl pevwo\ tcitas)

Enforcement (Attorney’s Fees and Waiver of Rights)
rouqiyy

9.16.5 rwmqg;E1aon rvegeEiaomnzpdy (Force Majeure)
MOSS CA on obmOab;tE&n, rm; ! ppab;ponwnq;T réETaonupdyrm; !

obn0 ab;€E&n , rmauni jzpay:vnaon yiup;q;&;rrmtwu ay,avinséewnoersyi

9.17 tcmaonuiwiprcurm, (Other Provisions)
vityov yXneyion/

9.18 rwciurmay;y&eunv (Comment Period)
b cps Eipywv0;T tujycu ! rwcurmay,yvylu [ CpPs &m Publish
vyonaerpt (15) &utwi; MOSs CA XO taunijumpnay,yEiyjon/ E-mail In

mossca@moss.com.mm jzpygo n/
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aenugquw (u)

Ttwaunupumv;rmEi€"yn, ziqcou , mrm;

Table of Acronyms
a0y [ mé& T"yn, owrwcu
ARL Authority Revocation List
CA Certification Authority
CP Certificate Policy
CPS Certification Practice Statement
CRL Certificate Revocation List
FIPS taré&u ejynaxmi P Federal Information Processing Standards
OID Object Identification Value
LDAP Light Weight Directory Access Protocol
OCSP Online Certificate Status Protocol
PIN Personal Identification Number
PKCS Public-Key Cryptography Standard
PKI Public-Key Infrastrature
Root CA Root Certificatioin Authority
RA Registration Authority
RFC Request For Comment
RSA A Public Key Cryptographic System Invented by Rivest, Shamir, and Adelman
S/MIME Secure Multipurpose Internet Mail Extensions
SSL Secure Sockets Layer
MOSS CA Myanmar Online Security Service Certification Authority
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aemugquw (c)

Ty, owrwcu
OUaOCVUIrW (Certificate) qONIm vurwag,x;oEl Xjrvurw zew,aon
tcutvuw\ quE,ru aocmpon Ttvuxadnep TtoULVUOWIVN
or[w tcmrwwr;tjzp ouaocvurwxway,ou Im&r,;0;p0 (Subscriber) €M,
Xway,onvurwugvon/

(or[w)
OUaOCVUrW (Certificatey ONIM OUaOCVUrwXway,yiciéo (CA)
\ Private Key Z1 ‘a&X;Xmaom ‘"p*pw , X|rvurw (Digital Signature) |ZI
Xway;Xmnaon ouaocvurw im&r,o;p0 (End Entity) \ Public Key EI
tcnaontoutvurm yil0ion tautvuzpnir (Data Structure) UQ\VON/

rvtéi;grpouaocvurwxway,yici&O (Root Certificate Authority) QONTIT
ouaocvurwxwayyici&éo (CA) rmo ouaocvurwrm Xxwayjci; !
prcecict; ! y, zujci; | ouwr,w;ci;rmjyivyEi&e lujuyrtzu twvuxadnep
quo , agni&ua&;,0ya”té& wnleay, tyxmaon tztpn;u qvon/

OUaoCVUrw  Xwayyicl&O  (Certificate  Authority ~(CA)) ONIM
tvuxagnep  Xjrvurwki  pywi0;T  Oeagmirvyie; aqgni&uEiée
lujuyrtzu tvuxadnep quo,agniduadlya*té Xway,onvipiu
&&aony*iv or [w tzltpn;ugvon/

(or[w)
ouaocvurwxway,yici&O (Certificate Authority (CA)) QQONIM Public Key
Certificate  IiM; ylvVy&e | Xway;&eEl , I;0UaOCVUIrwrin\ OUWr;umv
wavinuv;twu wnle, & tojyowp0;, or[w trmr ,lunaon
tztpn;u gvon/

ouaocvurway:vp (Certifice Policy (CP)) ONIm onrevicrvtycurm
Eitn tzZlitpnwpc or[w to;cr tgitwewpc twu ouaoc
vurwwpc tojyEiru azmyaon en;0ya® tptzu gvon/

ouaocvurw Xwaycl;gién vuenusiodrn en;vr;nm  (Certification
Practice Statement (CPS)) qONImM ouaocvurwrsm;xway;&mwi ouaocC
VUurw Xwayyici&o (CcA) r tojylon vuenuio&rnen;vr;ri; aznycu
jzpon/

ouaocvurwxway,yici&oy , Zzupnél; (Authority Revocation List (ARL))
gonrm rvtéi;trpouaocvurwxway,yici&o (Root CA) r VUrwagXx;
y , ZUXMNaon ouaocvurwy , zupn&ijzpon/ Xouaocvurwy , zupnéi;
u tr;onouaoCcVvVUrwrwwr,wu (National Repository) Wi Ermjyno tv,
WUEI tcrlunéEiée azmyxmon/ ARL rmu tceqidn rwwr,wijcl; (Time
Stamp) JyivVyXmyion/

ouaocvurwy, zsupm&i; (Certificate  Revocation List (CRL)) QqORNninm
OuaoCcVvUurw Xwayyici&o (CA) r wvurwagXx 1 y,zuxmaon
ouaocvurwy , zupnéijzpon/ xXouaocvurwy , zupn&i;u  ouaoc
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VUrWrwwrwu (Repository) WI  E€rmyno tv,wuEl tcriunéEiée
azmyxmon/ CRL rmu €ceqi&n rwwr;wijcl; (Time Stamp) yI\VyXmyjon/

rwWywixmaon Xway;yiCl&O (Registration Authority (RA)) QONIM OUAOC
vurwavinuxmo\  taumi;ténrmEi  ywoul reueré&r& ppaqgjci;
(Identification) EI Ouwaocrppaq;ci; (Authentication) WEwU aqmni&uay;aon
tzZltpn,wpczpyjon/ RA ON oOuaocvurwu wvurwx;ci; or[w
xway;ci;rylyy (gvonrm RA wp0;on cA wpO;u , pm;, wcillwmOermu agni
&ujct;jzpon/)

,lUNPWCPNO;pO (Relying Party) ONIM ouaocvurwu tojyif ouaoc
VUurwEil "p*pw, Xjrvurwrmu ,lunpwcpno;pou gvon/ ppnwr;wi
OUao0CVUIrWO;pO (Certificate User) EI , IlUNPWCPNO;pO (Relying Party) U
tyetvetojyEion/

OuaoCVUrwaviiuxmo (EndEntity) QONIM OUAOCVUIrwW Xway,yicli
&O (CA) Xr ouaocvurwwpcu awni;qojzpon/

OUaOCVUIrWOUWT;WjCI; (Certificate Renewal) ONIM OUAOCVUIrwwi
yil0iaon Public Key Or [w wicm, toutwvurmu ayni;vici;réb imér;o;po
CA T, ouaocvurwtopwpcxway;ci;zpon/

Key Pair TOpU TO)yiT OUAaOCVUIrW OUWF;,WjCi; (Certificate Rekey)

gonrm Public Key topwpcutojyit ouaocvurwtopwpc Xway;ci;
jzpon/
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