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1. ed'gef; (Introduction)  

 
þpmwrf;onf Myanmar Online Security Service Co., Ltd. \ Myanmar Online Security 

Service  Certification Authority (MOSS CA) rS oufaocHvufrSwfxkwfay;ydkifcGihf&dSoltjzpfaqmif&Guf 

&mwGif  oufaocHvufrSwfxkwfay;jcif;qdkif&m vdkufemusifhoHk;rnfh  enf;vrf;rsm; (Certification Practice 

Statement (CPS))  udk azmfjya&;om;xm;aompmwrf;jzpfygonf/ þpmwrf;wGif MOSS CA rS oufaocH 

vufrSwfoHk;pGJolrsm; (Subscribers) odkY oufaocHvufrSwfrsm; xkwfay;jcif;? oufwrf;wdk;jcif;? pDrHcefYcGJjcif;? 

y,fzsufjcif;rsm; jyKvkyf&mwGif vdkufemusihfoHk;rnhf MOSS CA \ oufaocHvufrSwfxkwfay;jcif;qdkif&m 

rl0g'rsm; (Certificate Policies (CP)) yg owfrSwfcsufrsm;ESifhtnD toHk;jyKrnfhenf;vrf;rsm;udk azmfjyxm;yg 

onf/ 

 þ CPS onf Internet Engineering Task Force (IETF) RFC 3647 \ Certificate Policies (CP) 

ESifh Certification Practice Statement (CPS) a&;qGJ&rnfh vrf;nTefcsufrsm;twdkif; a&;qGJxm;jcif; 

jzpfygonf/ þ CPS wGifoHk;pGJxm;aompum;vHk;rsm;\ t"dyÜg,fowfrSwfcsufrsm;onf tDvufxa&mepf 

qufoG,faqmif&Gufa&;Oya' (Electronic Transactions Law) ? ,if;ESifhoufqkdifaom enf;Oya'rsm; ? 

trdefYaMujimpmrsm;twdkif; jzpfygonf/   

 

1.1 tcsuftvuftusOf;csKyf (Overview) 

 Myanmar Online Security Service Co., Ltd. tm;  oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (MOSS 

CA) tjzpf vkyfief;aqmif&GufEkdif&ef jynfaxmifpkjrefrmEdkifiHawmftpdk;& ? qufoG,fa&; ? pmwdkufESihf 

aMu;eef;0efMuD;Xme ? qufoG,fa&;nTefMum;rIOD;pD;Xme\ 2010 ckESpf ? Edk0ifbmv 1 &uf aeYpJGyg pmtrSwf 

327-qn^cGJ(2)a&;^CA^1830 jzihf vkyfief;vkyfudkifcGifhvdkifpif&&SdcJhygonf/ MOSS CA onf oufaocH 

vufrSwf iSm;&rf;oHk;pGJrnfholrsm;twGuf 'pf*spfw,foufaocHvufrSwfrsm; (Digital Certificates) udk 

vufrSwfa&;xdk; xkwfay;ygonf/ ,if;tjyif  Certificate Life Cycle 0efaqmifrIrsm; (oufaocH 

vufrSwftopf xkwfay;jcif; ? oufwrf;wdk;jcif; ? pDrHcefYcGJjcif; ? y,fzsufjcif;) tm;vHk;udkvnf; aqmif&Guf 

ay;ygonf/ MOSS CA \ oufaocHvufrSwfudk Root CA rS vufrSwfa&;xdk;xkwfay;ygonf/  þ CPS 

wGif oufaocHvufrSwf oHk;pGJolrsm;twGuf aqmif&Gufxm;rIrsm; ? MOSS CA rS oufaocHvufrSwf 

xkwfay;&mwGif vdkufemusifhoHk;rnfh enf;vrf;rsm;ESihf oufaocHvufrSwfrSwfwrf;wdkufaqmif&Gufxm;rIrsm; 

yg0ifjyD; 4if;udk  www.moss.com.mm wGif Download jyKvkyf&,lEkdifygonf/ 

 rSwfyHkwifcGifhvkyfay;ydkifcGihf&dSol (Registration Authorities, RAs) rsm;onf oufaocHvufrSwf 

awmif;qkdavQmufxm;jcif;rsm;twGuf ppfrSefaMumif;ESifh rSefuefaMumif; ppfaq;jcif;rsm;ukd jyKvkyfygonf/ 

 oufaocHvufrSwf\ trsKd;tpm;ESifh tokH;jyKykHtvkduf iSm;&rf;okH;pJGolrS 'pf*spfw,f oufaocH 

vufrSwfrsm;ukd Servers \wnf&SdrIudkoufaocH&eftwGufvnf;aumif; ?  Code ESifh Content rsm; vufrSwf 
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a&;xkd;&mwGifvnf;aumif; ? pm&Gufpmwrf;rsm;wGif 'D*spfw,fvufrSwfa&;xkd;í ay;ykdY&mwGif vHkjcHKrI&dSap&ef 

ESihf ay;ydkYolrSefuefaMumif;ESifh tcsuftvufrsm;\rSefuefrIudk od&dSEdkifap&efvnf;aumif; tokH;jyKEdkifygonf/ 

 

1.2 CPS trnfESifh trSwftom; (Document Name and Identification) 

þpmwrf;onf MOSS CA \ CPS jzpfygonf/ þ CPS \ Object Identification Value (OID) 

rSm (2.16.104.1.1.2.2) jzpfygonf/ þ OID ukd rl0g'rsm;xyfrHowfrSwf&ef vkdtyfygu wkd;csJUEkdifyg 

onf/ 

 

1.3 PKI  wGifyg0ifolrsm; (PKI Participants)  

1.3.1 A[dktzGJY  

 þ CPS wGif azmfjyxm;aom A[dktzGJYonf tDvufxa&mepf qufoG,faqmif&Gufa&;Oya't& 

zGJYpnf;xm;aom tDvufxa&mepf qufoG,faqmif&Gufa&; A[dktzGJY jzpfygonf/  

 

1.3.2 MuD;MuyfrItzGJY 

þ CPS wGif azmfjyxm;aom MuD;MuyfrItzGJYonf tDvufxa&mepf qufoG,faqmif&Gufa&; 

Oya't& zGJYpnf;xm;aom tDvufxa&mepf qufoG,faqmif&Gufa&; MuD;MuyfrItzGJY jzpfygonf/ 

 

1.3.3 rlvt&if;tjrpf oufaocHvufrSwf xkwfay;ydkifcGihf&dSol (Root Certification Authority)  

Root Certification Authority (Root CA) onf tDvufxa&mepf qufoG,faqmif&Gufa&; 

MuD;MuyfrItzGJYudk enf;ynmqdkif&mtaxmuftulay;&ef ? oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (CA) rsm;odkY 

oufaocHvufrSwfrsm; xkwfay;jcif; ? oufwrf;wdk;jcif; ? pDrHcefYcJGjcif; ? y,fzsufjcif;rsm;jyKvkyfEdkif&eftwGuf 

tDvufxa&mepfqufoG,faqmif&Gufa&;Oya't& MuD;MuyfrItzJGUu trdefYpmjzifh wm0efay;cefYtyfxm; 

aom tzGJYtpnf;jzpfygonf/ jrefrmowif;tcsuftvufESihfenf;ynmaumfydka&;&Sif;vDrdwufrS Root CA 

tjzpf vkyfudkifvsuf&Sdygonf/ 

 

1.3.4 oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol (Certification Authority (CA) ) 

Myanmar Online Security Service Co., Ltd. onf oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol tjzpf 

'pf*spfw,foufaocHvufrSwfESifhqdkifaom 0efaqmifrIrsm; ay;vsuf&Sdygonf/ MOSS CA 

\ oufaocHvufrSwfudk Root CA rS vufrSwfa&;xdk;xkwfay;ygonf/ iSm;&rf;oHk;pGJol (Subscriber) 

rsm;twGuf oufaocHvufrSwfudk MOSS CA rS pdppfxkwfay;ygonf/ 
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Myanmar Online Security Service Co., Ltd. onf tDvufxa&mepfqufoG,faqmif&Gufa&; 

A[kdtzGJY\cGifhjyKcsufjzifh MuD;MuyfrItzGYJYrS xkwfay;xm;aom CA vkyfief;vdkifpif &&Sdxm;aom tzGJYtpnf; 

jzpfygonf/ 

 

1.3.5 oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;  (Subscribers) 

MOSS CA rS xkwfay;aom oufaocHvufrSwfudk iSm;&rf;oHk;pGJoltm; oufaocHvufrSwfiSm;&rf; 

oHk;pGJol (Subscriber) rsm;[k ac:qdkygonf/ oufaocHvufrSwfiSm;&rf;oHk;pGJol (Subscriber) rsm;onf 

vlwpfOD;csif;aomfvnf;aumif;? tzGJUtpnf;aomfvnf;aumif;? enf;ynmqdkif&mypönf;rsm;aomfvnf;aumif;  

jzpfEdkifygonf/ 

 

1.3.6 oufaocHvufrSwfudk,HkMunfpdwfcspGmvufcHtoHk;jyKolrsm;  (Relying Parties) 

MOSS CA rS xkwfay;aomoufaocHvufrSwfrsm;udk ,HkMunfpdwfcspGm vufcHoHk;pJGaomolrsm;onf 

Relying Party  rsm;jzpfygonf/  

xdkolrsm;rSm - 

1/ MOSS CA ESihf Cross-Certification  jyKvkyfxm;onhf Foreign CA rsm; ? 

2/ MOSS CA ESihf Cross-Certification jyKvkyfxm;onhf Foreign CA 

rsm;\ oufaocHvufrSwfiSm;&rf;oHk;pJGolrsm; ? 

3/ MOSS CA rS xkwfjyefxm;aomoufaocHvufrSwfy,fzsufpm&if; (CRL) rsm; ? 

oufaocHvufrSwfiSm;&rf;oHk;pJGolrsm;\ 'D*spfw,fvufrSwf (Digital Sign) udkvufcH 

toHk;jyKolrsm;/ 

 

1.3.7  rSwfyHkwifcGifh vkyfay;ydkifcGihf&dSol (Registration Authority (RA))  

rSwfyHkwifcGifh vkyfay;ydkifcGihf&dSol (RA) qdkonfrSm oufaocHvufrSwf avQmufxm;ol\ taMumif; 

t&mrsm;ESihf ywfoufí vufcHaqmif&GufrSwfwrf;wifjcif; (Registration) ? avQmufxm;oltrSefwu,f 

[kwf ? r[kwfppfaq;jcif; (Identification) ESihf avQmufxm;olrsm;tm; oufaocHrIppfaq;jcif; 

(Authentication) wdkYtwGuf wm0ef,laqmif&Gufay;aom vlyk*¾dKvf (odkYr[kwf) tzGJUtpnf;wpfck jzpfygonf/ 

(qdkvdkonfrSm RA onf  CA udk,fpm; rSefuefrI&Sd ? r&Sd ppfaq;jcif; (Identification) ESihf oufaocHrI 

ppfaq;jcif; (Authentication) wm0efrsm;udk aqmif&Gufay;ygonf/) 

 

 

 



 
 Page 4 
                                                               
   

1.3.8  oufaocHvufrSwf rSwfwrf;wdkuf (Repository of Digital Certificates) 

oufaocHvufrSwf rSwfwrf;wdkufqdkonfrSm MOSS CA rSxkwfay;xm;aomoufaocHvufrSwf 

tm;vHk;ESihf oufaocHvufrSwfy,fzsufpm&if;rsm;udk trsm;jynfolrStcsdefra&G;0ifa&mufMunfh&SEdkif&ef odrf; 

qnf;rSwfwrf;wifxm;onfh  MOSS CA \oufaocHvufrSwfrSwfwrf;wdkufjzpfygonf/ xdkrSwfwrf;wdkufudk 

(24) em&D ? (7) &ufywfvHk; (Internet qufoG,frIjywfawmufaecsdefrSvGJí) 0ifa&mufMunfh&SKEdkifatmif 

pDrHaqmif &Gufxm;ygonf/ 

 

1.3.9  CPS oifhawmftoHk;0ifrI (Applicability) 

 þ CPS onf MOSS CA rSxkwfay;onfh oufaocHvufrSwftm;vHk;ESifh oufqdkifygonf/ þ 

CPS &Sd vkyfxHk;vkyfenf;rsm; ? vdkufemusifhoHk;rnhfenf;vrf;rsm; (Practices) tm;vHk;onf MOSS CA rS 

oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;odkY xkwfay;xm;onfh oufaocHvufrSwfESifh oufaocHvufrSwf 

y,fzsufpm&if; (Certificate Revocation List (CRL)) rsm;udk toHk;jyKjcif;rsm;? oufaocHvufrSwf 

oufwrf;wdk;jcif;rsm; tm;vHk;ESifh oufqdkiftusHK;0ifygonf/ 

 

1.4 oufaocHvufrSwf toHk;jyKrI (Certificate Usage) 

1.4.1 oufaocHvufrSwfudk oifhawmfaom toHk;csrI (Appropriate Certificate Usage) 

MOSS CA rS oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;tm; xkwfay;aom oufaocHvufrSwfrsm;udk  

 'pf*spfw,fvufrSwfa&;xdk;&ef (Sign) ? 

 E-mail  udk vQdKU0Sufuk'fajymif;í ay;ydkYEdkif&ef (Encrypt) ? 

 ay;ydkYaom tcsuftvufrsm;udk rl&if;pmtwdkif; ajymif;vJzwf&Sk&ef (Decrypt) ? 

 E-mail ay;ydkYol rnfolrnf0gppfrSeffaMumif; taxmuftxm;tjzpftoHk;jyK&ef (Prove 

Identity) ? 

 Code Signing jyKvkyf&ef ESihf 

 Server rsm;ukd Authenticate (Client/ServerAuthentication) jyKvkyf&ef  

wdkYtwGuf toHk;jyKEdkifygonf/   

Relying Party rS ,HkMunfpdwfcsí ,if;&nf&G,fcsufrsm;tjyif tjcm;aom &nf&G,fcsufrsm;twGuf 

oufaocHvufrSwfudk toHk;jyKvdkygu wnfqJOya'rsm; ? CP ? þ CPS wdkYESifh udkuffnDrI 

&SdcJhvQiftoHk;jyKEdkifygonf/ oufaocHvufrSwf trsdK;tpm; tm;jzifh atmufygtwdkif; oHk;rsdK;&Sdygonf/ 

 

 



 
 Page 5 
                                                               
   

Certificate 
Class 

Assurance Level Usage 

Low Medium High Signing encryption 
Client 

Authenti
cation 

code/ 
content 
signing 

Secure 
SSL/ 
TLS 

sessions 

Class-1 
Certificate 

Â 

   
Â 

 
Â 

 
Â 

   

Class-2 
Certificate 

 
Â 

  
Â 

 
Â 

 
Â 

   

Class-3 
Certificate 

(Individual) 

  
Â 

 
Â 

 
Â 

 
Â 

 
Â 

  

Class-3 
Certificate 

(Organization) 

  
Â 

 
Â 

 
Â 

 
Â 

 
Â 

 
Â 

 

 
Table (1)- Individual / Organization Certificate Usage. 

 

Class 1 Certificate  

Class 1 trsdK;tpm; oufaocHvufrSwfonf vludk,fwdkifvma&mufavQmufxm;&efrvdkbJ e-mail jzifh 

Online avQmufxm;olrsm;udkxkwfay;aom oufaocHvufrSwftrsdK;tpm; jzpfygonf/  

 

Class 2 Certificate  

Class 2 trsdK;tpm;oufaocHvufrSwfudk avSsmufxm;olrS vdktyfaomtaxmuftxm; pm&Gufpmwrf;rsm; 

ESifhwuG avQmufxm;&rnfjzpfygonf/ vludk,fwkdifvma&mufavQmufxm;&efrvdkyg/ 

 

Class 3 Certificate  

Class 3 trsdK;tpm;oufaocHvufrSwfudk avSsmufxm;olrS vdktyfaomtaxmuftxm;pm&Gufpmwrf; 

rsm;ESifh avQmufxm;oludk,fwdkifrS vma&mufavQmufxm;jcif; ? xkwf,ljcif; jyKvkyf&ygrnf/ vdktyfaom 

taxmuftxm;rsm;wGif tenf;qHk;taejzifh atmufygwdkYyg0if&rnf/  

 (1)  rSwfyHkwifrl&if;ESifh rdwÅL ? 

 (2)  oef;acgifpm&if;rl&if;ESifh rdwÅL ? 

 (3)  &Jpcef;ESifh&yfuGufaxmufcHpm ?  

 (4) tzGJYtpnf;rsm;jzpfygu  

- tzGJYtpnf;/ukrÜPD\ rSwfyHkwifrl&if; ? rdwÅL 

- tzGJYtpnf;rS w&m;0ifudk,fpm;vS,fvTJpm (Authorization Letter)  

             wdkY jzpfygonf/ 
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1.4.1.1 Assurance Levels  

Low Assurance Level : ,HkMunfpdwfcs&rItqifhedrfhaomoufaocHvufrSwftrsdK;tpm;jzpfygonf/ 

xdkoufaocHvufrSwftm; Authentication jyKvkyf&efESifh Non-Repudiation udkaxmufyHhay;&ef 

&nf&G,fcsufrsm;jzifhtoHk;rjyKoifhyg/ þoufaocHvufrSwfonf iSm;&rf;okH;pJGol\ ukd,fa&;tcsuftvuf 

rsm; (Identity) ukd oufaocH&mwGif tokH;rjyKEkdifyg/ Relying Party rSiSm;&rf;okH;pJGol\ oufaocHvufrSwfukd 

tokH;jyKí tcsuftvufrsm;ukd vQKdU0Sufukwftjzpf ajymif;vJEkdifaomfvnf; vufcHolonf oufaocH 

vufrSwfykdifqkdifolppfrSefaMumif;aocsmrIr&SdEkdifyg/ 

 

Medium Assurance Level : ,HkMunfpdwfcs&rItv,ftvwftqifh (Medium) &Sdaom 

oufaocHvufrSwftrsdK;tpm;jzpfygonf/ þoufaocHvufrSwfukd tzJGYtpnf;twGif;ESifY pD;yGm;a&; 

qkdif&mrsm; ? tD;ar;vftokH;jyKrIwGif iSm;&rf;okH;pJGol\ ukd,fa&;tcsuftvufrsm; (Identity) ukd ,HkMunf 

pdwfcs&rItv,ftvwftqifh (Medium) vkdtyfaomtcgrsm;wGif tokH;jyK&efoifhavsmfygonf/  

 

High Assurance Level : ,HkMunfpdwfcs&rItqifhjrifhaom oufaocHvufrSwftrsdK;tpm;jzpfygonf/ 

iSm;&rf;okH;pJGol\ ukd,fa&;tcsuftvufrsm; (Identity) \ ,HkMunfpdwfcs&rItqihfrSm oufaocHvufrSwf 

trsKd;tpm; Class 1ESifh Class 2 xufykdí jrifhygonf/  

 

1.4.2 wm;jrpfxm;onfh oufaocHvufrSwf toHk;jyKrIrsm;  (Prohibited Certificate Uses ) 

tDvufxa&mepf qufoG,faqmif&Gufa&;Oya' ? ,if;ESifhoufqdkifonfh enf;Oya'rsm;ESifh trdefY 

aMumfjimpmrsm;wGif cGihfjyKxm;onfhtwdkif; ? oufaocHvufrSwfwGif cGihfjyKxm;aomcGihfjyKcsuft&om 

oufaocHvufrSwfrsm;udk toHk;jyK&rnf/ vludkxdcdkuf'gPf&m &apEdkifaom ? aoqHk;apEdkifaom (odkY) obm0 

ywf0ef;usifudk xdcdkufysufpD;aponfhpepfrsm;\ xdef;csKyfrIud&d,mrsm;wGif oufaocHvufrSwfudk xdef;csKyf&ef 

&nf&G,fcsufjzifh toHk;rjyK&yg/ MOSS CA \ oufaocHvufrSwfudk iSm;&rf;oHk;pGJolrsm; (Subscriber) okdY 

vufrSwfxkwfay;jcif; ? CRL Sign xkd;jcif;vkyfief;rsm; ponfh CA vkyfief;rsm;rSvGJí tjcm;aom 

aqmif&GufrIrsm;twGuf toHk;rjyKyg/ Subscriber twGuf xkwfay;aom oufaocHvufrSwfudk CA 

Certificate tjzpf toHk;rjyK&yg/ Class-1 Certificate rsm;udk oufaocHvufrSwfudkifaqmif 

ol\ wnf&SdrIoufaojy&ef (Proof of Identity) ESihf aqmif&GufrSkUrsm;udk jiif;qdkjcif;rjyKvkyfEdkif&ef  (non 

repudiation) &nf&G,fcsufrsm;twGuf toHk;rjyK&yg/  
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1.5  oufaocHvufrSwfxkwfay;jcif;qdkif&m rl0g'rsm; pDrHcefUcGJjcif; (Policy Administration) 

1.5.1  CP/CPStm; pDrH?tkyfcsKyfa&;qdkif&m tzGJYtpnf; 

 (Organization Administering the Document) 

Address - Myanmar Online Security Service Co., Ltd., 

  Building (17), Ground Floor, MICT Park, 

  Universities’ Hlaing Campus, Hlaing Township, 

  Yangon, Union of Myanmar 

http://www.moss.com.mm 

Attension- Department Head  

Phone -  (95)-1-521128 

Fax -  (95)-1-521129 

E-Mail - operation@moss.com.mm 

 

1.5.2  qufoG,f&rnfhol (Contact Person) 

   Department Head   

Myanmar Online Security Service Certification Authority  

Myanmar Online Security Service Co., Ltd. 

 

1.5.3  CP/CPS \oifhavsmfrIudkqHk;jzwfay;rnfhol 

 (Person Determining CP/CPS Suitability for the Policy) 

 MuD;MuyfrItzGJUESifh Root CA onf CP ESifh þ CPS \ oifhavsmfrIESifh toHk;0ifrIudk qHk;jzwfygonf/ 

 

1.5.4  CP/CPS  udkvufcHrnfhvkyfxHk;vkyfenf;rsm; (CP/CPS Approval Procedure) 

 þ CPS udk A[dktzGJY\ oabmwlnDcsufjzifh MuD;MuyfrItzGYJrS twnfûyjyD;jzpfygonf/ CP/CPS udk 

jyifqifcsufrsm; (Amendments) &SdvQif MuD;MuyfrItzGJYodkYwifjy ? twnfjyKcsuf&,ljyD; MOSS CA rS 

jyifqifjcif; jyKvkyfEdkifygonf/ jyifqifonhf Version ESihf jyifqifrIrsm; (Updates) udk MOSS CA 

\ WebSite http://www.moss.com.mm wGifazmfjyxm;ygonf/ jyifqifrIrsm;onf 4if; CPS \ e*dkrlv 

ReferenceVersion &dS &nf&G,fxm;onhf (Designated) (odkY) qefYusifrIrsm; (Conflicts) udk ae&m,l^vTrf;rdk;rI 

&dSygonf/ þ CPS wGif jyifqifrIaMumihf CP wGif jyifqif&efvdktyfygu Root CA xHwifjyjyD; cGifhjyKcsufjzifh 

aqmif&Gufygonf/ 

 

1.6 t"dyÜg,fowfrSwfcsufESifhtwdkaumufpmvHk;rsm;  (Definitions and Acronyms) 

aemufqufwGJ (u) Z,m;ESifh aemufqufwGJ (c) wGif azmfjyxm;ygonf/  
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2. yHkESdyfxkwfa0jcif;ESifh oufaocHvufrSwfrSwfwrf;wdkuf\ wm0efrsm; 

 (Publication and Repository Responsibilities) 

2.1 oufaocHvufrSwf rSwfwrf;wdkuf (Repository) 

MOSS CA onf trsm;jynfolrSoufaocHvufrSwfrsm;udk 0ifa&mufMunfh&Iedkifrnfh Online 

oufaocHvufrSwfrSwfwrf;wdkuf (Repository) xm;&Sdygonf/ MOSS CA rS xkwfay;xm;aom 

oufaocHvufrSwfrsm;ESifh zsufodrf;xm;aom oufaocHvufrSwfrsm; (CRL) udk ,if;rSwfwrf;wdkufwGif 

trsm;jynfol Munfh&IEdkif&eftvdkYiSm xkwfa0azmfjyay;xm;ygonf/ xdkYtjyif oufaocHvufrSwf 

udk ,HkMunfpGmvufcHtoHk;ûyolrsm; (Relying Party) rS oufaocHvufrSwf\ tajctae (Certificate 

Status) ESifhywfoufaom tcsuftvufrsm;udk MOSS CA \ Website  jzpfaom (www.moss.com.mm) 

wGif owif;tcsuftvufrsm;udkvnf; azmfNyay;xm;ygonf/  

 

2.2 oufaocHvufrSwf tcsuftvufrsm;udk yHkESdyfxkwfa0jcif; 

(Publication of Certificate Information) 

MOSS CA rS xkwfay;xm;aom oufaocHvufrSwfrsm;\tajctae (Certificate Status) ? 

oufaocHvufrSwfy,fzsufpm&if;rsm; (CRL) ESifh ywfoufaomtajctaersm;udk Munfh&SKEdkif&ef ? oufaocH 

vufrSwfudk ,HkMunfpGmvufcHtoHk;jyKol (Relying Parties) rsm; Download jyKvkyfEdkif&ef Web-Based 

oufaocHvufrSwf rSwfwrf;wdkuf (Repository) xm;&Sdygonf/ xdkYtjyif OCSP (Online Certificate Status 

Protocol) 0efaqmifrI (&Sdygu) toHk;jyKí Relying Party rsm;rS oufaocHvufrSwftm; ppfaq;Edkifrnfh 

enf;vrf;rsm;udk azmfjyay;xm;ygrnf/ 

MOSS CA onf atmufygtcsuftvufrsm;udk rnfolrqdkMunfh&SKEdkfif&ef ,if;\ WebSite 

http://www.moss.com.mm wGif tcsdefjynfhazmfjyxm;ygonf/ 

 MOSS CA \ Certification Practice Statement (CPS) ? 

 MOSS CA \ Certificate Policy (CP) ? 

 Root CA \ oufaocHvufrSwf ?  

 MOSS CA \ oufaocHvufrSwf ? 

 MOSS CA rS xkwfay;xm;onfh Subscriber rsm;\oufaocHvufrSwfrsm;ESifh oufaocH 

vufrSwfy,fzsuf pm&if;rsm; ? 

 MOSS CA \ iSm;&rf;oHk;pGJolrsm; oabmwlpmcsKyf (Subscriber Agreements) ? 

 oufaocHvufrSwfudk,HkMunfpdwfcspGmvufcHtoHk;jyKolrsm; oabmwlpmcsKyf (Relying 

Party Agreements) ? 

 oufaocHvufrSwftoHk;jyKrI User Manual rsm; ?  
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oufaocHvufrSwfrsm;udk atmufazmfjyygtwdkif; xkwfa0  (Publish) ygonf/ 

 

Certificate Type 

oufaocHvufrSwftrsdK;tpm; 

Publication Requirement 

Publication vdktyfcsuf 

Root CA \ oufaocHvufrSwf Relying Partyrsm;rS Munfh&SkEdkfif&ef MOSS CA 

\ Repository jzpfonfh http://www.moss.com.mm/ 

Repository wGif xkwfjyefxm;ygonf/ 

MOSS CA \ oufaocHvufrSwf http://www.moss.com.mm wGif Download 

jyKvkyfEdkif&ef xkwfjyefay;xm;ygonf/   

oufaocHvufrSwfudkifaqmifol (Subscriber) 

rsm;\ oufaocHvufrSwfrsm; 

MOSS CA \ WebSite http://www.moss.com.mm 

wGif &&SdEdkifygonf/ 

Table (2) - Authentication of Individual Identity 

 

2.3 yHkESdyfxkwfa0rnfhtMudrfESifhtcsdef (Time or Frequency of Publication) 

MOSS CA rS xkwfay;xm;aomoufaocHvufrSwfrsm;ESifh oufaocHvufrSwfy,fzsufpm&if; 

(CRL)  rsm;udk oufaocHvufrSwfxkwfay;jcif; ? y,fzsufjcif;jyKvkyfonfhtcgwdkif; Website wGif 

xkkwfjyefay;rnf/ tu,fí CRL wGifazmfjyxm;aom oufaocHvufrSwfrSm oufwrf;ukefqHk;oGm;ygu 

xdkoufaocHvufrSwf oufwrf;ukefqHk;NyD;aemufydkif; xkwfjyefxm;aom CRL rsm;wGif ¤if;udk xnfhoGif; 

vdrfhrnf r[kwfyg/ 

Subscriber Agreement ESifh Relying Party Agreement rsm;wGif jyifqifrIrsm;udk 

jyifqifrIjyKvkyfonhftcgwdkif; xkwfjyefay;ygrnf/ CPS wGif jyKjyifrIrsm;udk þ CPS \ tydk'f (9.12) wGif 

azmfjyxm;onfhtwdkfif; aqmif&Gufygonf/ 

 

2.4  oufaocHvufrSwf rSwfwrf;wdkuf&Sd tcsuftvufrsm;xdef;csKyfrI 

(Access Controls on Respository) 

 MOSS CA onf oufaocHvufrSwfrSwfwrf;wdkuf&Sd tcsuftvuf (data) rsm;tm; 

vkyfydkifcGifhr&Sdaomyk*¾dKvfrsm;rS xyfrHjznfhpGufjcif; ? zsufjcif; ? jyKjyifjcif;rsm; rûyvkyfEdkif&ef vdktyfaom 

umuG,fxdef;csKyfrItpDtrH (control) rsm; jyKvkyfxm;ygonf/ oufaocHvufrSwf rSwfwrf;wdkuftm; 

0ifa&mufMunfh&Ijcif;udk uefYowfxm;jcif;r&Sdyg/ oufaocHvufrSwfrsm; ? oufaocHvufrSwftajctae 

qdkif&m tcsuftvufrsm;ESifh CRL udk 0ifa&mufMunhf&SKEkdif&ef Relying Party Agreement (RPA) udk 

oabmwlnD&rnf jzpfygonf/ 
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3.  oufaocHjcif;ESifhppfaq;jcif; (Identification and Authentication) 

3.1  trnfay;jcif; (Naming) 

3.1.1 trnftrsdK;tpm;rsm; (Type of Names) 

MOSS CA oufaocHvufrSwf\ Issuer ESifh Subject Field rsm;wGif X.501 Distinguished Name 

(DN) rsm;yg0ifygonf/ Distinguished Name (DN) wGifatmufazmfjyyg Z,m;twdkif; tpdwftydkif;rsm; 

yg0ifygonf/ 

 

Attribute wefbdk; (Value) 

Country (C) = EdkifiHtrnf (e.g. mm) 

Organization (O) = Myanmar Online Security Service Co. Ltd.  

Organization Unit (OU) = Myanmar Online Security Service CA 

State or Province (S) = Yangon 

Locality (L) = Yangon 

Common Name (CN) = Myanmar Online Security Service SHA256 CA       

E-mail Address (E) = mossca@moss.com.mm 

Table (3) – Distinguished Name Attributes in CA Certificates 

oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;\ Subject Name Field \ X. 501 Distinguished Name wGif 

tpdwftydkif;rsm; atmufazmfjyygZ,m;twdkif; yg&Sdygonf/ 

Attribute Value 

Country (C) = EdkifiHtrnf (e.g. mm) 

Organization (O) = atmufygtwdkif;toHk;ûyygonf/ Web Server Certificate rsm;twGuf 

iSm;&rf;oHk;pGJol\ Domain trnfudk oHk;pGJygonf/ Individual certificate 

rsm;wGif ukrÜPD&Sdygu xnfhoGif;&ef? r&Sdygu uGufvyfxm;&ef/       Oyrm- 

Myanmar Online Security Service Co., Ltd.  

Organization Unit (OU) = MOSS CA \ Certificate udk iSm;&rf;oHk;pGJolrsm; \ Certificate wGif OU 

Attribute rsm;pGmyg0ifEdkifygonf/  

 iSm;&rf;oHk;pGJol\Xmetrnf (&Sdygu) Oyrm- MOSS CA 

State or Province (S) = iSm;&rf;oHk;pGJolaexdkifonfh jynfe,f^wdkif;trnf                      

Oyrm- Yangon 

Locality (L) = NrdKUe,f^ &yfuGufvdyfpm xnfhvdkyguxnfh&ef 

Oyrm- Yangon 
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Common Name (CN) = þ Attribute wGif 

- Domain Name (for Web Server Certificates) 

- Organization Name/ User Name (for Code / Object Signing 

Certificates) 

- Name (for individual certificates). Oyrm- Aung Aung 

E-mail Address (E) = iSm;&rf;oHk;pJGol\ e-mail vdyfpm 

e.g. aungaung@mptmail.net.mm 

Table (4) – Distinguished Name Attributes in End User Subscriber Certificates  
 

oufaocHvufrSwf iSm;&rf;oHk;pGJolwdkif;onf uGJjym;jcm;em;&Sif;vif;í wpfckwnf;jzpfaom X.501 

Distinguished  Name (DN) wpfck oufaocHvufrSwf\ Subject Name wGif yg&Sdygonf/ 

 

 3.1.2   trnfrsm; t"dyÜg,fjynfh0ap&efvdktyfjcif; (Need for Name to be Meaningful) 

oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;onf oufaocHvufrSwfrsm;\ Subject Field wGifyg0ifrnfh 

trnfrsm;udk em;vnf&efvG,fulonfh? trsm;od&Sdaom &Sif;vif;aom ? t"dyÜg,f&Sdonfh ? 4if;wdkY\ wnf&SdrIudk 

qHk;jzwfay;&ef trnfrsm;udk toHk;ûy&rnf/ 

 

3.1.3  oufaocHvufrSwf iSm;&rf;oHk;pGJol\ trnfuGJrsm; 

  (Anonymity or Pseudonymity of Subscribers) 

MOSS CA onf oufaocHvufrSwfiSm;&rf;oHk;pGJ&ef avQmufxm;olrsm;tm; rdrd (odkY) tzGJYtpnf; 

\ trnfrsm;udk emrnf&if; r[kwfonfh tjcm;aomtrnfrsm; xm;&SdoHk;pGJcGifhrûyyg/ 

 

3.1.4  trnfrsm;udk bmomjyefrnfh pnf;rsOff;rsm; (Rules for Interpreting Various Name Forms) 

 jyXmef;xm;Ncif;r&Sdyg/ 
 

3.1.5  trnfrsm;xyfwlrIr&Sdjcif;  (Uniqueness of Names) 

oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;\ Subject Distinguished Name rsm;onf MOSS CA 

\ Domain twGif;wGif wpfrsdK;wnf; (Unique) jzpf&rnf/ 

 

 

  

3.1.6  todtrSwfjyKjcif;? ppfrSefaMumif;xif&Sm;apjcif;ESifh ukefypönf;trSwftom;rsm;\ tcef;u@  

 (Recognition, Authentication and Role of Trademarks) 
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MOSS CA onf oufaocHvufrSwfavQmufxm;olrsm;tm; tjcm;olrsm;\ ÓPpGrf;&nf 

ydkifqdkifrIqdkif&m tcGifhta&; (Intellectual Property Right (IPR)) ukd usL;vGefrIjzpfaponfh trnfrsm;oHk;pGJ 

avQmufxm;jcif; cGifhrjyKyg/ avQmufxm;olrsm;onf tjcm;olrsm;\ IPR udk azmufzsufjcif;&Sd^r&Sdukd MOSS 

CA rS ppfaq;jcif; rjyKvkyfyg/ tu,fí xdkodkYtjiif;yGm;rIrsm; ay:aygufvmygu MOSS CA onf 

xdkol\oufaocHvufrSwf avQmufxm;jcif;ESifh oufaocHvufrSwfwdkYudk y,fzsufEdkifonf (odkY) qdkif;iHhxm; 

ydkifcGifh&Sdonf/ 

 

3.2  ueOD; rnfolrnf0gjzpfaMumif; ppfaq;jcif;  (Initial Identity Validation 

3.2.1  Private Key ydkifqdkifaMumif;oufaojyrnfhenf;vrf; 

 (Method to Prove Possession of Private Key) 

oufaocHvufrSwfavQmufxm;olonf oufaocHvufrSwfxkwf&mwGif toHk;jyKrnfh Private Key 

onf ¤if;ydkifqdkifNcif; rSefuefaMumif; oufaojy&rnf/ xdkodkYoufaojy&mwGif PKCS#10 File (odkY) 

tjcm;aom ¤if;uJhodkYaom Cyrptographic enf;vrf;rsm; (odkY) MOSS CA rS oabmwlxm;onfh 

enf;vrf;rsm;jzifh oufaojyEdkifygonf/ MOSS CA rS iSm;&rf;oHk;pGJoludk,fpm; Key rsm; Generate 

jyKvkyfay;ygu þvdktyfcsufonf tusHK;r0ifyg ^ roufqdkifyg/ 

 

3.2.2  tzGJUtpnf; ppfrSefrI&SdaMumif; xif&Sm;ap&efppfaq;jcif; 

 (Authentication of Organization Identity)  

oufaocHvufrSwfwGif tzJGYtpnf;trnfrsm; yg0ifonfhtcgwdkif;wGif xdktzJGYtpnf; trSefwu,f 

wnf&dSrIESifh oufaocHvufrSwfavQmufxm;olrS ay;aom avQmufxm;rIyg tjcm;tcsufrsm; (ppfaq;&ef 

rvdktyfonfh tcsufrsm;rSvJGí) rSefuefrI&dSaMumif;udk MOSS CA \ rSwfyHkwifjcif;qdkif&mvkyfief;rsm; 

aqmif&Gufaom tzGJYtpnf; (RA) rS  Document ppfaq;onfh enf;vrf;rsm;twdkif; ppfaq; twnfjyKyg 

onf/ RA onf oufaocHvufrSwfavQmufxm;oltm; ppfaq;&mwGif tedrfhqHk;tqifhtm;jzifh -  

 tzJGYtpnf;trSefwu,fwnf&dSaMumif;udk tpdk;&tzGJYtpnf;rS xkwfay;xm;onfh tzJGYtpnf;qdkif&m 

pm&Gufpmwrf;rsm; (odkY) tzJGYtpnf;wnf&dSrIudk tmrcHEdkifonfh tmPmydkiftzJGYtpnf; wpfckck 

\ pm&Gufpmwrf; ? axmufcHcsufrsm;udk ppfaq;jcif;rsm; jyKvkyfygrnf/ 

 oufaocHvufrSwfavQmufxm;oltm; ,if;tzGJYtpnf;rS cGifhjyKcsufjzifh avQmufxm;jcif;jzpf 

aMumif; ? tzGJYtpnf;rS od&SdaMumif;udk w,fvDzkef; (odkY) pm (odkY) tjcm;aom enf;vrf;rsm;udkoHk;í 

ppfaq; twnfjyKygonf/ oufaocHvufrSwfwGif yk*¾dKvfwpfOD;OD;\ trnfonf 

tzJGYtpnf;\ udk,fpm;vS,ftaejzifh yg0ifonfhtcg xdkolonf ,if;tzJGYtpnf;\f 0efxrf; [kwf ? 

r[kwfESihf tzGYJtpnf;udk,fpm; vkyfydkifcGifh &Sd ? r&dS wdkYudk MOSS CA ESifh RA  rS ppfaq;ygonf/  
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 oufaocHvufrSwfwGif Domain Name  (odkY) E-mail Domain rsm;yg0ifygu oufaocHvufrSwf 

avQmufxm;olonf xdk Domain Name udk oHk;pGJcGifhESifh E-mail Domain Name udk oHk;pJGcGifh &dS ? r&dS 

wdkYudk ppfaq;rnf jzpfygonf/ 

jrefrmEdkifiHtpdk;&rS jyXmef;xm;aom Oya'rsm; ? oufqdkifonfhenf;Oya'rsm; ? trdefYaMumfjimpmrsm;? 

vdkifpifpm&Gufpmwrf;rsm;ESifh vkyfxHk;vkyfen;frsm;twdkif; tjcm;aom ppfaq;rIrsm;udkvdktyfygu jyKvkyf 

oGm;rnf jzpfygonf/ 

 

3.2.3   wpfOD;csif;pD\ wnf&dSrIudk ppfaq;jcif; (Authentication of Identity) 

  oufaocHvufrSwf avQmufxm;ol wpfOD;wpfa,mufcsif;pD\ Identity ppfaq;jcif;udk 

oufaocHvufrSwf trsdK;tpm;tvdkuf jyKvkyfygrnf/ avQmufxm;oludk tedrfhqHk;tm;jzifh EdkifiHom;pdppfa&; 

u'fjym; (odkY) rSwfykHwifu'f (odkY) EdkifiHul;vufrSwfESifh wdkufqdkifppfaq;jcif;rsm; ûyvkyfygrnf/ 

 oufaocHvufrSwfiSm;&rf;oHk;pGJoltm;ppfaq;jcif;jyKvkyfrnfhtcsufrsm; (Authentication Standard) 

udk oufaocHvufrSwf trsdK;tpm;tvdkuf atmufygZ,m;wGif azmfjyxm;ygonf/ 

 

oufaocHvuf 

rSwftrsdK;tpm; 

ppfaq;rnfhenf;vrf; 

Class – 1 ppfaq;rIrjyKvkyfyg/ odkYaomf oufaocHvufrSwfavQmufxm;ol\ E-mail  jzifh 

jyefMum;csuf (Reply) vufcH&&dSrSom oufaocHvufrSwf xkwfay;ygrnf/ 

Class-2 oufaocHvufrSwf avQmufxm;olrS ay;aomtcsuftvufrsm;udk MOSS CA (odkY) RA 

rS vufcHaom rSwfwrf;rsm; (Database) odrf;qnf;xm;onfhtzJGYtpnf;rsm; (odkY) pD;yGm;a&; 

qdkif&mrSwfwrf;rsm;? vrf;nTefpmtkyfrsm;? 0efxrf;pm&if;rsm;^rSwfwrf;rsm; (odkY) Database 

rsm;&Sd tcsuftvufrsm;ESifh wdkufqkdifppfaq;jcif;rsm; jyKvkyfygonf/ 

Class-3 Class-3 Certificate ppfaq;jcif;udk avQmufxm;oludk,fwdkif MOSS CA \ RA  

a&SharSmufodkY vludk,fwkdifvma&mufapjcif;jzifh ppfaq;ygonf/ avQmufxm;oludk EdkifiHom; 

pdppfa&; u'fjym; (odkY) rSwfykHwifu'f&dS"gwfyHk (odkY) EdkifiHul;vufrSwf&dS "gwfyHkESifh wdkufqdkif 

ppfaq;jcif; rsm; jyKvkyfygonf/ 

Table (5)- Authentication of individual identity  
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3.2.4 tcsif;csif;vkyfief;vkyfaqmifEdkifrI&Sd&eftwGuf oufrSwfcsufrsm; 

 (Criteria For Interoperation) 

jyXmef;xm;jcif;r&Sdyg/ 

 

3.3  oufwrf;wdk;&efavQmufxm;rIrsm;udk rSefuefrI&Sd?r&Sd ppfaq;jcif;ESifh oufaocHrIppfaq;jcif;  

 (Identification and Authentication for Re-Key Request) 

'pf*spfw,foufaocHvufrSwfrsm;oufwrf;rukefqHk;rDoufaocHvufrSwftoHk;jyKjcif; jywfawmufrSK 

r&dSap&eftwGuf oufaocHvufrSwftopfwpfck &&dS&efvdktyfygonf/ oufaocHvufrSwfrsm;tm;vHk; 

oufwrf;wdk;onfhtcg tydk'f (4.2) twdkif;ppfaq;í oufwrf;ukefqHk;rnfh oufaocHvufrSwf\ae&mwGif 

tpm;xkd;&eftwGuf oufaocHvufrSwftopfwpfckukd MOSS CA rS xkwfay;ygonf/ 

 

3.3.1  yHkrSefoufwrf;wdk; (Re-Key) rsm;uddkppfaq;jcif;ESifh twnfûyjcif; 

 (Identification and    Authentication for Routine Re-Key)  

oufaocHvufrSwf oufwrf;wdk;jcif; (Re-Key) rjyKvkyfrD Re-Key avQmufxm;jcif;jyKvkyfol ? 

vlyk*¾dKvf (odkY) tzJGYtpnf;onf xdkoufaocHvufrSwfudkifaqmifol (Subscriber) tppftrSefjzpfaMumif; 

tydk'f (4.6) yg owfrSwfcsufrsm;twdkif;ppfaq;ygonf/  

oufaocHvufrSwftrsdK;tpm; (Class 1) twGuf oufwrf;wdk;jcif; vufcHrnfhenf;vrf;wpfckrSm 

Challenge Phrase (odkY) tvm;wlwpfckck (odkY) Private Key ydkifqdkifaMumif; oufaojyjcif;wdkYjzifh 

oufwrf;wdk; avQmufxm;jcif;udkvufcHjcif;jzpfygonf/ oufaocHvufrSwfoufwrf;wdk;jcif; aqmif&Guf&m 

wGif oufwrf;wdk;avQmufxm;olonf 4if;\ Challenge Phrase  (odkY) tvm;wludk rSefuefpGmjznfhpGufay;Edkif? 

ajymEdkifonfhtjyif oufwrf;wdk;avQmuf&mwGif jznfhoGif;onfhtcsufrsm;ESifh ueOdD;oufaocHvufrSwf 

avQmufxm;&mwGif jznfhoGif;onfhtcsuftvufrsm; (aumfydk&dwfESifh Technical Contact Information rsm; 

tygt0if) uGJjym;rI ? ajymif;vJrIr&dSygu oufwrf;wdk;oufaocHvufrSwftopfudkf xkwfay;rnfjzpfygonf/ 

Rekey  (odkY) Renewal    jyKvkyf&efawmif;qdkonfhtcgwdkif; MOSS CA onf oufaocHvufrSwf 

iSm;&rf;oHk;pGJol avQmufxm;pOfu toHk;jyKonfh ppfaq;onfhenf;vrff;rsm; ? oufaocHrIppfaq;jcif; 

jyKvkyffonfh enf;rsm;twdkif; jyefvnfppfaq;ygonf/  

 

3.3.2 oufaocHvufrSwfy,fzsufNyD;aemuf oufwrf;wdk; (Re-Key) jyKvkyf&ef avQmufxm;jcif; rsm;udk       

ppfrSefaMumif;ppfaq;jcif;ESifh rSefuefaMumif;twnfjyKjcif; 

          (Identification and Authentication for Re-Key After Revocation) 

  atmufazmfjyygtaMumif;rsm;aMumifh oufaocHvufrSwfudky,fzsufcH&NyD;aemuf oufwrf;wdk;  (Re-

key  ESifh Renewal)   ûyvkyf&ef avQmufxm;vmjcif;rsm;udk cGifhjyKrnfr[kwfyg/ 
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 oufaocHvufrSwfrsm; (Class-1 Certificate rSvJGí) MOSS CA (odkY) RA 

\ w&m;0ifcGifhûycsufr&&dSyJ oufaocHvufrSwfxkwfay;xm;jcif;aMumifh y,fzsufcH&cJh 

vQif ? 

 oufaocHvufrSwfavQmufxm;ol\ vufrSwfavQmufxm;jcif;qdkif&mtcsufrsm;udk twnf  

ûyay;olrS avQmufxm;csufyg tcsufrsm;onf rSm;,Gif;azmfjyonf (odkY) rSm;,Gif;aeaMumif; 

usdK;aMumif;cdkifvHkpGmod&dSí oufaocHvufrSwfy,fzsufcH&cJhvQif ? 

 MOSS CA ESifh ,if;\vkyfief;rsm;udk umuG,fapmifha&Smuf&eftwGuf tjcm;aom 

taMumif;jycsufudpörsm;aMumifh y,fzsufjcif;cH&cJhvQif ? 

 

3.4 oufaocHvufrSwfy,fzsuf&ef awmif;qdkjcif;twGuf ppfaq;jcif;ESifhtwnfjyKjcif;  

(Identification and Authentication for Revocation Request)  

rnfonfhoufaocHvufrSwfudkrqdk y,fzsufjcif;rjyKrD oufaocHvufrSwfy,fzsuf&ef MOSS CA 

ESifh oufaocHvufrSwfavQmufxm;olukd,fwdkifrS awmif;qdkjcif;[kwf ? r[kwfudk aocsmpGm ppfaq;í 

qHk;jzwffygonf/ oufaocHvufrSwfudkifaqmifolrS y,fzsufay;&ef awmif;qdk ? avQmufxm;jcif;rsm;udk 

ppfaq;twnfjyK (Authentication) aom vkyfxHk;vkyfenf;rsm;wGif atmufygtcsufrsm; yg0ifonf/ 

 wpfcsdKUaom oufaocHvufrSwf trsdK;tpm;rsm;wGif y,fzsuf&efavQmufxm;olonfoufaocHvuff 

rSwfudkifaqmifol\ Challenge Phrase vQdKU0Sufpum;pk (odkY) tvm;wlpum;pkjzifh avQmufxm;NyD; 

xdkpum;pkonfrSwfwrf;xdef;odrf;xm;aompum;pkESifhwlnDvQifoufaocHvufrSwfudky,fzsufay;jcif;? 

 iSm;&rf;oHk;pGJolrS oufaocHvufrSwfy,fzsuf&ef (Revoke) awmif;qdkonfhavQmufvTmudk 4if;rS 'pf 

*spfw,fvufrSwfa&;xdk;íavQmufxm;NyD; xdk'pf*spfw,fw,fvufrSwfonfvnf; rSefuefvQif 

y,fzsufay;jcif; ? 

 oufaocHvufrSwfavQmufxm;olxH qufoG,ftaMumif;Mum;í y,fzsuf&efawmif;qdkolonf 

oufaocHvufrSwfudkifaqmifoludk,fwdkifjzpfaMumif; aocsmapjcif; ? (xddkodkYqufoG,f&mwGif tajc 

taeay:wGifrlwnfí Phone ? Fax ? E-mail ? Courier Service rsm;udk toHk;jyKEdkifygonf) / 

MOSS CA \ RA rsm;rS Revocation Request rsm; ay;ydkY&mwGif RA Administrator rS 

vufrSwfa&;xdk;í y,fzsufay;&ef awmif;qdk&rnf/ 
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4. oufaocHvufrSwf Life-Cycle vkyfief;aqmif&GufrI vdktyfcsufrsm; 

(Certificate Life-Cycle Operational Requirements) 

4.1 oufaocHvufrSwf avQmufxm;jcif; (Certificate Application) 

 oufaocHvufrSwfoHk;pJG&ef avQmufxm;vkdygu taqmif (17)? ajrnDxyf? MICT Park?  

wuúodkvfrsm;vdIife,fajr ? &efukefjrKdU&Sd MOSS Sale Office RA xHokdY qufoG,favQmufxm;Ekdifygonf/ 

avQmufvTmykHpHukd MOSS CA \ Website jzpfaom www.moss.com.mm wGif Download jyKvkyfí 

jznfhpGufavQmufxm;Ekdifyg onf/     

 

4.1.1  oufaocHvufrSwfavQmufxm;cGifh&Sdolrsm; (Who Can Submit a Certificate Application?) 

 atmufygtcsufrsm;ESifh udkufnDolrsm; avQmufxm;Edkifygonf/ 

 oufaocHvufrSwfavQmufxm;oludk,fwkdif ? 

 ukrÜPD? tzGJYtpnf;trnfjzifh avQmufxm;ygu w&m;0ifrSwfyHkwifxm;aomukrÜPD ? 

tzGJYtpnf;\ w&m;0ifudk,fpm;vS,f (Any Authorized Representative) ? 

 MOSS CA \ w&m;0if udk,fpm;vS,frsm; ? 

 RA \ w&m;0if udk,fpm;vS,frsm; / 

 

4.1.2  pm&if;ay;oGif;jcif; vkyfief;ESifh vkyfief;wm0ef,lrIrsm; 

 (Enrollment Process and Responsibilities)  

avQmufxm;oltm;vHk;onf pm&if;ay;oGif;jcif;vkyfief; (Enrollment) wGifyg0ifaom Certificate 

Application tm;a&;om;jznfhpGuf&mwGif rSefuefaom? ppfrSefaom tcsuftvufrsm;jzifh jznfhpGufay;&rnf/ 

oufaocHvufrSwfavQmufxm;oltm;vHk;onf oufaocHvufrSwf iSm;&rf;oHk;pGJol oabmwlnDcsuf 

(Subscriber Agreement) wGif yg0ifaom tcsufrsm; ? tmrcHcsufrsm;udk oabmwlnDrI&Sd&rnf/ 

oufaocHvufrSwfavQmufxm;olrS Key Pair (Public Key ESifh Private Key) udk rdrdbmom jyKvkyfygu   

(u) MOSS CA (odkY) RA xHodkY 4if;wdkY\ Public Key tm;ay;ydkYjcif; ? (Certificate Signing  

Request File (PKCS #10)) ay;ydkYjcif; ? 

(c) MOSS CA (odkY) RA xHodkY Public Key ESifhudkufnDrI&Sdaom Private Key trSefwu,f 

ydkifqdkifaMumif;oufaojyjcif;wdkYudk vkyfaqmif&rnf/ 

vdktyfygu oufaocHvufrSwfavQmufxm;oludk,fpm; MOSS CA (odkY) RA rS Key Pair Generate   

jyKvkyfay;jcif;udk aqmif&Gufygonf/ 
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4.2 oufaocHvufrSwfavQmufxm;jcif;udkvufcHaqmif&Gufjcif; 

(Certificate Application Processing) 

4.2.1  ppfaq;jcif;vkyfief;rsm;udkaqmif&Gufjcif; 

  (Performing Identification and Authentication Functions) 

MOSS CA ESifh RA rsm;onf  oufaocHvufrSwfavQmufxm;olrsm;tm; vufrSwfxkwfay;jcif; 

rjyLrD tcsuftvufrsm;tm; ppfaq;jcif;udk tydk'f (3.2) twkdif; aqmif&Gufygonf/  

 

4.2.2  oufaocHvufrSwfavQmufxm;jcif;udk vufcHjcif; (odkU) jiif;y,fjcif;  

 (Approval or Rejection of Certificate Applications) 

 oufaocHvufrSwfavQmufxm;olonf ueOD;ppfaq;jcif; (Initial Identity Validation) udk tykd'f 

(3.2) twkdif; jyKvkyfatmifjrifí owfrSwfxm;aom aiGaMu;udkay;oGif;cJYvQif MOSS CA (odkY) RA onf 

avQmufxm;oltm; oufaocHvufrSwfudk xkwfay;rnfjzpfygonf/ 

MOSS CA (odkY) RA onf atmufazmfjyygtcsufrsm; jzpfyGm;vQiff oufaocHvufrSwf 

xkwfay;jcif;udk jiif;y,fEdkifonf/ 

 Initial Identity Validation ppfaq;jcif;udk ratmifjrifcJYvQif ? 

 avQmufxm;olonf vdktyfaomaxmufcHpm? yl;wGJpm&Gufpmwrf;rsm;ay;&ef ysufuGufcJhvQif ? 

 taMumif;Mum;pmrsm;udk owfrSwftcsdeftwGif; ta&;,laqmif&Gufjcif;? taMumif;jyefMum;jcif; 

r&SdcJhvQif ? 

 owfrSwfxm;aom aiGaMu;udkay;oGif;&ef ysufuGufcJhvQif ? 

 oufaocHvufrSwf avQmufxm;oltm; oufaocHvufrSwfxkwfay;jcif;onf MOSS CA (odkY) RA 

twGuf enf;ynmydkif;qdkif&m xdcdkufrIrsm;ESifh MOSS CA (odkY) RA \ *kPfodu©m 

xdcdkufedkifonf[k ,lqvQif ? 

 

4.2.3  oufaocHvufrSwfavQmufxm;jcif;udk vufcHaqmif&Gufay;onfhMumjrifhcsdef  

 (Time to Process Certificate Applications) 

 oufaocHvufrSwfavQmufvTmESifhtwl vdktyfaom yl;wGJtaxmuftxm;rsm; jynfhpHkpGm jznfhpGuf 

wifjyjyD;onfhtcsdefrSpí MOSS CA (odkY) RA onf oufaocHvufrSwfxkwfay;&ef aqmif&Gufygonf/ 

oufaocHvufrSwftm; tvkyfvkyf&uf (7)&uftwGif; xkwfay;ygonf/ CA rS oufaocHvufrSwf 

xkwf,lEdkifaMumif;udk avQmufxm;oltm; e-mail (odkY) pmjzifh (odkY) zkef;jzihf taMumif;Mum;ygonf/ 

oufaocHvufrSwf avQmufxm;jcif;onf jiif;y,fjcif; ? y,fzsufjcif;rcH&onfhtcsdeftxd avQmufxm;jcif; 

wnfjrJonf (active) [k owfrSwfygonf/ 
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4.3 oufaocHvufrSwf xkwfay;jcif; (Certificate Issuance) 

4.3.1  oufaocHvufrSwfxkwfay;pOf MOSS CA rS aqmif&GufrIrsm; 

  (MOSS CA Actions during Certificate Issuance )   

 MOSS CA onf oufaocHvufrSwf avQmufvTmwGif yg0ifaom tcsuftvufrsm;udk toHk;jyKí 

oufaocHvufrSwf xkwfay;ygonf/ oufaocHvufrSwfxkwfNyD;aemuf MOSS CA (odkY) RA onf 

avQmufxm;olxH taMumif;Mum;ygonf/ oufaocHvufrSwftrsdK;tpm; (Class 2, Class 3) twGuf 

avQmufxm;olrSoufaocHvufrSwfxkwf,lEdkifaMumif;taMumif;Mum;pmESifhtwl oufaocHvufrSwfudk RA  

xH avQmufxm;oludk,fwdkif vma&mufxkwf,l&rnf/ oufaocHvufrSwftrsdK;tpm; (Class 1) twGuf 

WebSite rS download vkyfíaomfvnf;aumif; ? vludk,fwdkifrvma&mufEdkifygu udk,fpm;xkwf,lEdkif&ef 

vnf;aumif; pDpOfxm;ygonf/ avQmufxm;olonf Public Key wpfckxufydkí oufaocHvufrSwf 

xkwfay;&efavQmufxm;ygu xkwfay;onfhoufaocHvufrSwfta&twGuft& usoifhaiGudk ay;aqmif 

&rnfjzpfygonf/ MOSS CA onf vufrSwfa&;xdk;jcif;vkyfief; (Signing Operations) rsm;udk tpdk;& 

&Hk;zGifh&ufrsm;wGifom jyKvkyfygonf/  

 

4.3.2  MOSS CA rS iSm;&rf;okH;pGJolxH oufaocHvufrSwfxkwf,l&ef taMumif;Mum;jcif; 

 (Notifications to Subscriber by the MOSS CA of Issuance of Certificates )   

MOSS CA rS oufaocHvufrSwfjyKvkyfNyD;aMumif; RA odkY OD;pGm taMumif;Mum;ygonf/ RA rS 

oufaocHvufrSwf xkwf,lEdkifNyDNzpfaMumif; iSm;&rf;okH;pGJolxH Phone ? Fax ? E-mail ? Courier Service rsm; 

(wpfckck)udk toHk;jyKítaMumif;Mum;ay;ygonf/ 

 

4.4 oufaocHvufrSwfudkvufcHjcif; (Certificate Acceptance) 

4.4.1  oufaocHvufrSwfudk&,lvufcHjcif; (Conduct Constituting Certificate Acceptance) 

 oufaocHvufrSwftm; download jyKvkyfí &,lcJhvQif (odkY) oufaocHvufrSwfyg tcsuftvuf 

rsm;ESifh oufaocHvufrSwfonf rSm;,Gif;aMumif; MOSS CA (odkY) RA xHxkwfay;onfh&ufrSpí (15) 

&uftwGif; uefYuGufpm ay;ydkYjcif;r&SdcJhvQif oufaocHvufrSwftm; vufcHonf[k owfrSwfygonf/ 

 

4.4.2  oufaocHvufrSwfrsm;tm;xkwfjyefay;jcif; (Publication of Certificate by the MOSS CA) 

MOSS CA rS xkwfay;vdkufaom oufaocHvufrSwfrsm;tm; trsm;jynfolMunfh&Iedkif&ef MOSS 

CA\ oufaocHvufrSwfrSwfwrf;wdkuf (Repository) wGif xkwfjyefaMunmay;xm;rnf jzpfygonf/ 

xkdYtjyif RootCA\ trsdK;om;oufaocHvufrSwfrSwfwrf;wdkuf (National Repository) wGifvnf; 

xkwfjyefay;xm;rnf jzpfyg onf/ 
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4.5 Key rsm;ESifh oufaocHvufrSwftoHk;jyKrI (Key Pair and Certificate Usage) 

4.5.1  Subscriber \ Private Key ESifh oufaocHvufrSwftoHk;jyKrI 

 (Private Key and Certificate Usage) 

oufaocHvufrSwfudk toHk;jyKolonf iSm;&rf;oHk;pGJolrsm;\ oabmwlnDcsuf (Subscriber 

Agreement) ESifh CP ? þ CPS wdkYwGifyg0ifonfh owfrSwfcsufrsm;twdkif; vdkufem&ef oabmwlnDrSom 

oufaocHvufrSwfudk oHk;pGJ&rnf/ oufaocHvufrSwfwGif yg0ifaom Key Usage Field Extension ESifh 

oufaocHvufrSwftm; toHk;jyKjcif;wdkYonf udkufnDrI&Sd&rnf/ (Oyrm- oufaocHvufrSwfwGif Digital 

Signature udkvkyfaqmifcGifhrjyKcJhvQif oufaocHvufrSwfudk vufrSwfa&;xdk;&eftwGuf toHk;jyKjcif; rjyKvkyf 

&yg/) 

oufaocHvufrSwfoHk;pGJolrsm;onf rdrdwdkY\ Private Key rsm;udktcGifhr&SdaomolrS toHk;rjyKEdkif&ef 

umuG,f aqmif&Gufxm;&rnf/ oufaocHvufrSwfoufwrf;ukefqHk;NyD; aemufydkif;ESifh y,fzsufNyD; aemuffydkif; 

wGif xdkoufaocHvufrSwfudk qufvuftoHk;rjyK&yg/ 

 

4.5.2   Relying Party rS Public Key ESifh oufaocHvufrSwftoHk;ûyrIrsm; 

  (Relying Party Public Key and Certificate Usage)  

Relying Party rsm;onfoufaocHvufrSwfESifh ,if;oufaocHvufrSwfudktoHk;jyKía&;xdk;xm;aom 

'pf*spfw,fvufrSwfudk ,HkMunftoHk;jyKjcif; jyKvkyf&mwGif Relying Party Agreement wGif a&;om;xm;aom 

tcsuftvufrsm;udk oabmwlrSom vufcHtoHk;ûy&rnf/ 

oufaocHvufrSwfwpfckay:wGif ,HkMunfoHk;pGJrIonf tajctaetrsdK;rsdK;ay:rlwnfítaMumif; 

tusdK;oifhavsmfrI &Sd ? r&Sd udk Relying Party rsm; udk,fwdkifpOf;pm;? qHk;jzwfívufcH&rnf/ tu,fí 

tajctaewpfckonfaemufxyftmrcHcsufrsm;&,loifhonf[k,lqygu Relying Party onf xdkodkY ,HkMunf 

oHk;pGJjcif;jyKvkyf&eftwGuf vdktyfaomtmrcHcsufrsm;udk xyfrH&,l&rnf jzpfygonf/ 

xkduJhodkYaom ,HkMunfoHk;pGJrIrsm; rjyKvkyfrD Relying Party rsm;onf atmufygtcsufwdkYudk 

vGwfvyfpGm oHk;oyfjcif; (assess)  jyKvkyf&rnf/ 

 Certificate  wGifazmfjyxm;onfh toHk;jyKrSkU &nf&G,fcsuft& oufaocHvufrSwftm; toHk;jyKjcif;rSm 

oifhavsmfrI &Sd ? r&Sd ?  

 þ CPS rS wm;jrpf ? uefYowfxm;jcif;r&Sdaomoifhawmfonfh&nf&G,fcsufwpfcktwGuf trSef 

wu,f toHk;jyKjcif;[kwf ? r[kwf ?  

 oufaocHvufrSwfESifh ,if;oufaocHvufrSwfukd xkwfay;cJhaomol (Root CA, CA) 

rsm;\ oufaocHvufrSwf tajctaersm; (Status) ukdppfaq;&rnf/ oufaocHvufrSwf  Chain 

wGifyg0ifaomoufaocHvufrSwfwpfckckonf y,fzsufjcif;cHxm;&aomoufaocHvufrSwf jzpfygu 
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Relying Party onf xkdoufaocHvufrSwfukd ,kHMunf&ef oifh ? roifhESifh y,fzsufcH&rIrSm 

usKd;aMumif; qDavsmfrI &Sd ? r&Sdukd tokH;rjyKrD  pkHprf;ppfaq;&ef wm0ef&Sdygonf/ 

MOSS CA ESifh RA rsm;onf oufaocHvufrSwf toHk;jyKjcif;\  oifhavsmfrI &Sd ? r&Sdudk ppfaq;&ef 

wm0efr&Sdyg/ oufaocHvufrSwfoHk;pGJrIonf oifhavsmfonf[k ,lqvQif Relying Party rsm;onf oifhavsmf 

onfh Software ESifh (odkY) Hardware udktoHk;jyKí 'pf*spfw,fvufrSwf (Digital Signature) rSefuefaMumif; 

ppfaq;rI (Digital Signature Verification) udk jyKvkyfjcif;aomfvnf;aumif; ? tjcm;aom Cryptographic 

Operation udktoHk;jyKíaomfvnf;aumif; oufaocHvufrSwf\ rSefuefrIudkppfaq;&rnf/ þuJhodkY ppfaq; 

aqmif&GufrIrsm;ESifh oufaocHvufrSwftay:wGif ,HkMunfoHk;pGJrIwdkYonf qufpyffygonf/ xdkuJhodkY jyKvkyf 

ppfaq;aqmif&Gufjcif;wGif Certificate Chain wpfckowfrSwfjcif;ESifh ,if; Chain wGifyg0ifaom oufaocH 

vufrSwftm;vHk;\ Digital Signature rsm; rSefuefaMumif; ppfaq;jcif;wdkYvnf;yg0ifygonf/ 

 

4.6 oufaocHvufrSwf oufwrf;wdk;jcif; (Certificate Renewal) 

Certificate Renewal onf vuf&Sd Key Pair tm;toHk;jyKjyD; oufaocHvufrSwf oufwrf;wdk; 

avQmufxm;jcif;rsdK;jzpfygonf/  oufwrf;wdk;jcif;ukd oufaocHvufrSwf oufwrf;rukefqHk;rD (1) v MudKwif 

avQmufxm;&rnf/  Key Pair oufwrf; (2) ESpfjynfjhyD;ygu Key Pair topfwpfpHkoHk;í oufaocH 

vufrSwftopfjyKvkyf&ef MOSS CA xH avQmufxm;Edkifygonf/ 

  

4.6.1 oufaocHvufrSwf oufwrf;wdk;jcif;tajctae (Circumstances for Certificate Renewal)  

 oufaocHvufrSwfoufwrf;rukefqHk;rD xdkoufaocHvufrSwftoHk;jyKjcif;udk qufvufaqmif&Guf 

Edkif&eftwGuf iSm;&rf;oHk;pGJolrS oufaocHvufrSwfudk oufwrf;wdk;jcif; (Renewal) jyKvkyf&ef vdktyfyg 

onf/  

 

4.6.2  oufaocHvufrSwf oufwrf;wdk;avQmufxm;cGifh&Sdol (Who Can Request Renewal?) 

oufaocHvufrSwfavQmufxm;oludk,fwdkif (odkY) tzGJYtpnf;jzpfygu tzGJYtpnf;\oufaocH 

vufrSwfavQmufxm;jcif;udpörsm; aqmif&Guf&eftwGuf w&m;0ifpmjzifhwm0efay;tyfxm;onfh udk,fpm; 

vS,frSomvQif oufaocHvufrSwfoufwrf;wdk;jyKvkyf&ef awmif;qdkEdkifygonf/  

 

4.6.3  oufaocHvufrSwf oufwrf;wdk;jcif;aqmif&GufrI 

 (Processing Certificate Renewal Request) 

oufaocHvufrSwfoufwrf;wdk;jyKvkyf&mwGif rlvavQmufxm;cJhol trSefwu,fjzpfaMumif; 

aocsmap&ef MOSS CA (odkY) RA rS jyefíppfaq;ygonf/ Class 1 oufaocHvufrSwftwGuf Challenge 

Phrase (odkYr[kwf tvm;wl Phrase) wpfckudk toHk;jyKíaomfvnf;aumif; ? Private Key ydkifqdkifjcif;udk 
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oufaojyíaomfvnf;aumif; ? Renewal Request udkvufcHygonf/ iSm;&rf;oHk;pGJolrsm;onf oufaocH 

vufrSwfavQmufxm;pOfu jznfhpGufcJhaom Information rsm;ESifhtwl Challenge Phrase  (odkYr[kwf 

tvm;wl pum;pk) wpfckckudka&G;cs,fay;ydkY&rnf/ iSm;&rf;oHk;pGJolonf Certificate topfwpfck jyefvnf 

jyKvkyfonfhtcg ¤if;\ Challenge Phrase tygt0if avQmufxm;pOfujznfhoGif;cJhaom tcsuftvufrsm; 

ajymif;vJrIr&SdcJhvQif oufwrf;wdk;oufaocHvufrSwfudk xkwfay;ygrnf/ oufwrf;wdk;oufaocHvufrSwf 

avQmufxm;vmonfhtcgwdkif;wGif rlvoufaocHvufrSwf avQmufxm;pOfu MOSS CA (odkY) RA rS 

ppfaq;onfh enf;vrf;rsm;ESifh þ CPS wGif owfrSwfxm;aom ppfaq;&rnfh tcsufrsm;ESifhtnD 

avQmufxm;ol\ Identity udk jyefvnfppfaq;twnfjyKrnf jzpfygonf/ 

 

4.6.4  oufaocHvufrSwftopf xkwf,lEkdifaMumif; iSm;&rf;okH;pJGolokdYtaMumif;Mum;jcif; 

 (Notification of New Certificate Issuance to Subscriber) 

 oufaocHvufrSwftopf xkwf,lEkdifaMumif; iSm;&rf;okH;pJGolokdUtaMumif;Mum;jcif;ukd tykd'f 

(4.3.2) twkdif; aqmif&Gufygonf/ 

 

4.6.5  oufwrf;wdk;jyD; oufaocHvufrSwfrsm;udk xkwfjyefaMunmay;jcif; 

 (Publication of the Renewal Certification by MOSS CA)  

oufwrf;wdk; topfjyefvnfxkwfay;vdkufaom oufaocHvufrSwfudk MOSS CA\ trsm;jynfol  

Munfh&IEdkifaomoufaocHvufrSwf rSwfwrf;wdkuf ESifh RootCA\ trsdK;om;oufaocHvufrSwf 

rSwfwrf;wdkuf (National Repository) wdkYwGif xkwfjyefaMunmxm;rnf jzpfygonf/ 

 

4.7  Key Pair topfudktoHk;jyKíoufaocHvufrSwfoufwrf;wdk;jcif;  (Certificate Re-Key) 

Certificate Re-Key onf Public Key topfwpfckudk toHk;jyKí oufaocHvufrSwftopfwpfck 

xkwfay;jcif;jzpfygonf/  

 

4.7.1  Key Pair topfudk toHk;jyKí oufaocHvufrSwf oufwrf;wdk;&ef tajctaersm; 

 (Circumstances for Certificate Re-Key) 

Certificate Re-Key onf oufaocHvufrSwfwpfck\ vuf&SdtoHk;jyKaeaom Private Key vkHjcHK 

pdwfcs&rIudk oHo,&Sdaomtcg (odkY)  vuf&SdoHk;pGJaeaom  Key rsm;\oufwrf; (2) ESpf jynfhaomtcgwGif 

jyKvkyfEdkiffygonf/ xdkuJhodkY oufwrf;wdk;jcif;ukd oufaocHvufrSwf oufwrf;rukefqHk;rD (1) v MudKwif 

avQmufxm;&rnf/  
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4.7.2  oufaocHvufrSwftopfjyefvnffjyKvkyf&efawmif;qdkcGifh&Sdolrsm; 

 (Who May Request Certificate of a New Public Key) 

oufaocHvufrSwf oufwrf;wdk;jcif;twGuf Class 2 ESihf Class 3 oufaocHvufrSwfrsm;jzpfygu 

iSm;&rf;oHk;pGJoludk,fwdkifrSomvQif (odkYr[kwf) tzGJYtpnf;\ oufaocHvufrSwftwGuf vTJtyfxm;aom 

w&m;0ifudk,fpm;vS,frSomvQif oufaocHvufrSwftopf jyefvnffjyKvkyf&ef awmif;qdkEdkifygonf/ 

 

4.7.3  Key topftoHk;jyKí oufaocHvufrSSwfoufwrf;wdk;&ef awmif;qdkjcif;udk aqmif&Gufjcif; 

 (Processing Certificate Re-Keying Requests) 

Key topftoHk;jyKí oufaocHvufrSSwfoufwrf;wdk;&ef avQmufxm;olonf rlvoufaocH 

vufrSSwf avQmufxm;oludk,fwdkif (odkY) w&m;0ifudk,fpm;vS,f trSefwu,fjzpfaMumif; ppfaq;jcif; ESifh 

Authentication jzpf&eftwGuf owfrSwfxm;aomvdktyfcsufrsm;ESifh avsmfnDpGm jyefvnfppfaq;jcif;wdkYudk 

MOSS CA (odkY) RA onf vkyfxHk;vkyfenf;rsm;twdkif; (Challenge Phrase (odkYr[kwf tvm;wl Phrase) 

wpfckudk toHk;jyKíaomfvnf;aumif; ? Private Key ydkifqdkifrIudk oufaojyíaomfvnf;aumif;) aocsmpGm 

ppfaq;ygonf/ xkdodkY ppfaq;atmifjrifjyD;aom avQmufxm;olrsm;tm; oufaocHvufrSwfrsm;xkwfay;jyD; 

iSm;&rf;oHk;pGJolrsm;xHodkY oufwrf;wdk;oufaocHvufrSwfxkwf,lEdkifaMumif; taMumif;Mum;pmay;ydkYrnf jzpfyg 

onf/  

 

4.7.4 Key topftoHk;ûyí oufwrf;wdk;xm;aom oufaocHvufrSwfukd xkwf,lEkdifaMumif; iSm;&rf; 

okH;pJGolokdYtaMumif;Mum;jcif;  (Notification of New Certificate Issuance to Subscriber) 

Key topftoHk;ûyí oufwrf;wdk;xm;aom oufaocHvufrSwftopfukd xkwf,lEkdifaMumif; 

iSm;&rf;okH;pJGolokdY taMumif;Mum;jcif;ukd tykd'f (4.3.2) twkdif; aqmif&Gufygonf/ 

 

4.7.5 Key topftoHk;jyKí oufwrf;wdk;xm;aom oufaocHvufrSwftm; xkwfjyefaMunmay;jcif; 

(Publication of the Re-Keyed Certificate by the CA) 

oufwrf;wdk; topfjyefvnfxkwfay;vdkufaom oufaocHvufrSwfudk MOSS CA \ trsm;jynfol  

Munfh&IEdkifaom oufaocHvufrSwfrSwfwrf;wdkuf (Website) ESifh RootCA \ trsdK;om;oufaocHvufrSwf 

rSwfwrf;wdkuf (National Repository) wdkYwGif xkwfjyefaMunmxm;rnf jzpfygonf/ 
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4.8 oufaocHvufrSwfjyKjyifajymif;vJjcif; (Certificate Modification) 

4.8.1  oufaocHvufrSwfjyKjyifajymif;vJrItajctaersm; 

 (Circumstances for Certificate Modification) 

oufaocHvufrSwfjyKjyifajymif;vJjcif; (Modification) onf iSm;&rf;oHk;pGJol\ Public Key rS vGJí 

vuf&Sd oufaocHvufrSwfwpfckwGifyg0ifaom tcsuftvufrsm;ajymif;vJrIaMumifh oufaocHvufrSwf 

topfwpfckxkwfay;&eftwGuf avQmufxm;jcif;udk &nfnTef;ygonf/ oufaocHvufrSwfjyKjyif ajymif;vJjcif; 

(Modification) onf tydk'f (4.1) wGifazmfjyxm;aom oufaocHvufrSwfavQmufxm;jcif;ESifh wlnDonf[kk 

pOf;pm;ygonf/  

 

4.8.2  oufaocHvufrSwfjyKjyifajymif;vJ&efawmif;qdkcGifh&Sdol 

 (Who May Request Certificate Modification) 

 tydk'f (4.1.1) twdkif;aqmif&Gufygonf/ 

 

4.8.3  oufaocHvufrSwf jyKjyifajymif;vJay;&ef awmif;qdkrIrsm;udk aqmif&Gufjcif; 

 (Processing Certificate Modification Requests) 

 MOSS CA (odkY) RA onf oufaocHvufrSwfjyKjyifajymif;vJ&ef avQmufxm;ol\ vdktyfaom 

tcsuftvufrsm;tm; ppfrSefrIppfaq;jcif; (Identification ESifh Authentication) udk tykd'f (3.2) twdkif; 

ûyvkyfygrnf/ 

 

4.8.4  oufaocHvufrSwftopfxkwfjyD;aMumif; iSm;&rf;oHk;pGJolrsm;odkYtaMumif;Mum;jcif; 

 (Notification of New Certificate Issuance to Subscriber) 

  MOSS CA (odkY) RA onf oufaocHvufrSwftopfxkwfjyD;ygu avQmufxm;olxHodkY tD;ar;(vf) 

(odkYf) pm (odkY) tjcm;aomenf;vrf;rsm;udk toHk;jyKí taMumif;Mum;rnfjzpfygonf/ 

 

4.8.5  jyKjyifajymif;vJjyD;aom oufaocHvufrSwfudkvufcHjcif; 

 (Conduct Constituting Acceptance of Modified Certificate ) 

 tydk'f (4.4.1) twdkif;aqmif&Gufygonf/ 

 

4.8.6  jyKjyifajymif;vJjyD;aom oufaocHvufrSwfudkxkwfjyefay;jcif; 

 (Publication of the Modified Certificate by the CA ) 

 tydk'f (4.4.2) twdkif;aqmif&Gufygonf/ 
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4.9   oufaocHvufrSwfy,fzsufjcif;ESihf,m,Dqdkif;ihHjcif; (Certificate Revocation and Suspension)  

 4.9.1   oufaocHvufrSwfy,fzsufjcif;ESifh ,m,Dqdkif;iHh&eftwGuf tajctaersm; 

   (Circumstances for Revocation and Suspension) 

MOSS CA (odkY) Subscriber ukd,fwdkifrS y,fzsuf&ef awmif;qdkrSom oufaocHvufrSwfudk 

y,fzsufí CRL wGif xkwfjyefaMunmay;ygonf/ iSm;&rf;oHk;pGJolrS y,fzsufjcif;jyKvkyfvdkyguw&m;0ifpmjzifh 

a&;om;avQmufxm;&rnf/ oufaocHvufrSwfudky,fzsuf&eftwGuf vHkavmufaomtaxmuftxm;? 

taMumif;jycsuf&Sdygu MOSS CA onf oufaocHvufrSwfudk y,fzsufEdkifygonf/ atmufyg tajc 

taersm;jzpfay:cJhvQif MOSS CA onf iSm;&rf;oHk;pGJolrsm;\ oufaocHvufrSwfrsm;udk y,fzsufEdkifygonf/ 

(1) MOSS CA (odkY) iSm;&rf;oHk;pGJolrS ,if;\ Private Key cdk;,lcHcJh&vQif (odkY) aysmufqHk;cJhonf 

[k ,HkMunfvQif (odkY) oHo,&SdcJhvQif ? 

(2) iSm;&rf;oHk;pGJolonfvdkufem&rnfhpnf;urf;rsm; (Subscriber’s Obligation, Representation) 

(odkY) Subscriber Agreement yg tmrcHcsuf (Warrenty) rsm;udk csdK;azmuffonf[k MOSS 

CA rS ,HkMunfNyD; taMumif;jycsufrsm;? oufaorsm;&SdcJhvQif ? 

(3) iSm;&rf;oHk;pGJolESifh csKyfqdkxm;aom oabmwlnDcsufpmcsKyfrsm; &yfpJ/jyD;qHk;oGm;vQif ? 

(4) Class 3 Organization Certificate rsm;twGuf tzGJUtpnf; (Affiliation) zsufodrf;vQif (odkY) 

r&SdawmhvQif ?  

(5) MOSS CA rS oufaocHvufrSwfonf Subject Field wGifyg0ifonfh trnfr[kwfol 

wpfOD;tm; xkwfay;xm;jcif;? ¤if;yk*¾dKvf\cGifhjyKcsufr&&SdyJ oufaocHvufrSwfudk 

xkwfay;onf[k,lqNyD; taMumif;jycsuf&SdcJhvQif ?  

(6) oufaocHvufrSwfavQmufxm;&mwGif jznfhoGif;xm;onfhtcsufrsm; rSm;,Gif;aevQif ? 

(7) oufaocHvufrSwfxkwfay;jcif;rjyKrD yl;wJGwifjy&rnfhtcsufrsm; jynfhpHkatmifaqmif&Guf 

jcif; r&SdcJhvQif ? 

(8) iSm;&rf;oHk;pGJol ? tzGJUtpnf;trnf ? oufaocHvufrSwfwGifyg0ifaom Common Name 

(CN) ajymif;vJcJhvQif ? 

(9) oufaocHvufrSwfygtcsuftvufrsm;rSefuefrIr&SdaMumif;ESifhajymif;vJoGm;aMumif; ppfaq; 

azmfxkwfawGY&SdcJYvQif ? 

(10) oufaocHvufrSwfudk qufvufoHk;pGJygu Root CA/ MOSS CA ESifh tjcm;oHk;pGJolrsm;tm; 

jyóemjzpfEdkifcJhvQif ? 

(11) oufaocHvufrSwfudk w&m;r0ifxkwf,lxm;aMumif;awGY&Sd&vQif ? 

oufaocHvufrSwf qufvufoHk;pGJrIaMumifh jyóemjzpfjcif;&Sd ? r&Sd qHk;jzwf&mwGif atmufyg 

tcsufrsm;udk xnfhoGif;pOf;pm;ygonff/ 

(1)  wdkifwef;rI (Complaint)  ta&twGufESifh oabmobm0 ? 
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(2) wdkifwef;rIjyKvkyfolonf rnfolrnf0gjzpfonfudk xnfhoGif;pOf;pm;jcif; ? 

(3) vuf&SdjyXmef;xm;aom oufqkdifonfYOya'rsm; ? vkyfxHk;vkyfenf;rsm;ESifh udkufnDrI &Sd ? r&Sd ? 

(4) iSm;&rf;oHk;pGJolrS ab;tEÅ&m,fjzpfatmif toHk;ûyrIrsm;aMumifh jzpfay:vmaom wHkYjyefrIrsm; ? 

oufaocHvufrSwfoHk;pGJol\ Private Key cdk;,lcH&jcif; ? aysmufqHk;jcif; ? csdK;azmufcH&jcif; 

(Compromise) jzpfonf[k,lqygu (odkY) od&Sdygu oufaocHvufrSwfoHk;pGJolonf MOSS CA odkY 

tjrefqHk; qufoG,ftaMumif;Mum;&rnf/  

 

 4.9.2   oufaocHvufrSwfy,fzsuf&ef awmif;qdkcGifh&Sdol (Who can Request Revocation) 

iSm;&rf;oHk;pGJoludk,fwdkif (Individual) (odkY) tzGJUtpnf; oufaocHvufrSwfjzpfygu wm0efay;tyf 

xm;aom w&m;0ifudk,fpm;vS,frSom y,fzsuf&efawmif;qdkEdkifonf/ iSm;&rf;oHk;pGJol\avQmufvTmudk 

twnfjyKay;ol (approve vkyfol) MOSS CA ESifh RA udk,fwdkifrSvnf; oufaocHvufrSwfudk 

y,fzsufEdkifonf (odkY) y,fzsuf&ef awmif;qdkEdkifonf/  

  

 4.9.3  oufaocHvufrSwfy,fzsuf&ef awmif;qdkrIvkyfenf; 

  (Procedure for Revocation Request) 

oufaocHvufrSwfy,fzsuf&ef oHk;pGJolrsm;rS MOSS CA (odkY) RA odkY  'pf*spfw,fvufrSwf 

a&;xdk;xm;aom e-mail jzifhaomfvnf;aumif; ? vludk,fwdkifvma&mufíaomfvnf;aumif; qufoG,f 

taMumif;Mum;&rnf/ oufaocHvufrSwf y,fzsufjcif; avQmufvTmyHkpHudk MOSS CA \ Website jzpfonfh 

http://www.moss.com.mm wGif download &,lEkdifygonf/     

 

 4.9.4   oufaocHvufrSwf y,fzsuf&ef qdkif;iHhcsdef (Revocation Request Grace Period) 

 oufaocHvufrSwfudk y,fzsuf&ef awmif;qdkrIrsm;twGuf qdkif;iHhcsdefrxm;yg/ 

 

4.9.5 oufaocHvufrSwf y,fzsuf&efawmif;qdkjcif;twGuf MOSS CA rS aqmif&Guf&ef  

Mumjrifhcsdef (Time within which MOSS CA must process the Revocation Request) 

MOSS CA onf Revocation Request udk oufqdkif&mwm0efcH\ cGifhjyKcsuf&vQif aESmifhaES; 

MuefYMumrIr&SdapyJ (24) em&DtwGif; owfrSwfxm;aom tqifhrsm;twdkif; vkyfaqmifoGm;ygrnf/ 

 

 4.9.6  Relying Parties rSoufaocHvufrSwf y,fzsufjcif;udk ppfaq;&efvdktyfcsufrsm; 

     (Revocation Checking Requirements for Relying Parties) 

Relying Parties rsm;onf rdrdtoHk;ûyrnfh oufaocHvufrSwfrsm;\ pdwfcs&rItajctae (Status) 

udk ppfaq;&rnf/ oufaocHvufrSwf\pdwfcs&rItajctae (Certificate Status) udk ppfaq;&mwGif- 
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1/  MOSS CA rS aemufqHk;xkwfjyefcJhaom CRL (Most  Recent CRL) udk toHk;jyKí ppfaq;jcif; ? 

2/  MOSS CA \ Web-based Repository (odkY) OCSP (&Sdygu) toHk;jyKí ppfaq;jcif; ? 

3/ Root CA rS aemufqHk;xkwfjyefcJhaom CRL udk toHk;jyKí ppfaq;jcif;wdkYjzihfvnf; 

ppfaq;Edkifygonf/ 

Relying Parties rsm;onf MOSS CA \ Repository ESifh CRL rsm; ? National Repository ? OCSP 

Responder (&Sdygu) rsm;udktoHk;jyKí oufaocHvufrSwf\ pdwfcs&rItajctae (Status) udk ppfaq;Edkif 

ygonf/  

 

 4.9.7   CRL xkwfjyeffay;rI tMudrfta&twGuf (CRL Issuance Frequency) 

MOSS CA onf oufaocHvufrSwfy,fzsufpm&if;rsm; ajymif;vJrIr&SdcJhaomf wpfywfwpfBudrf 

xkwfjyeffay;rnf/ CRL xJ&Sd oufaocHvufrSwfwpfck oufwrf;ukefqHk;jcif; (Expire) jzpfvQif ¤if;oufaocH 

vufrSwfukd CRL rS xkwfy,fay;rnfjzpfygonf/ MOSS CA onf oufaocHvufrSwfiSm;&rf;oHk;pGJol 

rsm;\ oufaocHvufrSwfy,fzsufpm&if;udk y,fzsuf&efawmif;qdkjcif;tm; cGifhjyKonfhtcgwdkif; xkwfjyefay; 

rnf/ 

 

 4.9.8   oufaocHvufrSwfukdy,fzsufjcif; trsm;qHk;Mumjrifhcsdef (Maximum Latency for CRLs) 

MOSS CA rS oufaocHvufrSwfwpfckudk y,fzsufcJhonfhtcg y,fzsufjyD;vQifjyD;csif; 

4if;\ Repository wGif xkwfjyeffay;rnf/  

 

 4.9.9  oufaocHvufrSwfy,fzsufxm;jcif; &Sd ? r&Sd udk On-line ppfaq;jcif; 

  (On-line Revocation/ Status Checking Availability) 

CRL rsm; ESifhoufaocHvufrSwfpdwfcs&rI tajctae (Certificate Status) rsm;ppfaq;jcif;udk Web-

Based Repository ESifh OCSP Responder (&&SdEkdifvQif) oHk;í ppfaq;Edkifygonf/ Web Address rSm www. 

moss.com.mm  jzpfygonf/  

 

4.9.10 y,fzsufxm;aomoufaocHvufrSwf [kwf ? r[kwf On-line ppfaq;jcif;jyKvkyf&ef 

   vdktyfcsufrsm; (On-line Revocation Checking Requirements) 

 oufaocHvufrSwfudk ,HkMunfpdwfcsívufcHtoHk;jyKolrsm; (Relying Party) rsm;onf rdrdvufcH 

toHk;jyKrnfh oufaocHvufrSwf\ ,HkMunfpdwfcs&rItajctae (Status) udkppfaq;&rnf/ Relying Party 

onf oufaocHvufrSwf\ ,HkMunfpdwfcs&rItajctaeukd aemufqHk;xkwfjyefcJhonfh oufqdkifonfh ARL/ 

CRL udktoHk;jyKíppfaq;jcif; rjyKvkyfygu MOSS CA \ Repository ESifh National Repository &Sd 
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oufaocHvufrSwf tajctae (odkY) toHk;jyKEdkifonfh OCSP  Responder  (&Sdygu) wdkYukd toHk;jyKí 

ppfaq;&rnf/ 

 

4.9.11  Key csdK;azmufcH&jcif;ESifhoufqdkifaom txl;aqmif&Gufcsufrsm; 

  (Special Requirements Regarding Key Compromise) 

 MOSS CA onf rdrd\ Private Key csdK;azmufcH& (Compromise) onf[k awGY&SdvQif (odkY) 

xdkodkYjzpfonf[k taMumif;jycsuf oufaocdkifvHkrI&SdvQif ¤if;\ Potential Relying Party rsm;tm;  

taMumif;Mum;jcif;udk wwfEdkiforQjyKvkyfay;rnf/ 

 

4.9.12  oufaocHvufrSwfukd,m,Dqkdif;iHHh&eftajctaersm; (Circumstances for Suspension ) 

jyXmef;xm;jcif; r&Sdyg/ 

 

4.9.13 oufaocHvufrSwfukd,m,Dqkdif;iHHh&ef awmif;qkdcGifh&Sdolrsm; (Who can Request Suspension) 

jyXmef;xm;jcif; r&Sdyg/ 

 

4.9.14  oufaocHvufrSwfukd,m,Dqkdif;iHHh&efawmif;qkdjcif;vkyfief;pOfrsm; 

   (Procedure for Suspension Request) 

jyXmef;xm;jcif; r&Sdyg/ 

 

4.9.15  oufaocHvufrSwfukd,m,Dqkdif;iHHh&efowfrSwfxm;aomumv 

    (Limits on Suspension Period) 

  jyXmef;xm;jcif; r&Sdyg/ 

 

4.10       oufaocHvufrSwfpdwfcs&rItajctae 0efaqmifrIrsm;  (Certificate Status Services) 

4.10.1  oufaocHvufrSwf\ vkyfief;aqmif&GufrItajctae (Operational Characteristics) 

trsm;ESifhqdkifaomoufaocHvufrSwf (Public Certificate) rsm;\tajctaeudk CRL rsm;toHk;jyKí 

Root CA ESihf MOSS CA \ CPS wGifazmfjyxm;aom URL &Sd Website ?  LDAP Directory ESifh OCSP 

Responder (&Sdygu) wdkYwGif 0ifa&mufMunfh&SKEdkifygonf/ 

 

4.10.2   oufaocHvufrSwfESifhqdkifaom0efaqmifrI &&dSEdkifrI (Service Availability) 

oufaocHvufrSwfpdwfcs&rItajctae 0efaqmifrIrsm; (Certificate Status Service) udk (24)em&D 

(7)&ufywfvHk; &&SdEdkif&ef aqmif&Gufxm;ygonf/ 
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4.11   oufaocHvufrSwfiSm;&rf; oHk;pGJjcif;udk tqHk;owfjcif; (End of Subscription) 

oufaocHvufrSwf iSm;&rf;oHk;pGJolonf atmufygenf;vrf;rsm;jzifh iSm;&rf;oHk;pGJjcif;udk tqHk;owf 

Edkifonf/ 

1/ rdrd\ oufaocHvufrSwfudk topfjyefvnfjyKvkyfjcif; (Renewal) odkYr[kwf oufwrf;wdk;jcif; 

(Re-Key)      rjyKvkyfyJ oufwrf;ukefqHk;cGifhjyKjcif; ?   

2/ oufwrf;rukefqHk;rD rdrd\ oufaocHvufrSwfudk y,fzsufNyD; oufaocHvufrSwf topfwpfck 

    tpm;rxkd;jcif; ? 

  

4.12     Private Key udk Escrow vkyfjcif;ESifh jyefvnf&,ljcif; (Key Escrow and Recovery) 

jyXmef;xm;jcif; r&Sdyg/ 

 

5.  taxmuftyYHrsm;? pDrHcefYcGJjcif;ESifh vkyfief;aqmif&Gufjcif;qdkif&m xdef;csKyfrIrsm;  

     (Facility, Management and Operational Control) 

5.1   MOSS CA vkyfief;\ &kyfydkif;qdkif&mxdef;csKyf? pDrHxm;&SdrIrsm; (Physical Controls) 

5.1.1  pcef;wnfae&mESifh aqmufvkyfjcif; (Site Location and Construction) 

MOSS CA onf 4if;\vkyfief;rsm;udk vkyfudkifaqmif&Guf&mwGif vHkNcHKrI&Sdap&ef ? roufqdkifolrsm;rS 

usL;ausmf0ifa&mufjcif; ? toHk;jyKjcif;r&Sdap&ef ? vQdKU0Sufowif;tcsuftvufrsm;ESifh pepfrsm;udk 

roufqdkifolrsm;rS Munfh&Ijcif; rûyvkyfEdkif&ef &kyfydkif;qdkif&mumuG,fonfh ywf0ef;usif (Physically Protected 

Environment) udk xm;&SdtoHk;ûyí aqmif&Gufygonf/ MOSS CA onf vHkjcHKrI&Sdap&eftwGuf tcef;rsm; 

wnfaqmufjcif;udk tDvufxa&mepfqufoG,faqmif&Gufa&;Oya' ? ,if;ESifhqufpyfonfh enf;Oya'rsm; ? 

trdefYaMumfjimpmrsm; ?  vrf;nGSefcsuffrsm;twdkif; aqmif&Gufxm;ygonf/ 

 

5.1.2  vkyfief;aqmif&Guf&m ae&modkY0ifa&mufjcif; (Physical Access) 

MOSS CA onf 4if;\pepfvHkNcHKa&;twGuf tqifh (Tier) rsm; cGJjcm;NyD; vHkNcHKa&;ppfaq;xm;yg 

onf/ twGif;ydkif;&Sd vHkjcHKrItqifhydkjrifhonfhae&m (Higher Tier) rsm;udk 0ifa&muftoHk;jyK&ef tjyifydkif;&Sd 

vHkjcHKrItqifhydkedrfhonfhae&m (Lower Tier) rsm;udk jzwfausmfNyD;rS 0ifa&muf&ygonf/ 

Tier wdkif;udk0ifa&muf&ef 0efxrf;u'frsm; ppfaq;NyD;rSom 0ifa&mufEdkifygonf/ xdktcef;rsm;odkY 

0ifa&mufjcif; ? toHk;jyKjcif;rsm;udk Digital Video Recorder jzifhvnf;aumif; ? vHkjcHKa&;rSwfwrf; (Log-File) 

a&;oGif;jcif;jzifhvnf;aumif; rSwfwrf;wifxm;ygonf/ vHkjcHKonfh{&d,m (Secured Area) tjzpfowfrSwfxm; 

aomae&mrsm;odkY wkduf&dkufwm0ef&SdolrSvGJí tjcm;olrsm;tm; 0ifa&mufcGifhrjyKyg/ 

Cryptographic Material rsm; xkwfay; (Create) onfh ? odrf;qnf; (Store) xm;onfh ae&mrsm;odkY 

0ifa&mufjcif; ? ppfrSefaMumif;taxmuftxm;pdppfjcif; (Authentication) udk Biometrics enf;ynmoHk;í (2 
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Factor Authentication) jzifhxdef;csKyfxm;ygonf/ Server rsm; ? pm&Gufpmwrf;rsm;udk aomhcwfxm;aom 

rD;cHaowÅmrsm; (Locked Safes) ? bD'dk (Cabinet) rsm; ? oufqdkif&m Container rsm; xm;&Sdí odrf;qnf;xm; 

odkygonf/  

txl;wm0efjzifh0ifa&muf&ef vdktyfonfhyk*¾dKvfrsm; 0if ? xGufjcif;udpöudk MuD;MuyfrItzGJY\ tod 

trSwfjzifh MOSS CA wm0efcHrS cGifhjyKay;ygonf/ 

Sensitive CA Operation rsm;jzpfonfh Certification Life-Cycle Process rsm;udk wif;Muyfonfh 

vHkNcHKa&;tpDtrHrsm; xm;&Sdaqmif&Gufygonf/ (Certification Life-Cycle Process rsm;rSm oufaocH 

vufrSwf xkwfay;jcif;rsm; (Issuance) ? odrf;qnf;jcif; (Storage) ? Key ESifh oufaocHvufrSwfwdkYqdkif&m 

oufwrf;wdk;jcif; (Renewal/Rekey) ? qdkif;iHhjcif; (Suspension) ? y,fzsufjcif; (Revocation) wdkY jzpfygonf/ 

 

5.1.3  rD;tm;ay;pepfESifh avat;pufxm;&Sdaqmif&GufrSK (Power and Air Conditioning) 

 CA pepf(System) qufwdkuftvkyfvkyfEdkif&ef (Continuous and Uninterrupted Access) twGuf 

vQyfppf"gwftm;jywfawmufoGm;jcif;r&Sdap&ef rD;tm;ay;pepfwGif Online UPS ESifh t&efrD;pufrsm; 

xm;&Sdaqmif&Gufxm;ygonf/  

 tcef;tylcsdef ? av0ifavxGuf ? avat;ay;pepff ? pdkxdkif;rI (Humidity)  wdkYudk Control 

jyKvkyfxm;NyD; ,if; System wGifvnf; Primary ESifhf Backup pepfrsm;jzifh cGJjcm;pDpOfaqmif&Guf 

xm;&Sdygonf/ 

 

 5.1.4   a&aMumifhysufpD;qHk;&HI;rI  (Water Exposures) 

a&aMumifhysufpD;qHk;&HI;rIr&Sdap&ef vdktyfonfhpDpOfaqmif&GufrIrsm; jyKvkyfxm;ygonf/ 

 

 5.1.5   rD;ab;tEÅ&m,frSumuG,fjcif; (Fire Prevention and Protection) 

rD;ab;tEÅ&m,frSumuG,fEdkif&ef vdktyfonfhud&d,mrsm;wyfqifjcif;ESifh umuG,fjidrf;owfrnfh tpD 

tpOfrsm; a&;qGJpDrHaqmif&Gufxm;ygonf/ 

 

 5.1.6   Media rsm;xdef;odrf;xm;&SdrI (Media Storage) 

Software rsm; ? Data rsm; ? Backup Information rsm; ? pm&if;ppf Log File rsm; ? rSwfwrf; File 

rsm;udk tcGifh&Sdolrsm;om Munfh&Iedkif&ef pepfwuswm;qD;umuG,fonfh pepfrsm;udk pDpOfaqmif&Gufxm;yg 

onf/ a& ? rD; ? tjcm;aomobm0ab;tEÅ&m,frsm;ESifh ? oHvdkuf"gwfrsm;aMumifh pm&Gufpmwrf;rsm; ? CD 

rsm; ? pepfrsm; ysufpD;qHk;&IH;rIr&Sdap&ef umuG,fxm;&Sdygonf/ 
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5.1.7  rvdkonfhpGefhypfypönf;rsm;zsufpD;pGefYypfrI (Waste Disposal) 

MOSS CA onf toHk;rvdkonfhpGefYypfypönf;rsm;udk pepfwuspGefYypfrnfhenf;vrf;rsm; pDpOf 

aqmif&Gufxm;ygonf/ ta&;BuD;onfh owif;tcsufrsm;yg&Sdonfh pm&Gufpmwrf;rsm; ? CD rsm; ? ypönf; 

ud&d,mrsm;udk pGefYypfjcif;rjyKrD aocsmpGmzsufqD;NyD;rSom pGefYypf&efpDpOfxm;ygonf/ ta&;MuD;aom owif; 

tcsuftvuf (Sensitive Information) rsm;yg&Sdonfh Media rsm; ? pm&Gufpmwrf;rsm;udk zwf&Iír&Edkif&ef 

zsufNyD;rSompGefYypfygonf/ 

 

 5.1.8   vHkNcHKpdwfcs&onfh tjcm;wpfae&mwGif Backup jyKvkyfodrf;qnf;jcif; (Off-Site Backup) 

MOSS CA onf Audit Log Data rsm;ESifh ta&;MuD;onfhowif;tcsuftvuf (Sensitive 

Information) rsm;yg0ifonfh ta&;BuD;onfhpepf Data rsm;udk vHkNcHKpdwfcs&onfh tjcm;wpfae&mwGif  

Backup jyKvkyfí ae&mcGJjcm;NyD; odrf;qnf;xm;ygonf/ 

 

5.2 vkyfief;qdkif&m xdef;csKyfrIrsm; (Procedural Controls) 

5.2.1   ,HkMunfpdwfcs&olrsm;u@ (Trusted Roles) 

MOSS CA onf ,HkMunfpdwfcs&onfhae&m (Trusted Position) wGifwm0efxrf;aqmifrnfh ,HkMunf 

pdwfcs&aomyk*d¾Kvfrsm; (Trusted Person) [kowfrSwf&mwGif atmufazmfjyyg vkyfief;rsm;udkf 

aqmif&Gufaeonfhh 0efxrf;rsm;tm;vHk; ? pmcsKyfESifhvkyfief;vkyfudkifol (Contractor) rsm;ESifh tMuHay;/ 

twdkifyifcHyk*d¾Kvf (Consultant) rsm; ? tDvufxa&mepfqufoG,faqmif&Gufa&;A[dktzGJYESifh MuD;MuyfrItzGJYrS 

trdefYpmjzifh w&m;0ifwm0efay;tyfjcif;cH&olrsm;tm;vHk; tusHK;0ifygonf/  

Trusted Person rsm;wGif MOSS CA \ Certificate Life-Cycle vkyfief;rsm;udkaqmif&Gufolrsm; ? 

pepfvHkjcHKa&;udk wm0ef,laqmif&Gufolrsm; ? pepf Authentication udk Control vkyfcGifh&Sdolrsm;ESifh atmuf 

azmfjyygvkyfief;wdkYudk vkyfudkifaqmif&Gufaeolrsm; yg0ifygonf/  

 Certificate Application wGifjznfhoGif;xm;onfh tcsuftvufrsm;udk ppfaq;ol ?  

 oufaocHvufrSwftopfavQmufxm;jcif; ? oufwrf;wdk;avQmufxm;jcif; ? y,fzsuf&ef 

avQmufxm;jcif; (odkY) Enrollment Information rsm;udk vufcHjcif; ? jiif;y,fjcif;rsm;udk 

aqmif&Guffolrsm; ? 

 oufaocHvufrSwfrsm;udk xkwfay;jcif; ? qdkif;iHhjcif; ? y,fzsufjcif;aqmif&Gufolrsm; ? 

oufaocHvufrSwf rSwfwrf;rsm; (Repository/ LDAP /OCSP (&Sdygu) \ uefYowfxm;aom 

ae&mrsm;odkY 0ifa&mufûyjyifajymif;vJjcif; ? xnfhoGif;jcif; ? zsufjcif; aqmif&Guf&ef  tcGifh&Sdol 

tm;vHk;) ? 

 iSm;&rf;oHk;pGJolrsm;ESifh ywfoufaomtcsuftvufrsm; ? Request rsm;udk udkifwG,fajz&Sif;olrsm;? 
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 Customer Service udkaqmif&Gufaom0efxrf;rsm; ? 

 Cryptographic Service udkaqmif&Gufaom 0efxrf;rsm; ? 

 vHkjcHKa&; 0efxrf;rsm; ? 

 System Administrator rsm; ? 

 oufqdkifonfhtif*sifeD,mrsm; ? 

 Infrastructure \vHkNcHKpdwfcs&rItwGuf pDrHaqmif&Gufol txuftqifht&m&Sdrsm; yg0ifygonf/  

MOSS CArS ,HkMunfpdwfcs&aomyk*d¾Kvf (Trusted Person) rsm;onf owfrSwfxm;aom t&nf 

tcsif;rsm;? owfrSwfcsufrsm; (Screening Requirement) ESifh jynfhpHkudkufnDrI&Sdygonf/ 

 

 5.2.2  vkyfief;wpfckcsif;pDtwGufvdktyfrnfY0efxrf;ta&twGuf 

   (Number of Persons Required Per Task) 

MOSS CA onf wif;usyfaomvkyfxHk;vkyfenf; (Control Procedure) rsm;owfrSwfxm;&SdNyD; 

xdktwdkif;aqmif&GufrI&Sdap&ef wm0ef (Duty) rsm; oD;jcm;cGJa0csxm;jcif; ? ta&;BuD;onfh vkyfief;rsm;wGif 

0efxrf;rsm; wpfOD;xufru wm0ef,laqmif&GufrSomjyD;ajrmuf&eff cGJa0aqmif&Gufapjcif;jzifh xdef;csKyfrI 

(Control) jyKvkyfxm;ygonf/ 

tvkyf0wÅ&m;tvdkuf wm0ef,laqmif&GufrI aocsmap&eftwGuf vkyfxHk;vkyfenf; (Policy) rsm; ? 

Control Procedure rsm; xm;&Sdygonf/ ta&;BuD;onfh Cryptographic qdkif&m Hardware rsm; ? HSM rsm; ? 

Signing Unit rsm; ? oufqdkifonfh KeyMaterial rsm;udk vlwpfOD;xufruxm;&SdvkyfaqmifrSom jyD;ajrmuf 

aprnf jzpfygonf/ 

Internal Control Procedure rsm;taejzifh vHkNcHKrItwGufta&;BuD;onfh tcsuftvufrsm; ? 

pufypönf;ud&d,mrsm;udk udkifwG,faqmif&Guf&mwGif (Physical Access or Logical Access tygt0if) 

tenf;qHk;vl (2) a,mufxm;&SdNyD; aqmif&GufrSom vkyfief;NyD;ajrmufatmif aqmif&GufEdkifrnfh tpDtpOfrsm; 

xm;&Sdaqmif&Gufygonf/ ypönf;rsm;udkukdifwG,ftoHk;jyKí vkyfief;aqmif&Guf&mwGif wpfOD;wnf;ESifh vkyfief; 

tprStqHk;odkY aqmif&GufEdkifjcif;r&Sdap&ef Control rsm;udkcGJa0xm;ygonf/ 

oufaocHvufrSwf avQmufvTmwpfapmifa&mufvmonfrSpí ppfaq;jcif; ? oufaocHvufrSwf 

xkwfay;jcif; ? oufwrf;wdk;jcif; ? y,fzsufjcif; ? aemufqHk;wGifzsufqD;ypfjcif;ponfh Life-Cycle wpfckvHk; 

udk ,HkMunfpdwfcs&onfh 0efxrf;rsm;xm;&SdNyD;aqmif&Gufygonf/ Physical Access ESifh Logical Access udk 

ta&;BuD;onfhae&mrsm;wGif oD;jcm;vlrsm;udkokH;í cGJjcm;xm;ygonf/ 
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5.2.3  0efxrf;wpfOD;csif;pD\vkyfief;wm0efrsm;ESifhppfaq;rIu@ 

  (Identification and Authentication for each Role)  

  MOSS CA \ ,HkMunfpdwfcs&aom 0efxrf;tjzpfcefYxm;rnfh vHkjcHKa&;tqifhjrifht&m&Sdrsm; (Top 

Level Security Related) tm;vHk;udkvlawGYppfaq;jcif; ? rSwfyHkwifESifh tjcm;vdktyfaom taxmuftxm;rsm; 

toHk;jyKí ppfaq;jcif;rsm; aocsmpGm jyKvkyfNyD;rSom0efxrf;tjzpfcefYxm;ygonf/ vdktyfygu Background 

Check rsm;jyKvkyfNyD;rScefYxm;jcif;jyKvkyfygonf/ 0efxrf;tjzpfcefYxm;NyD;aemuf oufqdkif&m txuf 

vlBuD;\ oabmwlnDcsuf&&SdjyD;rSom pm&Gufpmwrf;rsm; ? uGefysLwmESifh qufpyfypönf;rsm; ? Software rsm;udk 

udkifwG,foHk;pGJ (Access) cGifhay;jcif; ? tDvufxa&mepf Data rsm;udk Munfh&IcGifh ?  vkyfief; vkyfaqmifcGifh 

ay;ygonf/ 

 

5.2.4   vkyfief;wm0efrsm;cGJa0rI  (Roles Requiring Separation of Duties)  

 vkyfief;wm0efrsm; cGJa0owfrSwfjcif;wGif atmufygwkdYyg0ifygonf/ 

 oufaocHvufrSwf avQmufxm;jcif;wGif yg0ifaom tcsuftvufrsm;ukd ppfaq;jcif; ? 

 oufaocHvufrSwfavQmufxm;jcif; ? y,fzsufjcif; ? oufwrf;wdk;jyKvkyfjcif; ? tcsuf 

tvufrsm; pm&if;a&;oGif;jcif;wdkYukd vkyfaqmifjcif; ? 

 oufaocHvufrSwfjyKvkyfjcif; ? xkwfay;jcif; ? oufwrf;wdk;jyKvkyfjcif; ? y,fzsufjcif; ? 

zsufqD;jcif;ESifh oufaocHvufrSwfrSwfwrf;wkduf (Repository) wGif Publish 

jyKvkyfjcif; ?  

 iSm;&rf;okH;pJGol\ tcsuftvufrsm; ? awmif;qkdjcif;rsm;ukd ukdifwG,fajz&Sif;jcif; ? 

 

5.3 0efxrf;ydkif;qdkif&mxdef;csKyfrIrsm;  (Personnel Controls) 

5.3.1 0efxrf;rsm;\ t&nftcsif; vkyfief;tawGYtMuKH ESifh Clearance vkdtyfcsufrsm; 

 (Qualifications, Experience, and Clearance Requirements) 

,HkMunfpdwfcs&aom0efxrf;tjzpf avQmufxm;olrsm;onf ¤if;wdkY\aemufaMumif;&mZ0if 

(Background) ? ynmt&nftcsif; ? rdrdwm0ef,laqmif&Gufrnfhvkyfief;ESifhywfoufaom vkyfief; 

tawGYtBuHKwdkYudk jynfhpHkpGm wifjyavQmufxm;&rnf/ vdktyfygu ,cifvkyfief;rsm;rS &Sif;vif;rI (Clearance) 

udk,l&rnf/ Trusted Position wGif&Sdaeonfh 0efxrf;rsm;tm; aemufaMumif;&mZ0ifppfaq;jcif; 

(Background Check) udk tenf;qHk; (5) ESpf wpfBudrf jyefvnfjyKvkyfygonf/ 
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5.3.2  0efxrf;\aemufaMumif;&mZ0ifppfaq;jcif;jyKvkyfonfhvkyfief;pOfrsm; 

  (Background Check Procedures) 

jyXmef;xm;jcif;r&Sdyg/ 

 

5.3.3  0efxrf;rsm;twGufoifwef;ydkYcsrSKrsm;  (Training Requirements) 

MOSS CA \  0efxrf;rsm;udk vdktyfaomoifwef;rsm;tcgtm;avsmfpGm pDpOfydkYcsay;ygonf/ 

oifwef;ay;&mwGif wpfOD;csif;pD\ vkyfief;wm0eftvdkuf atmufygwdkYudk oifMum;ygonf/ 

 Basic PKI Concept 

 Job Responsibilities 

 Security (Physical, Network, System) and Operational Policies and Procedures 

 Use and Operation of Deployed Hardware and Software 

 Incident and Compromise Reporting and Handling 

 Disaster Recovery and Business Continuity Procedures 

 

5.3.4 oifwef;jyefvnfydkYcsjcif;tMudrfta&twGufESifhvdktyfcsufrsm; 

  (Retraining Frequency and Requirements) 

vdktyfovdk jyXmef;ygonf/  

 

5.3.5 vkyfief;wm0efcGJa0csxm;jcif;ESifh vSnfhvnfajymif;vJcsxm;jcif; tpDtpOf 

  (Job Rotation Frequency and Sequence) 

vdktyfovdk jyXmef;ygonf/  

 

5.3.6  tcGifhr&SdbJaqmif&GufrIrsm;udkydwfyifwm;jrpfjcif; (Sanctions for Unauthorized Actions) 

MOSS CA ESifh ,if;\ RA rsm; \  0efxrf;rsm;rS tcGifhr&SdbJaqmif&GufrIrsm; (odkY) MOSS CA ESifh 

RA 0efxrf;rsm;rS ay:vpDESifh vkyfxHk;vkyfenf;rsm; azmufzsufrIrsm;udk MuD;MuyfrItzGJYodkYwifjyjyD; ta&;,l 

aqmif&Gufygonf/ usL;vGefonfhtBudrfa& ESifh azmufzsufrItwdkif;twmay:wGif rlwnfí xdkufoifhaom 

jypf'Pfay;jcif; ?  tvkyfrSxkwfy,fjcif;ESifh w&m;Oya't& ta&;,ljcif;wdkYtxd aqmif&Gufygonf/ 

 

5.3.7 vkyfief;cGifwm0efxrf;aqmif&ef vdktyfaom pm&Guf ? pmwrf;rsm; 

  (Documentation Supplied to Personnel) 

oufqdkif&m0efxrf;rsm;tm; vkyfief;cGifwm0efaus>yefpGmxrf;aqmif&ef vdktyfaom oifwef;rsm; ? 

vrf;nTefrsm; ? pm&Guf ? pmwrf;rsm;udk ay;xm;ygonf/ 
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5.4 pm&if;ppf rSwfwrf;jyKvkyfjcif;tpDtrHrsm; (Audit Logging Procedures) 

5.4.1  rSwfwrf;odrf;qnf;xm;&rnfhtjzpftysufrsm; (Types of Events Recorded) 

MOSS CA onf Manual Log (odkY) Automatic Log rsm;xm;&SdNyD; atmufazmfjyyg tjzpftysufrsm; 

twGuf pm&if;ppf rSwfwrf;xm;&Sdygonf/ rSwfwrf;xm;&Sdaom tjzpftysufwkdif;wGif aeY&uf? tcsdefESifh þ 

tjzpftysufukd jzpfay:aponfh taMumif;&if;wkdY yg0ifygonf/ 

1.vkyfief;aqmif&Gufjcif;qkdif&m tjzpftysufrsm; - 

 CA Key rsm;jyKvkyfjcif; ? 

 CA pepfESifh Application rsm; Start-Up ESifh Shutdown  jyKvkyfjcif; ? 

 CA \tao;pdwftcsuftvufrsm;ESifh Key ajymif;vJrIrsm; ?  

 Cryptographic Device  rsm;\  Life-Cycle Management qdkif&m tjzpftysufrsm; ? 

 CA Private Key ESifhqkdifaomvkyfief;twGuf Activation Data rsm;ykdifqkdifrIESifY vkyfief; 

aqmif&Gufonfhae&mrsm;okdY 0ifa&mufjcif;rsm; ? 

 System Configuration ajymif;vJrIrsm;ESifh  Maintenance aqmif&GufrIrsm; ? 

 iSm;&rf;okH;pJGolrsm;\ tcsuftvufrsm;? Activation Data ? Key ESifYywfoufonfh 

tcsuftvufrsm; yg0ifaom Media rsm;ukd zsufqD;jcif;rSwfwrf;rsm; ? 

 2.oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;\ Life-Cycle Management qkdif&mtjzpftysufrsm;  

 oufaocHvufrSwfavQmufxm;jcif; ? oufwrf;wdk;jcif; ? y,fzsufjcif;ESifh Re-Key/Renew 

jyKvkyfjcif;rsm; ? 

 oufaocHvufrSwfrsm; ? CRL  rsm; ? Generate jyKvkyfjcif; ? Issue vkyffjcif;qkdif&m 

rSwfwrf;rsm; ?  

 3.,kHMunfpdwfcs&aom0efxrf;rsm;\vkyfief;aqmif&GufrIrsm; - 

 Logon  discrepancy and Logoff  MuKd;pm;rIrsm; ? 

 Privileged User rsm;\ System Privileged ajymif;vJrIrsm; ? Password xm;&Sdjcif;rsm; ? 

4.ukdufnDrIr&Sdjcif;ESifh csKd;azmufjcif;rsm; -  

 CA pepfESifh uGef,uftwGif;okdY cGifhjyKcsufr&SdbJ 0ifa&muf&efMuKd;yrf;rIrsm; ? 

 vQdKU0Sufzdkifrsm; ? rSwfwrf;rsm;zwfjcif; (Read Access) ? a&;jcif; (Write Access) ? 

zsufqD;jcif;rsm; (Deletion) ? 

5.oufaocHvufrSwfESifh oufaocHvufrSwf rSwfwrf;wkduf (Repository) ay:wGif zwfjcif; ? 

a&;jcif;wkdY aqmif&Gufr&&SdrIrsm; 
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 6. oufaocHvufrSwfjyKvkyfjcif;qkdif&mrl0g'ajymif;vJrIrsm; (Oyrm-Validity Period  ajymif;vJjcif;) 

 7.taxGaxG 

 vHkjcHKa&;qdkif&mrSwfwrf;rsm;ESifh xdkrSwfwrf;rsm; (SecurityProfile) wGif ajymif;vJjyKjyifxm;rI 

rsm; ? 

 pepf,m,DcdsKY,Gif;;jcif; (Crash) rsm;? Hardware Failures rsm;ESifh tjcm;aom yHkrSefr[kwf 

onfh udpö&yf (Anomalies) rsm; ? 

 Firewall ESifh Router Activity rsm; ? 

  CA  vkyfief;cGifwGif Tier tvdkuf {nfh0if ? {nfhxGuf&SdrIrsm; ? 

 

Log zdkifwGif a&;om;rSwfwrf;xm;onfhtcsuftvufrsm;rSm atmufygtwdkif;jzpfygonf/ 

 trSwfpOf ? Automatic Journal Entry rsm;twGuf Sequence Number ? 

 0if?xGufonfhaeY&uf ? tcsdef ESifh taMumif;t&m ? 

 rSwfwrf;pmtkyfwGif a&;oGif;&ygu rSwfwrf;wifol\trnf ? 

8.A[dktzGJY ? MuD;MuyfrItzGJYESihf Root CA wdkYrS rSwfwrf;tjzpfodrf;qnf;&efvdktyfonf[k nTefMum; 

xm;aom tcsuftvufrsm; / 

 

5.4.2   rSwfwrf;rsm;udk pDrHaqmif&Gufjcif;MudrfEIef; (Frequency of Processing Log) 

Audit log file rsm;udk ppfaq;&mwGif Audit log file rsm;udk jyefvnfoHk;oyfjcif;ESifh ta&;ygaom 

tjzpftysufrsm;udk Audit log summary wGif a&;om;rSwfwrf;xm;jcif;rsm; yg0ifygonf/ Audit Log File 

rsm;udk jyefvnfoHk;oyfjcif; jyKvkyf&mwGif log rSwfwrf;rsm;wGif jyKjyifxm;rIrsm; &Sd ? r&Sd ppfaq;jcif;ESifh Audit 

log a&;om;csufrsm; tm;vHk;udk jyefvnfppfaq;jcif;? yHkrSefr[kwfaom udpörsm;? owday;csufrsm; (alerts) 

udkpHkprf; ppfaq;jcif;rsm; yg0ifygonf/ 

 ta&;ygonfh vHkNcHKa&;qdkif&mtjzpftysufrsm; ? udpö&yfrsm;twGuf wpfywfvQif tenf;qHk; 

wpfBudrf ppfaq;rIrsm;jyKvkyfygonf/ ¤if;tjyif MOSS CA onf ¤if;\ Audit Log File rsm;rS oHo,jzpf 

Edkifonfh or&dk;usr[kwfaom ? yHkrSefr[kwfaom tjzpftysufrsm;udk tNrJwrf; ppfaq;NyD; owday;csuf 

xkwfjyefjcif; ? pHkprf;ppfaq;jcif;rsm; jyKvkyfygonf/ Audit log review jyKvkyfxm;onfrsm;udkvnf; rSwfwrf; 

xm;&Sdygonf/ MOSS CA \ vkyfief;qdkif&mrSwfwrf;rsm;udk Root CA  odkY (6) vvQifwpfMudrf wifjyyg 

onf/ 
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5.4.3   Audit rSwfwrf;rsm;xdef;odrf;xm;&Sdjcif; (Retention Period for Audit Log) 

 Audit rSwfwrf;rsm;udk rSwfwrf;wifjyD;tenf;qHk; (2) vMumonftxd vkyfief;vkyfaqmifonfh 

ae&mwGif xdef;odrf;xm;&SdNyD;aemufydkif;wGif vHkNcHKpdwfcs&onfhae&mü tydk'f (5.5) wGif azmfjyxm;onfh 

twdkif; rSwfwrf;a[mif;tjzpf odrf;qnf;xm;&Sdygonf/ 

 

5.4.4  Audit rSwfwrf;rsm;udkumuG,fjcif; (Protection of Audit Log) 

 Audit rSwfwrf;rsm;udk rormolrsm;rS 0ifMunfhjcif; ? jyifqifjcif; ? zsufypfjcif; (odkY) tjcm;rorm 

onfhudpörsm; rjyKvkyfEdkif&ef tDvufxa&mepfenf;jzifh umuG,fwm;qD;onfhpepfrsm; jyKvkyfxm;ygonf/ 

 

5.4.5   Audit rSwfwrf;rsm; Backup aqmif&GufrnfhtpDtpOf (Audit Log Backup Procedures) 

Audit Log rsm;udk aeYpOfvkyfief;vkyfaqmiforQ Backup jyKvkyfNyD; wpfywfwpfBudrftjynfht0 (Full 

Backup) jyKvkyfygonf/ 

 

5.4.6   Audit rsm;pkpnf;rSIpepf (Audit Collection System (Internal vs. External)) 

    tvdktavsmuf Audit Data rsm;xkwfjcif; ? rSwfwrf;xm;jcif;wdkUudk Application / Network ESifh 

Operating System Level twdkif; aqmif&Gufygonf/ CA ESihf RA 0efxrf;rsm;rS Manual Audit Data rsm;udk 

rSwfwrf;xm;&Sdygonf/ 

 

5.4.7   jzpfEdkifajc&Sdaom xdcdkufysufpD;rIrsm;udk wdkif;wmppfaq;jcif; (Vulnerability Assessments) 

 jzpfEdkifajc&Sdaom xdcdkufysufpD;rIrsm;udk atmufygae&mrsm;wGif wdkif;wmppfaq;rIjyKvkyf&rnf/ pepf 

wpfckvHk;\ jzpfEdkifaomysufpD;qHk;&IH;rIrsm;wdkif;wmppfaq;jcif;udk Log Data rsm;wGif rlwnfppfaq;NyD; aeYpOf ? 

vpOfESihf ESpfpOf jyKvkyfygonf/ 

 (u) CA pepf\ Software/ Hardware ydkif;rsm; ? 

 (c ) Physical Facilities  rsm; ? 

 (* ) Network  pepfrsm; ? 

 (C) pm&if;ppfjcif;qkdif&m tjzpftysufrsm; (Events in the Audit Process) ? 

  

5.5       Record rsm;rSwfwrf;a[mif;xm;&SdrI (Records Archival) 

5.5.1  rSwfwrf;a[mif;xm;&Sd&rnfh rSwfwrf;trsdK;tpm;rsm; (Types of Records Archived) 

MOSS CA onf atmufazmfjyygudpörsm;twGuf rSwfwrf;xm;&Sdygonf/ 

 pkaqmif;&&Sdonfh pm&if;ppftcsuftvuf (Audit Data) tm;vHk; ? 
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 oufaocHvufrSwfxkwfay;jcif;ESifh oufqdkifonfh yl;wGJyg taxmuftxm; ? pm&Guf 

pmwrf; (Support Document) rsm;tm;vHk; ? 

 Certificate Life-Cycle qdkif&mtcsuftvuftm;vHk; ? 

 A[dktzGJY ? MuD;MuyfrItzGJYESifh Root CA \ nTefMum;csufjzifh rSwfwrf;xm;&Sd&rnfh tjcm; 

tcsufrsm; ? 

   

5.5.2   rSwfwrf;a[mif;xdef;odrf;xm;&Sdrnfhumv (Retention Period for Archive) 

MOSS CA \oufaocHvufrSwfxkwfay;jcif;qdkif&mrSwfwrf;rsm;udk oufaocHvufrSwf oufwrf; 

ukefjcif; (odkY) y,fzsufonfhaeYrSpí tenf;qHk; atmufazmfjyygaeYtxd rSwfwrf;odrf;qnf;xm;&Sdygonf/ 

 Class-1 oufaocHvufrSwfrsm;twGuf (5) ESpf 

 Class-2 ESifh Class-3 oufaocHvufrSwfrsm;twGuf (10) ESpf 

 

5.5.3   rSwfwrf;a[mif;rsm;udk umuG,fxm;&SdrI (Protection of Archive) 

xdkodrf;qnf;xm;onfh rSwfwrf;a[mif;rsm;udk tcGifh&Sdonfholrsm;udkom Munfh&IcGifhjyKí roufqdkifol 

rsm;rS Munfh&Ijcif; ? jyifqifjcif; ? zsufqD;jcif; ? rSwfwrf;rsm;wGif jyKjyifjcif;rsm;rjyKvkyfEdkif&ef umuG,f 

xm;&Sdygonf/ þ CPS wGif azmfjyxm;onfh owfrSwfxm;onhf rSwfwrf;rsm;\ oufwrf;twGif; 

ysufpD;rIr&Sdap&ef pepfwus xdef;odrf;xm;&Sdygonf/  

 

5.5.4  rSwfwrf;a[mif;rsm; Backup xm;&SdrnfhtpDtpOf ( Archive Backup Procedure ) 

 oufaocHvufrSwfrsm;\ tcsuftvufrsm;udk aeYpOf Incremental Backup, tygwfpOf Full 

backup jyKvkyfygonf/ 

owif;tcsuftvufrsm;udk rSwfwrf;a[mif;tjzpf xm;&Sd&mwGif trsm;pkudk tDvufxa&mepf 

Record yHkpHjzifhxm;&Sdí vdktyfygu pm&Gufpmwrf;yHkpHjzifh odrf;qnf;jyD; xkdrSwfwrf;rsm;udk vHkjcHKonfh tjcm; 

wpfae&mwGif rdwÅLul;í xdef;odrf;xm;&SdrnfjzpfjyD; ysufpD;rIr&Sdap&efvnf; twwfEdkifqHk; pepfwuspDpOf 

odrf;qnf;xm;&Sdygonf/  

 

5.5.5 rSwfwrf;rsm;\ tcsdefrSwfom;jcif;qdkif&m vdktyfcsufrsm; 

  (Requirements for Time-Stamping of Records) 

oufaocHvufrSwfrsm; ? CRL rsm; ? tjcm;aom y,fzsufjcif;qdkif&m rSwfwrf; Revocation 

Database) rsm;wGif tcsdefESifhaeY&ufudk rSwfom;xm;ygonf/ CA Computer System \ Time Clock udk 
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pHkprf;ppfaq;rIrsm;wGif udk;um;toHk;jyKEdkif&eftwGuf a'opHawmfcsdefESifh udkufnDrI&Sdap&ef aqmif&Gufxm;&Sd 

ygonf/ xdkkuJhodkY tcsdefqdkif&mrSwfom;rIrsm;onf Cryptographic ay:wGif tajccH&efrvdkyg/ 

        

5.5.6   rSwfwrf;tcsuftvufrsm;pkpnf;rI  (Archive Collection System (Internal or External)) 

MOSS CA \ rSwfwrf;a[mif; pkaqmif;onfh pepf (Archive Collection System) xm;&Sdygonf/  

MOSS CA \ ,HkMunfpdwfcs&aom0efxrf;rsm;rSom rSwfwrf;tcsuftvufrsm;udk vkyfudkifaqmif&GufcGifh&Sdyg  

onf/  

 

5.5.7    rSwfwrf;rsm;&&SdrI ESifh ppfaq;rI vkyfief;pOfrsm; 

   (Procedures to Obtain and Verify Archive Information) 

tcGifh&Sdolrsm;ESifh ,HkMunfpdwfcs&olrsm;om rSwfwrf;a[mif; (Archive Data) rsm;udk 0ifa&muf 

Munfh&IcGifh&Sdygonf/ rSwfwrf;rsm;udk jyKjyifajymif;vJoGm;jcif; &Sd ? r&Sd (Integrity of the Information) udk 

jyefvnfodrf;qnf;onfhtcgwdkif; ( Restore jyKvkyfonfhtcgwdkif;) jyefvnfppfaq;ygonf/  

 

5.6  CA Key Pair topfjyKvkyfjcif;  (Key Changeover)  

MOSS CA \ owfrSwfxm;aom Key oufwrf; (Maximum Life Time) udk ausmfvGefygu CA 

Key Pair rsm;udkf vkyfief;wGif qufvuftoHk;rjyKyg/ CA Key Pair oufwrf; rukefqHk;rD tenf;qHk; (12) v 

MudKwifí oufwrf;wdk;jcif; jyKvkyf&rnf/ CA Key Pair topfwpfpHk vdktyfonfhtcgwkdif;xkwfygonf/ 

(Oyrm- CA Key pair ta[mif;udk tpm;xdk;&ef ? vuf&Sd Key Pair \ Nznfhzuftjzpf toHk;jyK&ef ? 

0efaqmifrI topfrsm;ay;&ef) 

 CA Key Pair ta[mif;rS topfodkY ul;ajymif;&mwGif vG,fulacsmarGUpGm ul;ajymif;Edkif&ef Key 

ajymif;vJjcif; vkyfxHk;vkyfenf;rsm; (Key Changeover Procedure) rsm;udk BudKwifowfrSwfxm;ygonf/ 

  Key ajymif;vJjcif; rjyKvkyfrD MOSS CA onf iSm;&rf;oHk;pGJolrsm;odkY oufaocHvufrSwf 

xkwfay;jcif;udk tenf;qHk; (12) v BudKwifí &yfem;ygonf/ 

 Certificate Key Pair &yfpJvdkufonfh aemufydkif; oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;udk CA Key 

Pair topfoHk;í Sign xdk;rnfjzpfygonf/ 

 rlv Key Pair oufwrf;ukefqHk;jcif;rjzpfrDtxd CRL rsm;udkrlv Key Pair oHk;í xkwfjyefygonf/ 

 oufaocHvufrSwfta[mif;oufwrf;rukefqHk;rD (12) v MudKwifí oufaocHvufrSwftopfudk 

xkwfjyD; Supplement tjzpf toHk;jyKygonf/ 
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5.7  CA tcsuftvufrsm;wdkufcdkufcH&rSKESifhab;tEÅ&m,fusa&mufrIrsm;rS jyefvnfxlaxmifjcif;  

  (Compromise and Disaster Recovery) 

5.7.1 rawmfwqrIESifh csdK;azmufcH&rIrsm;udk udkifwG,fajz&Sif;rnfhvkyfxHk;vkyfenf;rsm; 

  (Incident  and Compromise Handling Procedures) 

 MOSS CA \tcsuftvufrsm; ? (oufaocHvufrSwf avQmufxm;jcif;qkdif&m tcsuftvufrsm; ? 

pm&if;ppf Data rsm; ? xkwfay;xm;aom Certificate rsm;\ database records rsm;) \ Backup udkvHkjcHKonfh 

tjcm;wpfae&mwGif xdef;odrf;xm;&SdNyD; rawmfwqrIESihf csdK;azmufcH&rIrsm;jzpfyGm;ygu tqifoifh&&SdEkdif&ef 

aqmif&Gufxm;ygonf/ MOSS CA onf rawmfwqrIESifh csdK;azmufcH&rIrsm;udk udkifwG,fajz&Sif;rnfh 

tpDtrHrsm; aqmif&Gufxm;&Sdygonf/ ,if;tpDtrHwGif tenf;qHk; atmufazmfjyygtcsufrsm; yg0ifygonf/  

(1) CA Key csdK;azmuf ? cdk;,lcH&jcif; ? ysufqD;jcif; ? 

(2) CA pepfESifh uGef,uftwGif;odkY rormolrsm;0ifa&mufjcif; ? tcsuftvufrsm;jyKjyifcH&jcif; ? 

zsufqD;jcif; ? cdk;,ljcif; ? 

(3) oufaocHvufrSwfudk w&m;r0ifxkwf,lcH&jcif; ? qdkif;iHhcH&jcif; ? y,fzsufcH&jcif; ? 

 

5.7.2 uGefysLwmESifh qufpyfypönf;rsm;? aqmh0JvfESifh tcsuftvufrsm; ysufpD;qHk;&IH;rIudk aqmif&Gufjcif; 

(Computing Resources, Software and/ or Data are Corrupted) 

uGefysLwmESifh qufpyfypönf; (Computing Resources) rsm;? Software rsm;? Data rsm;ponf wdkYwGif 

ysufpD;qHk;&HI;rI (Corruption) rsm; jzpfyGm;ygu MuD;MuyfrSKtzGJY ESifh Root CA odkYtpD&ifcHpmwifjyNyD; CA 

\ vHkNcHKa&;ESifhrawmfrqrIrsm;udk udkifwG,fajz&Sif;rnfh vkyfxHk;vkyfenf;rsm; (Incident Handling Procedure) 

twdkif; aqmif&GufoGm;rnf jzpfygonf/ xdkvkyfxHk;vkyfenf;rsm;wGif uGefysLwmESifh qufpyfypönf; 

(Computing Resources) rsm; ? Software rsm; ? Data rsm; ponfwdkYudk oifhavsmfonfhae&modkYa&TUajymif;jcif; ? 

rawmfwqrIudk pHkprf;ppfaq;jcif; (Incident Investigation) ESifh jyefvnfajz&Sif;rnfh enf;vrf;rsm; 

yg0ifygonf/ vkdtyfygu Key Compromise ESifh Disaster Recovery Procedure rsm; a&;qGJjyXmef;ygonf/ 

 

5.7.3 Private Key csdK;azmufcH&jcif;twGuf aqmif&GufrIvkyfief;pOfrsm; 

  (Entity Private Key Compromise Procedures) 

MOSS CA \ Private Key (odkY) Infrastructure rsm; csdK;azmufcH&jcif; (Compromise) jzpfonf[k 

oHo,jzpfygu (odkY) od&Sdygu (odkY) xdkodkY jzpfysufonf[k taxmuftxm;cdkifvHkygu MOSS CA rS 

tzGJUzGJUNyD; tajctaeudkavhvmqef;ppfjcif; ? MuD;MuyfrItzGYJESifh Root CA odkYtpD&ifcHpmwifjyjcif; ? Action 

Plan a&;qGJjcif; ? Action Plan twdkif; taumiftxnfazmfjcif;rsm;udk tqifhqifhvkyfaqmifoGm;rnf 

jzpfygonf/ tu,fí MOSS CA \ oufaocHvufrSwfudk y,fzsuf&ef vdktyfygu - 
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 xdkodkY y,fzsufaMumif;udk MOSS CA \ Repository ESifh National Repository wGif 

xnfhoGif; aMunmNyD; oufqdkifolrsm;tm; wwfEdkiforsS taMumif;Mum;ay;rnf jzpfygonf/  

 CA tjzpfrS&yfpJjcif; udpörSvGJí Key Pair topfwpfpHk xkwfjyD; Root CA xHrS oufaocH 

vufrSwftopfwpfck &,lrnf jzpfygonf/ \ 

 

5.7.4 obm0ab;tEÅ&m,fusa&mufjyD;aemuf vkyfief;rsm; qufvufvnfywfEdkifrIpGrf;&nf 

  (Business Continuity Capabilities After a Disaster) 

MOSS CA onf ab;tEÅ&m,frsm;aMumifh ysufpD;qHk;&HI;rI ? xdcdkufrIrsm;jzpfyGm;onfhtcg vkyfief; 

qufvuf aqmif&GufEdkifap&ef yifrae&mrSa0;uGmonfh tjcm;wpfae&mwGif Disaster Recovery Site xm;&dS 

jyD; vl (odkY) obm0aMumifh tEå&m,frsm;jzpfyGm;ygu vkyfief;qufvufvnfywfEdkif&eftwGuf Recovery 

Plan udk a&;qGJxm;NyD; prf;oyfjcif;udkvnf; aqmif&Gufxm;ygonf/ wufEkdiforQysufqD;qHk;&SKH;rI enf;ap&ef 

aqmif&Gufxm;ygonf/ þ Plan udk Disaster jzpfyGm;ygu vkyfief;aqmif&GufEkdifap&ef yHkrSefppfaq;jcif; ? 

csdefudkufjcif; ? ajymif;vJjyKjyifjcif;rsm; jyKvkyfygonf/ t"du CA vkyfief;rsm;jzpfonfh – 

 oufaocHvufrSwfxkwfay;jcif; ? 

 oufaocHvufrSwfy,fzsufjcif; ? 

 oufaocHvufrSwfy,fzsufjcif;qkdif&m tcsuftvufrsm;xkwfjyefjcif;rsm;udk tcsdefwdktwGif; 

jyefvnf aqmif&GufEkdif&ef pDpOfxm;&Sdfygonf/ 

MOSS CA \ Disaster Recovery Database udkvnf; yifr Production Database ESifh 

udkufnDrI&Sdap&ef aqmif&Gufxm;&Sdygonf/ ab;tEå&m,f jzpfyGm;NyD; wpfywftwGif; Full Recovery 

&&Sd&eftwGuf Disaster Recovery Plan a&;qGJxm;ygonf/  

MOSS CA onf Disaster Recovery Facility twGuf pufypönf;rsm;ESifh    Software rsm;udkvnf; 

t&HESifh Backup rsm;xm;&Sdygonf/ ab;tEå&m,fjzpfygu jyefvnfxlaxmifEkdif&ef MOSS CA \ Private 

Key udkvnf; Encrypted yHkpHjzifh Backup xm;&Sdygonf/ 

  

5.8     CA (odkY) RA tjzpfrS vkyfief;&yfpJjcif;  (CA (or) RA Termination)  

MOSS CA rS vkyfief;&yfpJygu iSm;&rf;oHk;pGJolrsm; ? Relying Party rsm;tm;xdcdkufepfemrI 

tenf;qHk;jzpfaprnfh Termination Plan udk a&;qGJxm;ygonf/ Termination Plan wGifatmufygtcsufrsm; 

twdkif; pDrHaqmif&Gufygonf/ 

 tjcm; CA rsm; ? iSm;&rf;oHk;pGJolrsm;ESifh oufqdkifoltm;vHk;tm; MudKwiftaMumif;Mum;jcif; 

jyKvkyfygrnf/ xdktcsdefrSpí MOSS CA onf rnfonfh oufaocHvufrSwfxkwfay;jcif;udkrS 

rjyKvkyfyg / 
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 CA vkyfief;rsm;&yfpJjcif;jyKvkyfawmhrnfhtaMumif; Website ESifh owif;pmrsm;wGifvltrsm;odom 

ap&ef MudKwifxkwfjyefaMujimay;jcif; ? 

 MOSS CA \ rSwfwrf;a[mif; (Archive) rsm;? rSwfwrf;rsm;? Database rSwfwrf;rsm;ESifh pm&Guf 

pmwrf;rsm;udk &yfpJonfhaeYrSpí þ CPS wGif owfrSwfxm;onfhumvtxd xdef;odrf;xm;&Sdjcif; ? 

 MOSS CA \ Repository ESifh CRL ukd &yfpJjyD;onfhaeYrSpí (12) vtxd trsm;jynfol 0ifa&muf 

Munfh&SKEdkifatmif pDpOfxm;&dSjcif; ? 

 Customer Support 0efaqmifrI (Service) rsm;udkqufvuf oHk;pGJEdkif&efpDpOfjcif; ? 

 CRL rsm;xkwfjyefjcif; ? oufaocHvufrSwf,HkMunfpdwfcs&rItajctaeppfaq;onfh 0efaqmifrI 

(Certificate Status Checking Service) rsm; qufvufaqmif&GufEdkif&ef pDrHjcif; ? 

 oufwrf;rukefqHk;ao;aom oufaocHvufrSwftm;vHk;udk MudKwiftaMumif;Mum;umv jynfhajrmuf 

onfhtcsdefwGif y,fzsufjyD;jzpfatmif aqmif&Gufjcif; ? 

 vdktyfygu Subscriber rsm;udk Refund ay;&ef (odkU) tpm;xdk; oufaocHvufrSwfrsm;xkwfay;&ef 

pDpOfaqmif&Gufjcif; ? 

 CA \  Private Key ESifh Hardware Token rsm; Disposition jyKvkyfjcif; ? 

 CA \ 0efaqmifrI (Services)  rsm;udk qufcHrnfhtjcm; CA odkYvTJajymif;ay;tyf&efaqmif&Gufjcif; ? 

 vkyfief;vHk;0&yfpJrnfhaeY&ufESifh &yfpJrnfhtpDtpOfudk Root CA odkYwifjyjcif; ? Root CA rS MOSS 

CA \oufaocHvufrSwfudky,fzsufjcif;ESifh vdktyfyguiSm;&rf;oHk;pGJolrsm;\ oufaocHvufrSwfrsm; 

udkyg y,fzsufjcif; / 

 

6. enf;ynmqdkif&m vHkjcHKa&; xdef;csKyfrIrsm;  (Technical Security Controls) 

6.1  Key Pair jyKvkyfjcif; ESifh Installation jyKvkyfjcif;  (Key-Pair Generation and Installation) 

6.1.1 Key Pair jyKvkyfjcif; (Key-Pair Generation) 

 Key Pair Generate jyKvkyf&mwGif ,HkMunfpdwfcs&onfh pepfukdtokH;jyKjcif; ?  Key rsm;ukd owfrSwf 

xm;aom Cryptographic t&nftaoG;twkdif; jyKvkyfjcif;ESifh Private Key rsm;ukd roufqkdifolrsm;rS 

tokH;jyKjcif; ? jyKjyifajymif;vJjcif; ? xkwfazmfajymqkdjcif; ? aysmufqkH;jcif; tp&SdonfwkdYrS umuG,fjcif;rsm;ukd 

aqmif&Gufxm;ygonf/ MOSS CA \ Key generate jyKvkyfjcif;udk BudKwifa&;qGJxm;onfh Key Generation 

Ceremony twdkif; aqmif&Gufxm;ygonf/ 

iSm;&rf;oHk;pGJolrsm;twGuf Key Pair tm;vHk;udk BudKwifowfrSwfxm;onfh owfrSwfcsufrsm;twdkif; 

Generate jyKvkyfygonf/ Key Generate jyKvkyfonfhvkyfief;pOfudk jyify Network ESifh Internet csdwfqufxm; 

jcif;r&Sdaom oD;oefYowfrSwfxm;onfh uGefysLwmwGifomjyKvkyfygonf/ CA Key Pair Generation ESifhouf 
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qdkifonfhvkyfief; (Activities) tm;vHk;udk aeY&uf ? tcsdefESifhwuG rSwfwrf;xm;&SdNyD; yg0ifvkyfaqmifol 

tm;vHk;rS vufrSwfa&;xdk;ygonf/ pDrHtkyfcsKyfolrS owfrSwfxm;onfhumvtxd xdkrSwfwrf;rsm;udk vdktyf 

ovdk ppfaq;jcif; (Audit) ? jyefvnfMunfh&IrIrsm; (Tracking) jyKvkyfEdkif&ef odrf;qnf;xm;ygonf/ 

 

6.1.2 oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm; odkY Private Key ay;ydkYjcif; 

  (Private Key Delivery to Subscriber)  

RA ESifh Subscriber rsm;\ Key Pair rsm;udk MOSS CA rS Generate jyKvkyfygu Handware Token  

(odkU) Device rsm;udk vHkjcHKpdwfcs&aomenf;okH;í ay;ydkYjzefYa0rnfjzpfygonf/ Device udk Activate jyKvkyf&ef 

vdktyfaom Data udk RA (odkY) Subscriber odkY ay;ydkYygonf/ xkdodkY ay;ydkYjcif;rsm;udkvnf; rSwfwrf;xm;&Sd 

ygonf/ 

MOSS CA rS Key Pair xkwfay;ygu Private Key udkoufaocHvufrSwftrsdK;tpm; (Class 2, 

Class 3) twGufiSm;&rf;oHk;pGJoludk,fwdkif RA &Hk;odkY vma&mufí xkwf,l&ef vdktyfygonf/ 

 

6.1.3  CA \ Public Key udk Relying Parties rsm;rStoHk;jyKEdkif&ef pDpOfaqmif&Gufxm;jcif; 

  (CA Public Key Delivery to Relying Parties) 

MOSS CA \ oufaocHvufrSwfESifh  iSm;&rf;okH;pJGolrsm;\ oufaocHvufrSwftm;vHk;udk ,if; 

CA \ Website www.moss.com.mm wGif Download jyKvkyfEdkif&ef wifxm;ygonf/ iSm;&rf;oHk;pGJolrsm;  

oufaocHvufrSwf&Sd Certificate Chain wGif Root CA ESifh MOSS CA oufaocHvufrSwftygt0if Full 

Certificate Chain tm;vHk; yg0ifrnf jzpfygonf/ S/MIME Protocol udk toHk;jyKaom Relying Party rsm;ESifh 

oufaocHvufrSwf toHk;jyKolrsm;onf 4if;wdkY&Sd MOSS CA oufaocH vufrSwf\ Validity udk od&Sd&ef 

Certificate Hash Value udk Website &Sd Hash Value ESifh wdkufqdkifppfaq;&rnf/ MOSS CA oufaocH 

vufrSwfudk Root CA \ National Repository www.rootca.org.mm/repository wGifvnf; azmfNyxm;rnf 

jzpfygonf/ 

vdktyfygu Root CA ESifh MOSS CA \ oufaocHvufrSwfrsm;udk Download jyKvkyfí 

rdrd\ Computer  wGif Install jyKvkyfEkdifygonf/ 

 

6.1.4  Key \t&G,ftpm; (Key-Sizes) 

Key-Pair rsm;\ Private Key rsm;udk Cryptanalysis jyKvkyfjcif;enf;jzifh od&SdatmifjyKvkyfEdkifjcif;rS 

umuG,fEdkif&eftwGuf vHkavmufaom Key t&Snf (Key Length) xm;&Sdygonf/ MOSS CA  \ Key 

Lenght rSm (2048) Bit RSA jzpfygonf/ RA ESifh iSm;&rf;oHk;pGJolrsm;\  Key Pair Size onf (1024) Bit 

jzpfygonf/  vufrSwfa&;xkd;&eftwGuf toHk;jyKaom Hash Algorithm rSm SHA1 jzpfygonf/ 
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6.1.5  Public Key Parameter jyKvkyfjcif;ESifht&nftaoG;ppfaq;jcif;  

(Public Key Parameters Generation and Quality Checking) 

  oufqdkifjcif;r&Sdyg/ 

 

6.1.6  Key toHk;jyK&onfh&nf&G,fcsuf (Key Usage Purpose as per X.509 V3 Key Usage Field) 

MOSS CA \ Key udk atmufyg&nf&G,fcsufrsm;jzifhom toHk;jyKygonf/ 

 iSm;&rf;oHk;pGJolrsm;\ oufaocHvufrSwfudk 'pf*spfw,fvufrSwfa&;xdk;xkwfay;&ef? 

 CRL rsm;xkwfay;&efwdkYjzpfygonf/ 

 

6.2 uPrivate Key umuG,fjcif;ESifh Cryptographic Module oHk;pGJxdef;csKyfjcif;rsm; 

(Private Key Protection and Cryptographic Module Engineering Controls) 

MOSS CA onf Physical, Logical ESifh Procedural Control rsm;aygif;pyfum ,if; \ Private Key 

rsm;udk trSefwu,fvHkNcHKpdwfcsrI&Sdap&ef pDrHaqmif&Gufxm;&Sdygonf/ oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm; 

tm; rdrd\ Private Key jyifqifcH&jcif; ? aysmufqHk;jcif; ? olwpfyg;rStoHk;jyKjcif;rsm; ? tjcm;olrsm;tm; 

xkwfazmfajymMum;jcif; (Disclosure) rsm;udk umuG,f&efvdktyfaom BudKwifumuG,frIrsm; jyKvkyf&ef 

today;xm;ygonf/  

 

6.2.1  Cryptographic Module \t&nftaoG;pHESifh xdef;csKyfrIrsm;  

(Cryptographic Module Standards and Controls) 

 MOSS CA onf pepfvHkjcHKrSKtwGuf Key Generate  jyKvkyfjcif;ESifh Key Storage twGuf FIPS 

140-1 (Level-3) tqifh&Sdonfh Hardware Security Module udk toHk;jyKygonf/  

 

6.2.2  Private Key udk vltrsm;xdfef;csKyfrSK  (Private Key (m out of n) Multi-Person Control) 

 jyXmef;xm;jcif;r&Sdyg/ 

 

6.2.3 Private Key Escrow jyKvkyfjcif; (Private Key Escrow) 

 jyXmef;xm;jcif;r&Sdyg/ 

 

6.2.4   Private Key Backup jyKvkyfjcif;    (Private Key Backup) 

MOSS CA onf 4if;\ Private Key rsm;udk obm0ab;tEÅ&m,fusa&mufjyD;aomtcg vkyfief; 

qufvufaqmif&GufEdkif&ef (Recovery jyKvkyf&ef)twGufom þ CPS ygowfrSwfcsufrsm;twdkif; Backup 
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Copy xm;&Sdygonf/ xdk Key rsm;udk vQdKU0Sufuk'f (Encrypt) jyKvkyfí HSM wGif xnfhoGif;jyD;  Disaster 

Recovery Site wdkYwGif odrf;qnf;xm;&Sdygonf/ 

 

6.2.5  Private Key rSwfwrf;a[mif;xm;&SdrI (Private Key Archival)  

MOSS CA Key Pair rsm;oufwrf;ukefqHk;ygu tenf;qHk;oufwrf; (5)ESpf rSwfwrf;a[mif;tjzpf 

odrf;qnf;xm;&Sdygonf/ xdk Key Pair rsm;udk jyefvnfoHk;pGJjcif; rjyKvkyfEdkif&ef vdktyfaom Procedural 

Control rsm;xm;&SdNyD; HSM wGif odrf;qnf;xm;&Sdygonf/ rSwfwrf;a[mif;tjzpf odrf;qnf;xm;onfh 

oufwrf; (5)ESpf ausmfoGm;ygu þ CPS wGifa&;om;xm;onfhtwdkif; vHkNcHKpGmzsufqD;ypfygonf/ 

oufwrf;ukefoGm;aom CA Certificate rsm;udk oufwrf;xyfrHrwdk;awmhygu xdk Key Pair rsm;udkoHk;í Sign 

xkd;jcif;rjyKvkyfawmhyg/ 

 
6.2.6  Private Key udk Cryptographic Module xJwGif (odkY) Cryptographic Module rS 

ajymif;a&GUjcif; (Private Key Transfer into or from a Cryptographic Module) 

MOSS CA onf rdrd\ Key Pair udk vufrSwfa&;xkd;jcif; jyKvkyfrnfh Hardware Cryptographic 

Module wGif Generate jyKvkyfygonf/ ¤if;tjyif xdk Key Pair udk Recovery jyKvkyf&eftwGuf (Encrypt) 

jyKvkyfí rdwåLodrf;qnf;xm;ygonf/ xdk Key Pair udktjcm;aom Hardware Cryptographic Module odkY 

Backup tjzpf ajymif;a&TUygu Encrypt jyKvkyfxm;onfh yHkpHjzifhom wpfckrSwpfckodkY ajymif;a&TUjcif; jyKvkyf 

ygonf/ 

 

6.2.7 Private Key udk vQdKU0Sufuk'fajymif;íodrf;qnf;jcif; 

  (Private Key Storage on   Cryptographic Module) 

Hardware Cryptographic Module (HSM) wGif odrf;qnf;xm;onfh MOSS CA \ Private Key udk 

vQdKU0Sufuk'fajymif;xm;aom (Encrypted) yHkpHjzifhom odrf;qnf;xm;&Sdygonf/ 

 

6.2.8 Private Key udk Activation Data oHk;íumuG,fjcif; 

  (Method of Activating Private Key) 

MOSS CA onf ¤if;\ Private Key qHk;&IH;jcif; ? cdk;,lcH&jcif; ? jyKjyifcH&jcif; ? tcGifhr&Sdolrsm;rS 

oHk;pGJjcif; ? zGifhMunfhjcif; r&Sdap&ef Activation Data udk umuG,fjcif;rsm; jyKvkyfxm;ygonf/ 

Private Key udk toHk;jyKí Sign xdk;jcif;jyKvkyfEdkif&ef Activate jyKvkyf&mwGif Trusted Person 

tenf;qHk; (2) OD; yg0ifjyKvkyfrSom atmifjrifaprnf jzpfygonf/ 

Class 1 Private Key rsm; ? Class 2 Private Key rsm;ESihf Class 3- Private Key rsm;udk 

umuG,ffrIjyKvkyf&eftwGuf pHowfrSwfcsufrSm- Subscriber toHk;jyKaom Workstation ESifh Private Key udk 
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tjcm;olrsm; 0ifa&mufoHk;pGJjcif;rjyKvkyfEkdif&ef vdktyfaom &kyfykdif;qkdif&mwm;qD;umuG,frIrsm; jyKvkyfxm;&Sdyg 

onf/ 4if;tjyif MOSS CA onf Subscriber rsm;tm; tydk'f (6.4.1) wGif azmfjyxm;onfhtwdkif; 

Password udk toHk;jyK&ef (odkY) tvm;wlvHkjcHKrI&Sdaponfhenf;rsm; toHk;jyKygonf/ (Private Key udk  

toHk;jyK&ef Password xm;&Sdjcif; ? Windows Login (or) Screen Saver Password (odkY) Network Login 

Password rsm;toHk;jyKjcif;) rsm;ukd jyKvkyfxm;ygonf/ 

 

6.2.9    Private Key udk Deactivation jyKvkyfjcif; (Method of Deactivating Private Key) 

MOSS CA onf Signing vkyfief;jyKvkyfjyD;aomtcgwdkif; Activate vkyfief;pOf wGifyg0ifcJYaom 

Trusted Person rS Manual Shut Down jyKvkyfjcif; ? Log Out jyKvkyfjcif;jzifh Private Key udk Deactivate 

jyKvkyfygonf/ oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;onf rdrdvkyfief;aqmif&GufjyD;onfhtcgwkdif; CPS 

wGifazmfjyxm;onfhtwdkif; rdrd Private Key udk Deactivate vkyf&ef wm0ef&Sdygonf/ RA ESifh 

oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;onf rdrdvkyfief;aqmif&GufjyD;onfhtcgwkdif; rdrd Private Key ukd 

Deactivate  vkyf&ef ? e-Token ukd z,f&Sm;jcif; (okdU) Certificate Store  &Sd Key File rsm; zsufcJhjcif; 

wkdYukdjyKvkyf&efwm0ef&Sdygonf/ 

 

6.2.10   Private Key udk zsufqD;jcif; (Method of Destroying Private Key) 

MOSS CA onf 4if;\ Private Key udk zsufqD;&mwGif HSM udk puf&Hkxkwfrlvtajctae 

(Factory Initial State)odkY ajymif;vJjcif;enf;jzifhjyefvnf wnfaqmufoHk;pGJEdkifjcif;r&dSap&ef tMuGif;tusef 

r&Sdatmif zsufqD;ypfygonf/ xdkodkYzsufqD;ypfonfhtcgwdkif;rSwfwrf; Log zdkifxm;&SdrSwfwrf;wifxm;ygonf/ 

 

6.3. Key Pair pDrHxdef;odrf;jcif;ESifhoufqdkifaom tjcm;enf;vrf;rsm; 

(Other Aspects of Key Pair Management) 

6.3.1    Public Key tm;vHk;udk rSwfwrf;a[mif;xm;&SdrI  (Public Key Archival) 

MOSS CA onf 4if;\ Public Key ESifh iSm;&rf;oHk;pGJolrsm;\ Public Key tm;vHk;udk 

rSwfwrf;a[mif; (Archive) tjzpf odrf;qnf;xm;ygonf/ 

 

6.3.2 oufaocHvufrSwfESifh Key Pair toHk;jyKrIumv 

   (Certificate Operational Periods and Key Pair Usage Periods) 

MOSS CA Certificate \ Operational Period onf y,fzsufjcif;rcH&ygu (3) ESpfjzpfygonf/   

xdkYtjyif CA onf ¤if;\ oufaocHvufrSwfoufwrf;rukefqHk;rD (1) ESpf MudKwifí oufaocH 

vufrSwf topfxkwfay;jcif;udk &yfpJygonf/ 
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Certificate Issued to Validity Period 

End-user individual/organizational subscriber 

CA/RA Administrator certificate 

Normally up to 1 year 

Normally up to 3 years 

Table (6) – Certificate Operational Periods 
 

6.4 Activation jyKvkyfjcif; (Activation Data) 

6.4.1  Activation Data jyKvkyfjcif;ESifh Installation jyKvkyfjcif; 

 (Activation Data Generation and Installation)  

MOSS CA ESifh  oufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;onf rdrdwdkU\ Private Key udk umuG,f&ef 

vHkNcHKpdwfcs&onfh Strong Password (odkY) Activation Data (Secret Shares) rsm;toHk;jyK&rnf jzpfygonf/ 

Secret Share rsm; Create jyKvkyfjcif;? zsufqD; (Destroy) jyKvkyfjcif;rsm;udk Log File jzifhrSwfwrf; 

xm;&Sdygonf/ Password a&G;cs,fjcif;twGuf nTefMum;csufrsm;rSm - 

1/ toHk;jyKol (User) rS Generate jyKvkyf&rnf/ 

2/ tenf;qHk; Character (8) vHk;&Sd&rnf/ 

3/ tenf;qHk; tu©&m (Alphabetic) (1) vHk;ESifh *Pef;eHygwf (1) ck yg&Sd&rnf/ 

4/ tenf;qHk; Lower Case Character (1) vHk;yg&Sd&rnf/ 

5/ Character (1) vHk;wnf; tBudrfrsm;pGm xyfumxyfum yg0ifjcif;rjyK&/ 

6/ Operator \ Profile Name ESifhwlnDrIr&Sd&/ 

7/ toHk;jyKol (User) \trnfxJrS rnfonfhtpdwftydkif; ? emrnfw0ufwysuf yg0ifjcif;r&Sd&/ 

 MOSS CA onf iSm;&rf;oHk;pGJolrsm;tm; Authentication jyKvkyf&mwGif enf;(2)enf; (Two Factor 

Authentication) (eg. Token & Passphrase, Biometric & Token, Biometric & Passphrase) wGJoHk;í 

Private Key Activation udkumuG,f&eftBuHjyKwdkufwGef;ygonf/ 

 
6.4.2 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;udk umuG,fjcif; 

  (Activation Data Protection)  

MOSS CA ESifh RA \0efxrf;rsm;onf rdrd\ Shared Password udk rdrdbmomvHkNcHKatmif 

xdef;odrf;&efESifh xdkuJhodkYxdef;odrf;onfholrsm;\ wm0ef0wå&m;rsm;udk od&Sdem;vnfygaMumif; oabmwlnD 

csufwGif vufrSwfa&;xdk;xm;&rnf/ 

CA rsm;\ Administrator rsm; ? 0efxrff;rsm; ? iSm;&rf;oHk;pGJolrsm;onf rdrd\ Private Key udk 

Encrypt jyKvkyfí Password Protection jzifhxdef;odrf;xm;&Sd&rnfhtjyif¤if;wdkY Browser wGif “High 

Security” Option xm;&Sday;&rnf/ Administrator rsm;? RA ESifh iSm;&rf;oHk;pGJolrsm;onf 4if;wkdU\ Private 
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Key  udk Encrypt jyKvkyfí Hardware Token udk toHk;jyKjcif; (odkU) vHkNcHKrI&Sdonfh Passphrase rsm; 

toHk;jyKjcif;jzifh odrf;qnf;xm;&rnf/ Two factor Authentication udk toHk;jyK&ef tm;ay;wkdufwGef;ygonf/ 

 
6.4.3 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;ESifh oufqdkifaomtjcm;taMumif;t&m rsm; 

(Other Aspects of Activation Data) 

6.4.3.1 Activation jyKvkyf&mwGif oHk;aomtcsuftvufrsm;ay;ydkYjcif; 

    (Acitvation Data Transmission)  

Private Key \ Activation Data ukd ay;ykdh&mwGifaysmufqkH;jcif; ? ckd;,lcH&jcif; ? jyKjyifcH&jcif; ? tcGifh 

r&SdbJzGifh[ajymqkdjcif; (Disclosure) ?w&m;r0iftokH;jyKjcif; (Unauthorized Use) rcH&ap&ef umuG,f&rnf/ 

Window ESifh Network Logon User Name ESifh Password ukd wJGzufíiSm;&rf;okH;pJGolrsm;\ Activation Data 

tjzpftokH;jyK&mwGif Network rSwqifh ay;ykdYaom Password ukd roufqkdifaom User rsm;rStokH;jyKjcif;r&Sd 

ap&efumuG,f&rnf/ 

 

6.4.3.2  Activation jyKvkyf&mwGifoHk;aomtcsuftvufrsm;zsufqD;jcif; 

    (Activation Data Destruction)  

Activation Data rsm;udk toHk;jyKí Private Key udk aysmufqHk;jcif; ? cdk;,lcH&jcif; ? jyKjyifcH&jcif; ? 

tcGifhr&SdyJ zGifh[ajymqkdjcif; (Disclosure) ? w&m;r0iftoHk;jyKjcif; (Unauthorized Use) r&Sdap&ef pDrH 

aqmif&Gufxm;ygonf/ Activation Data rsm;udk rSwfwrf;xdef;odrf;onfhumv ausmfvGefí zsufqD;onfhtcg 

Overwriting jyKvkyfjcif; (odkY) trSefwu,fzsufqD;jcif; enf; (2) rsdK;vHk; (odkY) wpfrsdK;rsdK;udkoHk;ípepfwus 

zsufqD;ygonf/  

 

6.5 uGefysKwmpepfvHkjcHKa&; xdef;csKyfrIrsm; (Computer Security Controls) 

CA ESifh RA  vkyfief;rsm;twGuf ,HkMunfpdwfcs&onfhpepfudk A[dktzGJYESifh MuD;MuyfrItzGYJ 

wdkY\ oabmwlnDcsufjzifh owfrSwfxm;onfh vHkjcHKa&;qdkif&m nTefMum;csufrsm;ESifhtnD ukdufnDrI&Sdatmif 

aqmif&Gufxm;ygonf/  

 

6.5.1  uGefysKwmvHkjcHKa&;twGuf enf;ynmqdkif&m oD;jcm;vdktyfcsufrsm; 

 (Specific Computer Security Technical Requirements) 

MOSS CA onf 4if;\ CA Software ESifh Data File rsm;udk roufqdkifolrsm;rS Access rjyKvkyfEdkif 

&ef ,HkMunfpdwfcs&onfh pepfxm;&Sdygonf/ xdkYtjyif Key Generate jyKvkyfaom Computer ? CA vkyfief; 

rsm;ESifh oufqdkifonfh Database rsm; ? Server rsm;tm; wdkuf&dkufudkifwG,foHk;pGJEdkifcGifhudk owfrSwfxm;&Sd 

onfh ,HkMunfpdwfcsolrsm;udkom cGifhay;xm;jyD;cdkifvHkaom Business taMumif;jycsufjzifhom oHk;pGJcGifhjyKyg 

onf/ General Application User rsm;twGuf Production Server  wGif Account rxm;&Sdyg/ 
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CA \ Production Network  udk tjcm; Components rsm;ESifhoD;jcm;jzpfap&ef (Logically 

Separated) aqmif&Gufxm;ygonf/ Network Access ukdvnf;umuG,fxm;ygonf/ CA onf 

4if;\ Production Network ukd twGif;ykdif; (Internal) ESifh tjyifykdif; (External) usL;ausmf0ifa&mufjcif; 

rjyKvkyfEkdif&efeSifh Firewall ukd tokH;jyKíumuG,fxm;ygonf/  

Password ESifhpyfvsOf;í tenf;qHk; Character ta&twGufudkvnf;aumif; ? Alphanumeric ESifh 

Special Character rsm; aygif;pyfyg0if&efvnf;aumif; ? Password rsm;udk ajymif;vJay;&rnhfumvudkvnf; 

aumif; owfrSwfxm;ygonf/ 

RA Software ESifh Data File rsm;udk ,kHMunfpdwfcs&onfhpepftjzpfaqmif&Gufxm;&SdjyD; roufqkdifol 

rsm;rS 0ifa&muftokH;rjyKEkdifatmif enf;ynmpm&if;ppfjcif;qkdif&m owfrSwfcsufrsm; ? tykd'f (4.5.1) 

ESifhtnD aqmif&Gufxm;ygonf/ 

RA rsm;onf Network ukd twGif;ykdif; (Internal) ESifh tjyifykdif; (External) usL;ausmf0ifa&mufjcif; 

rjyKvkyfEkdif&efeSifh Firewall ukd tokH;jyKí umuG,fxm;ygonf/ Network Activities rsm;\ oabmobm0 

(Nature) ESifh Service  ukduefYowfjcif;rsm;ukdvnf; pDrHaqmif&Gufxm;ygonf/ RA rsm;onf Password 

tokH;jyKrIESifhpyfvsOf;í tenf;qHk; Character ta&twGufudkvnf;aumif; ? Alphanumeric ESifh Special 

Character rsm; aygif;pyfyg0if&efvnf;aumif; ? Password rsm;udk ajymif;vJay;&rnhf umvudkvnf;aumif; 

owfrSwfxm;ygonf/ iSm;&rf;okH;pJGolrsm;\ tcsuftvufrsm; xdef;odrf;xm;&Sdaom RA Database rsm;tm; 

wdkuf&dkuftokH;jyKjcif;udk owfrSwfxm;onfh ,HkMunfpdwfcsolrsm;udkom cGifhay;xm;jyD; xdkodkY oHk;pGJ&efrSmvnf; 

cdkifvHkaomtaMumif;jycsuf (Business Reason) &Sd&rnf jzpfygonf/ 

 

6.5.2  uGefysKwm vHkjcHKa&;tqifhtajctae (Computer Security Rating) 

vdktyfovdkjyXmef;ygonf/ 

 

6.6  enf;ynmqdkif&m jzpfpOfrsm;xdef;csKyfrI  (Life Cycle Technical Controls) 

vdktyfovdkjyXmef;ygonf/ 

 

6.7  Network vHkNcHKa&;qdkif&m xdef;csKyfrIrsm; (Network Security Controls) 

MOSS CA ESifh RA onf ¤if;\ vkyfief;rsm;tm;vHk;udk roufqdkifolrsm;rS 0ifa&mufí rormrIrsm; 

rjyKvkyfEdkif&ef vHkNcHKpdwfcs&onfh Network pepfxm;&SdjyD; Security and Audit Requirement Guideline 

rsm;twkdif;aqmif&Gufygonf/ roufqdkifolrsm;tm; Munfh&SKcGifhrjyKaom Sensitive Information rsm;udk 

tjyeftvSefay;ydkY&mwGif Encrypt jyKvkyfíaomfvnf;aumif;? Digital Signature rsm; oHk;pGJíaomfvnf; 

aumiff; ay;ydkYygonf/ 
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MOSS CA onf vkyfief;aqmif&Gufjcif;ESifh jyKjyifxdef;odrf;jcif; (Operation and Maintenance)    

udk Off Line jyKvkyfjyD; tjcm;aom rnfonfhuGefysLwmESifh qufpyfypönf;rsm;ESifhrS uGef,ufcsdwfqufxm;jcif; 

rjyKvkyfyg/  

 

6.8 tcsdefqdkif&mrSwfwrf;wifjcif; (Time-Stamping) 

oufaocHvufrSwfrsm; ? CRL rsm;ESifh tjcm;aom Revocation Database rSwfwrf;rsm;wGif 

vkyfaqmifonfhtcsdefESifhaeY&ufudkrSwfwrf;xm;&Sdygonf/ xdkuJhodkYtcsdefqdkif&mrSwfwrf;rsm;jyKvkyfjcif; twGuf 

Cryptographic enf;pepf toHk;jyK&efrvdktyfyg/  

 

7.  oufaocHvufrSwf? CRL ESifh  OCSP qdkif&mrsm; (Certificate, CRL and OCSP Profiles) 

7.1  oufaocHvufrSwfqdkif&m Profile (Certificate Profile) 

MOSS CA \ Certificate rsm;onf - 

(a) ITU-T Recommendation X.509 , 

(b) RFC 5280 : Internet X.509 Public Key Infrastructure Certificate ESifh CRL Profile,     

April 2002 (“RFC 5280”) wdkYESifh udkufnDygonf/ 

tedrhfqkH;tqifhtm;jzifh  X.509  oufaocHvufrSwfrsm;wGiff atmufazmfjyygrsm;yg0ifygonf/ 

(1) Serial Number 

(2) Signature Algorithm 

(3) Issuer DN 

(4) Valid From 

(5) Valid To 

(6) Subject DN 

(7) Subject Public Key 

(8) Signature 

 

7.1.1 Version trSwfpOf (Version Number(s)) 

iSm;&rf;oHk;pGJolrsm;;twGuf xkwfay;aom Certificate VersionrSm X.509 Version (3) jzpfygonf/ 

 

7.1.2  oufaocHvufrSwf Extension rsm; (Certificate Extensions) 

vdktyfovdkjyXmef;ygonf/ 

 

 



 
 Page 50 
                                                               
   

7.1.2.1 Key Usage 

X.509 Version(3) oufaocHvufrSwfrsm;onf RFC 5280 owfrSwfcsufrsm;twkdif; xnfhoGif; 

xm;ygonf/ X.509 Certificate rsm;\ Key Usage Extension ukd atmufazmfjyygZ,m;wGif 

azmfjyxm;onfhtwkdif; Set and Clear jyKvkyfygonf/ Key Usage Extension Criticality Field ukd a,bk,s 

tm;jzifh False [k xnfhoGif;xm;ygonf/ 

 

 CAs Class 1 and Class 2 

End-User 

Subscribers 

Automated 

Administration 

tokens  

and Class 2-3 

End-User 

Subscribers 

Criticality  TRUE FALSE FALSE 

0 digitalSignature Clear Set Set 

1 nonRepudiation Clear Clear Clear 

2 keyEncipherment Clear Set Set 

3 dataEncipherment Clear Clear Clear 

4 KeyAgreement Clear Clear Clear 

5 keyCertSign Set Clear Clear 

6 CRLSign Set Clear Clear 

7 encipherOnly Clear Clear Clear 

8 decipherOnly Clear Clear Clear 

Table (7) – Settings for KeyUsage Extension 
 

7.1.2.2 Certificate Policies Extension  

vdktyfovdkjyXmef;ygonf/ 

 

7.1.2.3 Subject Alternative Names 

vdktyfovdkjyXmef;ygonf/ 

 

7.1.2.4  Basics Constraints 

CA \ X.509 Version(3) CA oufaocHvufrSwfrsm;\ Basic Constraint Extension wGif CA 

Field udk True Set ay;xm;ygonf/  
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7.1.2.5  Extended Key Usage 

vdktyfovdkjyXmef;ygonf/ 

 

7.1.2.6 CRL Distribution Point 

Relying Party rsm;rS  CA oufaocHvufrSwfrsm;\ tajctaeukd ppfaq;Ekdif&eftwGuf End User 

Subscribes   rsm;\ CRL Distribution Points Extension  wGif CRL File  ukd 

www.moss.com.mm/download/moss.crl rS download vkyfEdkifygonf/ 

 

7.1.2.7  Authority Key Identifier  

 CA onf iSm;&rf;okH;pJGolrsm;\ X.509 Version-3 oufaocHvufrSwfrsm;\ Authority Key 

Identifier Extension wGif oufaocHvufrSwfukd xkwfay;aom CA \ Public Key  ukd xnfhoGif;azmfjyxm; 

ygonf/ 

 

7.1.2.8  Subject Key Identifier 

  CA onf X.509 Version 3 oufaocHvufrSwfrsm;\ Subject Key Identifier Extension wGif 

oufaocHvufrSwfukdifaqmiftwGufxkwfay;xm;aom Public Key  udk xnfhoGif; azmfjyxm;ygonf/ 

 

7.1.3  Algorithm Object Identifiers 

CA onf Certificate rsm;udk atmufazmfjyyg Algorithm toHk;jyKí Signing  jyKvkyfygonf/  

SHA-1 with RSA Encryption udktoHk;jyKygonf/ 

 

7.1.4  trnfay;yHkpH (Name Forms) 

CA onfoufaocHvufrSwfrsm;\ Issuer ESifh Subject Distinguish Name wGif tykd'f (3.1.1) 

wGif azmfjyxm;onfhtwdkif; jznfhoGif;ygonf/ 

 

7.1.5   oufaocHvufrSwftrnfay;jcif;qdkif&m owfrSwfcsuf (Name Constraints) 

MOSS CA onf Anonymous Name rsm;udkcGifhrjyKyg/ trnfrsm;onf t"dyÜm,f&Sd&rnhftjyif 

iSm;&rf;oHk;pGJol\trnfESifhvnf; ywfoufrI&Sd&rnf/ trnfrsm;onf Unique Distinguished Name (DN) 

jzpf&ygrnf/ 
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7.1.6   oufaocHvufrSwf\rl0g'qdkif&m udk,fpm;jyKcsuf (Certificate Policy Object Identifier)  

           Certificate Policy Extension udktoHk;jyKygu oufaocHvufrSwfrsm;wGif 

4if;wkdY\ trsKd;tpm;tvkduf tykd'f (1.2) wGif azmfjyxm;onfESifhtnD  CP \ Object Identifier (OID)  

xnfhoGif; azmfjyay;xm;ygonf/ 

 

7.1.7   rl0g'qkdif&m toHk;jyKrI (Usage of Policy Constraints Extension) 

jyXmef;xm;jcif;r&Sdyg/ 

 

7.1.8 rl0g' t&nftaoG;yHkpHESifh a0g[m&t"dyÜm,f zGifhqdkcsuf 

 (Policy Qualifier Syntax and  Semantics) 

vdktyfovdkjyXmef;ygonf/ 

 

7.1.9  oufaocHvufrSwf\ ta&;MuD;aom rl0g'qdkif&m a0g[m&t"dyÜm,frsm;udk aqmif&Gufjcif; 

  (Processing Semantics for the Critical Certificate Policies Extension) 

jyXmef;xm;jcif;r&Sdyg/ 

 

7.2  CRL Profile 

CRL wGifatmufazmfjyygZ,m;twdkif; Basic Field rsm; yg0ifygonf/ 

 

Field Value or Value Constraint 

Version X.509 Version 2 CRLs. 

Signature 

Algorithm 

Algorithm used to sign the CRL: SHA-1/SHA-256 (or) MD5 in accordance 

with RFC 3279. 

Issuer Entity who has signed and issued the CRL. 

Effective Date Issue date of the CRL. CRLs are effective upon issuance. 

Next Update Date by which the next CRL will be issued. 

Revoked Certificate 
Listing of revoked certificates, including the serial number of the revoked 

certificate and revocation date. 

Table (8) CRL Profile Basic Fields 
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7.2.1  Version Number (S) 

CA onf X.509 ESifh Version 2 CRLs rsm;udk (Support) jyKvkyfygonf/  

 

7.2.2  CRL and CRL Entry Extensions 

 jyXmef;xm;jcif;r&Sdyg/ 

 

8. udkufnDrI&Sd ? r&Sdpm&if;ppfjcif;ESifhtjcm;tuJjzwfrIrsm; 

(Compliance Audit and Other Assessment)  

MOSS CA \ vkyfief;aqmif&GufrIyHkpHtm; MuD;MuyfrSIESifh A[dktzGJYwdkY oabmwlnDxm;onfh Security 

ESifh Technical Guideline wGifazmfjyxm;onfh tcsuftvufrsm;twdkif; MuD;MuyfrItzGJYrS vdktyfovdk 

ppfaq;rI jyKvkyfrnfjzpfygonf/ Root CA ESifh MuD;MuyfrItzGYJwdkY\ Compliance Audit jyKvkyf&&SdrItay:wGif 

rlwnfí nTefMum;onfhtwdkif; jznfhqnf;aqmif&GufoGm;rnf jzpfygonf/  

xkdUtjyif CA onf 4if;\,kHMunfpdwfcs&aompepfukd aocsmrI&Sdap&eftwGuf jyefvnfppfaq;jcif; 

ESihf pkHprf;ppfaq;jcif;jyKvkyf&mwGif tenf;qkH;atmufygwkdYyg0ifygonf/  

 vkHjcKHa&;ESifh vkyfxkH;vkyfenf;rsm; jyefvnfpdppfjcif; (vkHjcKHa&;qkdif&mpm&Gufpmwrf;rsm; ? 

CP/CPS ? CA ESifhoufqkdifaomoabmwlpmcsKyfrsm;) ? 

 MOSS CAonfatmufygtajctaersm;jzpfay:vQif4if;\pepfukdpm&if;ppfjcif;jyKvkyf&rnf/ 

  CA \ pepfESifh Root CA \pm&if;ppfjcif;rsm;wGif owfrSwfxm;aom pHrsm;eSifh 

ukdufnDrIr&Sdonfukd awGU&Sd&jcif; ? 

  rawmfwqxdckdufrIrsm; (okdY) csKd;azmufcH&rSlrsm; jzpfay:jcif; ? 

 CA pepf\ vkHjcKHa&; (okdY) Integrity ukd ysufpD;Ekdifacs&Sdaom udpörsm;jzpfay:jcif; ? 

 CA onf vkdtyfygu Risk Management ukdaqmif&Guf&rnf/ 

 

8.1    tuJjzwfrIMudrfEIef;ESifh tajctae (Frequency and Circumtance of Assessment) 

 Root CA onfoufaocHvufrSwfxkwfay;ydkifcGifh&Sdol CA rsm;udk (1) ESpfwGif (1) Budrf enf;ynm 

qdkif&mpm&if;ppfjcif;jyKvkyfygonf/ 

 pm&if;ppfjcif;rsm;udk BuD;MuyfrItzGJYrS vufcHaom t&nftcsif;jynfh0onfh pm&if;ppftzGJYrsm;ESifh 

ppfaq;ygonf/ pm&if;ppftzGJYwGif vufrSwf&pm&if;udkifwpfOD;ESifh Certified Information System 

Auditor wpfOD;yg&SdrnfjzpfNyD; wpfOD;OD;onf'pf*spfw,foufaocHvufrSwfrsm;ESifh,if;wdkYESifh ywfouf 

aom todynm? A[kokw&Sdoljzpf&rnf/ 

 CA rsm;onf rdrdpepftwGif; Internal Audit udk wpfESpfvQif (2) Mudrf ppfaq;jcif;jyKvkyfygonf/ 
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8.2 tm;enf;csuf (odkY) vdktyfcsufrsm;ay:rlwnfívkyfaqmifcsuf 

 (Action Taken as a Result of Deficiency) 

 MOSS CA onf pm&if;ppfjcif; ppfaq;csuft& vdktyfcsufrsm;? >cif;csufESifh tm;enf;csufrsm; 

&Sdygu MuD;MuyfrItzGJYESifh Root CA rS nTefMum;onfhtwdkif; jznfhqnf;aqmif&Gufygonf/ >cif;csuf ? 

tm;enf;csufrsm;tay:rlwnfí ta&;,lrnfh Action udk MOSS CA \pDrHtkyfcsKyfrItzGJYrSqHk;jzwfygonf/ 

MOSS CA \tkyfcsKyfrIwGif wm0ef&Sdolrsm;onf Corrective Action Plan udk taumiftxnfazmf&ef 

wm0eff&Sdygonf/ tu,fí xdk>cif;csufESifhvdktyfcsufrsm;onf MOSS CA \ Security ESifh Integrity udk 

Ncdrf;ajcmuf xdcdkufaprnfqdkygu CA rS Corrective Action Plan udk &uf (30) twGif; a&;qGJí 

oifhavsmfaom tcsdeftwGif; taumiftxnfazmfrnfjzpfygonf/ Serious Exceptions r[kwfonfh 

Deficiencies rsm;twGuf MOSS CA rS xdktcsuf\ ta&;ygrIudk wGufcsufí oifhavsmfaomta&;,lrIudk 

qHk;jzwfrnf jzpfygonf/ 

 

9.  tjcm;aompD;yGm;a&;&mESifh Oya'qdkif&mtaMumif;t&mrsm; 

(Other Business and Legal Matters) 

9.1  ay;oGif;&rnfhaiGaMu; (Fees) 

9.1.1 oufaocHvufrSwfxkwfay;jcif;ESifhoufwrf;wdk;jcif;twGufay;oGif;&rnfhaiG  

 (Certificate Issurance (or) Renewal Fees) 

 iSm;&rf;okH;pJGolrsm;rS oufaocHvufrSwfxkwf,ljcif; ? oufwrf;wkd;jcif;ESifh oufaocHvufrSwf 

pDrHcefYcJGjcif;qkdif&mwkdYtwGuf usoifhaiGukd CA  (odkY) RA rsm;okd ay;aqmif&ygrnf/ 

 

9.1.2   oufaocHvufrSwfudk Munfh&Ijcif;twGuf usoifhaiG (Certificate Access Fees) 

 oufaocHvufrSwfrsm;tm; oufaocHvufrSwfrSwfwrf;wdkuf (Repository) wGifxnfhoGif;jcif; (odkY) 

Relying Party rsm;rS toHk;jyKEdkifatmifaqmif&Gufay;jcif;wdkYtwGuf usoifhaiGaumufcHrnfr[kwfyg/ 

 

9.1.3  oufaocHvufrSwfy,fzsufpm&if;ESifh tajctaeudk Munfh&Ijcif;twGufusoifhaiG 

  (Revocation or Status Information Access Fees) 

MOSS CA onf Certificate Revocation List (CRL) xkwfjyefjcif;? xdk CRL udk Relying Party 

rsm;rS Munfh&IEdkif&efjyKvkyfay;jcif;wdkYtwGuf usoifhaiGaumufcHrnfr[kwfyg/ odkUaomftjcm;aom Value-

Added Revocation Information 0efaqmifrIrsm;twGuf usoifhaiGaumufcHrnfjzpfygonf/ CA onf 

tjcm;aom Third Party rsm;rS Revocation Information rsm; ? Certificate Status Information rsm; (odkY) 

Repository wGif Time Stamping jyKvkyfjcif;rsm;ukd CA rS oufqdkif&mwm0efcH\pmjzifh a&;om;cGifhjyKxm;jcif; 

r&Sdygu cGifhrjyKyg/ 
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9.1.4   tjcm;aom0efaqmifrIrsm;twGufusoifhaiG (Fees for Other Services) 

  MOSS CA onf CP ESifh ,if;ESifhoufqkdifaom þ CPS udk Access vkyfjcif;twGufusoifhaiG 

aumufcHjcif; r&Sdyg/ Document rsm;udk Munfh&I&HkrQr[kwfbJ jyefvnfxkwfa0jcif; (Reproduction) ? 

jyifqifjcif; (odkY) ,if;wdkYudk toHk;jyKítjcm;aomvkyfief;rsm; qufvufvkyfukdifjcif;uJhodkYaom tjcm;aom 

&nf&G,fcsufrsm;jzifhtoHk;jyKvdkygu Document rsm;ukd rlydkifcGifh (Copyright) &Sdol MOSS CA ESifh 

oabmwlnDcsuf &,laqmif&Guf&rnf/ 

 

9.1.5   jyeftrf;aiGay;jcif;qdkif&m rl0g'rsm;  (Refund policy) 

 MOSS CA onf wif;usyfaom vkyfxHk;vkkyfenf;rsm; (Practices) ESifh rl0g'rsm;csrSwfíoufaocH 

vufrSwfxkwfay;jcif;qdkif&mvkyfief;rsm;udk aqmif&Gufygonf/ oufaocHvufrSwfxkwfay;ydkifcGifh&SdolrS 

iSm;&rf;oHk;pGJoltm; 4if;\oufaocHvufrSwftoHk;jyK&mwGif tqifrajyrI&Sdygu xkwf,ljyD; (7) &uf 

twGif; ,if;\vufrSwfudky,fzsufay;yg&ef MOSS CA xHodkYawmif;qdkvmaomtcg atmufygtwdkif; 

jyeftrf;aiGudk xkwfay;ygonf/ 

 Class 3- Type-A oufaocHvufrSwfwpfapmifvQif 

 tpdk;&Xmeqdkif&mrsm;twGuf  usyf ( 15,000 ) jzpfygonf/ 

 yk*¾vduqdkif&mrsm;twGuf usyf (20,000 ) jzpfygonf/ 

 Class 3- Type-B oufaocHvufrSwfwpfapmifvQif 

 tpdk;&Xmeqdkif&mrsm;twGuf  usyf ( 10,000 ) jzpfygonf/ 

 yk*¾vduqdkif&mrsm;twGuf usyf (20,000 ) jzpfygonf/ 

 

9.2 b@ma&;qdkif&mwm0ef,lrI   (Financial Responsibility) 

9.2.1  tmrcHxm;&SdrI (Insurance Coverage) 

MOSS CA onf trSm;rsm;ESifhcsefvSyfxm;csufrsm; (Errors and Omissions) twGuf oifhawmfaom 

tmrcHaiGudk tmrcHukrÜPD (odkY) rdrdudk,fydkiftpDtpOfjzifh tmrcHxm;&Sdygonf/  

 

9.2.2  tjcm;aom Assets rsm; (Other Assets) 

MOSS CA onf ,if;\vkyfief;rsm;vkyfaqmif&ef? wm0efrsm;udkaqmif&Guf&ef? iSm;&rf;oHk;pGJolrsm;ESifh 

Relying Party rsm;tm; avsmfaMu;aiGay;&ef&Sdygu ay;acsEdkif&eftwGuf vHkavmufaom aiGaMu;&Sdygonf/  

 

9.2.3  tjcm;aomtmrcHwGif yg0ifrIrsm;  (Extended Warranty Coverage) 

jyXmef;xm;jcif;r&Sdyg/ 
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9.3. pD;yGm;a&;qdkif&mtcsuftvufrsm;udkvQdKU0Sufjcif; (Confidentiality of Business Information) 

9.3.1 vQdKU0SuftjzpfowfrSwfxm;aom tcsuftvufrsm; (Scope of Confidential Information) 

MOSS CA onf iSm;&rf;oHk;pGJolrsm;\atmufazmfjyyg tcsuftvufrsm;udk vQdKU0Suftcsuftvuf 

rsm; (Confidential and Private Information) [k owfrSwfygonf/ 

 oufaocHvufrSwfavQmufxm;jcif;qdkif&m tcsuftvufrsm; ESifh yl;wGJwifjycsufrsm; ?  

 Managed PKI udk aqmif&Gufaeaom Customer rsm;\f Private Key rsm; ? 

 vkyfief;aqmif&GufrIqdkif&mrSwfwrf;rsm;tm;vHk;? pm&if;ppfjcif;qdkif&mrSwfwrf;rsm;ESifh tpD&ifcHpmrsm;? 

 Contingency Plan ESifh Disaster Recovery Plan rsm; ? 

 Hardware, Software rsm;\vkyfief;aqmif&GufrSk (Operation) \vHkjcHKa&;xdef;csKyfrIrsm; ? oufaocH 

vufrSwf0efaqmifrIay;jcif;\ vkyfief;pDrHtkyfcsKyfrIqdkif&mrsm;ESifh owfrSwfxm;aom pm&if;a&;oGif; 

jcif;qdkif&m0efaqmifrIrsm;ESifh ywfoufonfh tcsuftvufrsm; ? 

 

9.3.2 vQdKU0Suftcsuftvufrsm;[k rowfrSwfxm;aom tcsuftvufrsm; 

  (Information not within the Scope of Confidential Information) 

oufaocHvufrSwfrsm;? oufaocHvufrSwfy,fzsufjcif;ESifh tjcm;oufaocHvufrSwf\tajctae 

(Status) qdkif&m owif;tcsuftvufrsm;? MOSS CA Repository ESifh 4if;twGif;&Sd owif;tcsuftvuf 

rsm;udkf vQdKU0SufESifh yk*dÜKvfa&;qdkif&mtcsuftvufrsm; (Confidential and Private Information) tjzpf 

rowfrSwfyg/ þ CPS yg tcsufrsm;onf trsm;jynfoludk Munfh&IcGifh ? od&SdcGifhay;xm;aom tcsuftvuf 

(Non-Confidential) rsm;jzpfygonf/ tydk'f (9.3.1) wGif vQdKU0Suf[kowfrSwfxm;aom tcsufrsm;wGif 

ryg0ifonfrsm;udk vQdKU0Suf&efrvdkaom ? yk*dÜKvfa&;qdkif&mr[kwfaom tcsuftvufrsm; (Non-Confidential 

(odkY) Non-Private Information) [k owfrSwfygonf/ 

 

9.3.3 vQdKU0Suftcsuftvufrsm;udk umuG,f&ef wm0ef,laqmif&GufrI 

     (Responsibility to Protect Confidential Information) 

MOSS CA onf tjcm;aom roufqdkifolrsm; (Third Parties) rS vQdKU0SufESifhyk*dÜKvfa&;qdkif&m 

tcsuftvuf (Confidential/ Private Information) rsm;udk csdK;azmuf0ifa&mufMunfh&Ijcif; rjyKvkyfEdkif&ef 

pDrHaqmif&Gufxm;ygonf/ 
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9.4 wpfOD;wpfa,mufESifhqdkifonfhudk,fa&;tcsuftvufrsm;udk vHkjcHKrI&Sdatmifaqmif&Gufjcif; 

(Privacy of Personal Information) 

9.4.1 yk*dÜKvfa&;qdkif&m tcsuftvuf vQdKU0Sufjcif;pDrHcsuf (Privacy Plan)   

MOSS CA ESifh RA rsm;onf wpfOD;wpfa,mufESifhqdkifonfh udk,fa&;tcsuftvufrsm;udk vHkjcHKrI 

&Sdatmif aqmif&Guf&eftwGuf nTefMum;csufrsm;ESifh udkufnDrI&dSaom Privacy Policy  udk a&;qJGaqmif&Guf 

xm;ygonf/  

 

9.4.2 udk,fa&;vQdKU0SuftjzpfoufrSwfonfhtcsuftvufrsm; (Information Treated as Private)  

  oufaocHvufrSwfavQmufxm;olESifh oufqdkifonfhtcsuftvufrsm;xJrS CA rS xkwfay;onfh 

oufaocHvufrSwfrsm; ? oufaocHvufrSwf Directory rsm; ? On-Line CRL wGif azmfjyxm;onf 

rsm;rSvJGí usefaomtcsuftvuftm;vHk;udk udk,fa&;vQdKU0Suftcsufrsm;[k owfrSwfygonf/ 

 

9.4.3  udk,fa&;vQdKU0Sufr[kwf[ktodtrSwfjyKxm;aom tcsuftvufrsm; 

 (Information Not Deemed Private) 

trsm;jynfolMunfh&IEdkifonfh oufaocHvufrSwfwGifazmfjyxm;onfh tcsuftvufrsm;udk udk,fa&; 

vQdKU0Suftcsuftvufrsm;[k rowfrSwfyg/ 

 

9.4.4  udk,fa&;vQdKU0Suftcsufrsm;udkumuG,f&efwm0ef,lrIrsm; 

  (Responsibility to Protect Private Information) 

 CA/RA  ESifh 4if;\ Participant  tm;vHk;onf vufcH&&dSxm;onfh vQdKU0Suftcsuftvufrsm;udk 

csdK;azmufMunfhcH&jcif; (Compromise) ESifh tjcm;roufqdkifoltzJGYtpnf;rsm;xH ay;ydkYjcif; ? azmfjyjcif; 

rjzpfap&ef umuG,fxm;onfhtjyif w&m;pD&ifydkifcGifht& jynfwGif;&dS jyXmef;xm;aomOya'rsm;twdkif; 

udkufnDrI&dSap&efvnf;  aqmif&Gufxm;ygonf/ 

 

9.4.5 udk,fa&;tcsuftvufrsm;udktoHk;jyK&eftwGuftaMumif;Mum;jcif;ESifhoabmwlnDcsuf 

 (Notice and Consent to Use Private Information) 

 þ CPS wGifyg&Sdonfh udk,fa&;tcsuftvufrsm;udk oufqdkifonfh Privacy Policy (odkY) 

avQmufxm;ol\oabmwlnDcsufr&&dScJhvQif toHk;jyKrnfr[kwfyg/ þtydkif;onf Privacy qdkif&mumuG,f 

xm;&Sd&rnfh owfrSwfcsufrsm;twdkif; jzpfygonf/ 
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9.4.6  w&m;pD&ifa&; (odkY) pDrHcefYcGJa&;qdkif&mvkyfief;pOfrsm;twGufxkwfazmfay;jcif;  

  (Disclosure Pursuant to Judicial or Administrative Process) 

MOSS CA onf rdrdxHwGif odrf;qnf;xm;onfh (Confidential)  ESifh Private Information  rsm;udk 

pDrHcefYcGJa&;qdkif&m udpörsm;ESifh tjcm;aomw&m;a&;qdkif&mvdktyfaomvkyfief; (Legal Process)  rsm;twGuf 

MuD;MuyfrItzGJY\ cGifhjyKcsufjzifhom azmfxkwfjyocGifh&Sdygonf/ 

 

9.4.7  tjcm;aomtcsuftvufrsm;xkwfazmf&eftajctaersm; 

 (Other Information Disclosure Circumstances) 

jyXmef;xm;jcif;r&dSyg/  

 

9.5   ÓPpGrf;&nfydkifqdkifcGifhqdkif&m tcGifhta&; (Intellectual Property Right) 

 MOSS CA onf oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;ESifh Relying Party rsm;tm; ÓPpGrf;&nf 

ydkifqdkifcGifhqdkif&mtcGifhta&;ay;jcif; (IPR) (odkY) xdkodkYkjyKvkyfay;&ef tcGifhtmPmESifhwm0efr&Sdyg/ þ CPS rS 

ul;,laomrnfonfhtaMumif;t&mrqdk þ CPS rS ul;,laMumif; udk;um;csuf ? &nfnTef;csuf yg&Sd&rnf/ 

MOSS CA onf atmufazmfjyyg taMumif;t&mwdkYESifh ywfoufí MOSS CA \ rlydkif[k 

owfrSwfygonf/ 

 MOSS CA \ Hardware rsm; ESifh MOSS CA rSa&;om;xm;aom Manual rsm; ? 

avQmufvTmrsm; ? &Hk;wGif;vkyfxHk; vkyfenf;rsm; ? MOSS CA Network layout rsm; ?  

 þ CPS ESifh CP ? 

 CA \trnf ESifh Internet Domain Name ? 

 CA \ Key Pair rsm; ? 

 

9.6    udk,fpm;jyKrIrsm;ESifh tmrcHcsufrsm; (Representations and Warranties) 

9.6.1  MOSS CA rSwm0ef,lrnfhtcsufrsm; (CA Representations and Warranties) 

 MOSS CA rSatmufygtcsufrsm;ESifh pyfvsOf;ívHkavmufaomaocsmrI&Sd&rnf/ 

 MOSS CA rS xkwfay;xm;aomoufaocHvufrSwfavQmufvTmrsm; (odkU) xkwfay;NyD;aom 

oufaocHvufrSwfrsm;rS tcsuftvufrsm;udk rSm;,Gif;pGmazmfjyjcif; (Misrepresentation) r&Sd&yg/ 

 oufaocHvufrSwfavQmufxm;jcif; (Certificate Application) (odkY) oufaocHvufrSwfjyKvkyfjcif; 

wdkYudk pDrHaqmif&Guf&mü oufaocHvufrSwfrS tcsuftvuf (Information) rsm;udk oufaocH 

vufrSwfavQmufxm;jcif;udktwnfjyKol (odkY) oufaocHvufrSwfjyKvkyfol\ owdcsdKU,Gif;rIaMumifh 

trSm;rsm;ryg&Sdap&yg/ 
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 MOSS CA rS xkwfay;aomoufaocHvufrSwfrsm;onf þ CPS ESifh CP wGifyg&Sdaom? 

vdktyfaom owfrSwfcsufrsm;tm;vHk; (All Material Requirement) ESifh udkufnDrI &Sdygonf/ 

 oufaocHvufrSwfy,fzsufjcif;ESifhqkdifaom 0efaqmifrIrsm; (Revocation Services) ESifh Repository 

toHk;jyKrIonf þ CPS ESifh CP rsm;&Sd owfrSwfcsufrsm; (Material Aspects) tm;vHk;ESifh udkufnDrI 

&Sdygonf/ 

 

9.6.2  RA rSwm0ef,lrnfh tcsufrsm; (RA Representations and Warranties) 

 RA rSatmufygtcsufrsm;ESifh pyfvsOf;í vHkavmufaomaocsmrI&Sd&rnf/ 

  oufaocHvufrSwfavQmufvTmrsm; (odkU) xkwfay;NyD;aomoufaocHvufrSwfrsm;rS tcsuftvuf 

rsm;udk rSm;,Gif;pGmazmfjyjcif; (Misrepresentation) r&Sd&yg/ 

 oufaocHvufrSwfavQmufxm;jcif; (Certificate Application) (odkY) oufaocHvufrSwfjyKvkyf 

jcif;wdkYudk pDrHaqmif&Guf&mü ,if;\azmfjyygtcsuftvuf (Information) rsm;udk avQmufxm; 

jcif;udktwnfjyKol (odkY) oufaocHvufrSwfjyKvkyfol\ owdcsdKU,Gif;rIaMumifh trSm;rsm;ryg&Sdap&yg/ 

 oufaocHvufrSwfrsm;onf þ CPS ESifh CP wGifyg&Sdaom? vdktyfaomowfrSwfcsufrsm;tm;vHk; 

(All Material Requirement) ESifh udkufnDrI &Sdygonf/ 

 oufaocHvufrSwfy,fzsufjcif;ESifhqkdifaom 0efaqmifrIrsm; (Revocation Services) ESifh Repository 

toHk;jyKrIonf þ CPS ESifh CP rsm;&SdowfrSwfcsufrsm; (Material Aspects) tm;vHk;ESifh udkufnDrI&Sdyg 

onf/ 

 

9.6.3  oufaocHvufrSwfavQmufxm;olrSwm0ef,l&rnfhtcsufrsm; 

       (Subscriber Representation and Warranties) 

oufaocHvufrSwfavQmufxm;olrS tmrcH&rnfhtcsufrsm;rSm - 

 oufaocHvufrSwfwGifyg0ifonfh Public KeyESifh 4if;ESifh oufqdkifaom Private Key udkoHk;í 

a&;xdk;xm;aom Digital Signature wdkif;onf oufaocHvufrSwfiSm;&rf;oHk;pGJol\ Digital 

Signature jzpfonf/ xdk Digital Signature udkvufrSwfa&;xdk;aecsdefwGif4if; oufaocHvufrSwf 

onftoHk;jyKí&aomtajctaewGif&SdjyD; oufwrf;ukefqHk;jcif; (Expired) (odkY) y,fzsufjcif; 

(Revoked) vkyfxm;cH&jcif; tajctaersdK;rjzpfap&yg/ 

 4if;wdkU\ Private Key udkaocsmpGmxdef;odrf;umuG,fxm;&rnf/ rnfonfhcGifhjyKrxm;aomol 

(Unauthorized Person) rS oufaocHvufrSwfiSm;&rf;oHk;pGJol\ Private Key udk,líoHk;pGJEkdifjcif; 

r&Sdap&yg/ 
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 oufaocHvufrSwf avQmufxm;olrSay;aom tcsuftvufrsm; ? oufaocHvufrSwf avQmufvTm 

wGifa&;oGif;aomtcsuftvufrsm;ESifh oufaocHvufrSwfwGif azmfjyxm;aom tcsuftvufrsm; 

onf rSefuefrI&Sd&ygrnf/ 

 oufaocHvufrSwfudk þ CPS ESifh CP wGifyg&Sdonfh cGifhjyKxm;aom ? w&m;0ifaom Oya'qdkif&m 

&nf&G,fcsufrsm; (Authorized and Legal Purpose) twGufom toHk;jyKygrnf/ 

 iSm;&rf;oHk;pGJolonf rdrd\oufaocHvufrSwftm; oufaocHvufrSwfxkwfay;ydkifcGifh&Sdol  (CA) 

uJhodkY tjcm;aomoufaocHvufrSwfrsm; ? CRL rsm;udkvufrSwfxkd;ay;jcif; (Digitally Singing) 

rjyKvkyf&yg/  

 

9.6.4 Relying Party rsm;rSwm0ef,lrnfhtcsufrsm; 

  (Relying Party Representation and Warranties) 

 Relying Party rsm;onf rdrd,HkMunfrIjyKonfh oufaocHvufrSwfESifh 4if;wGifyg0ifaom oufaocH 

vufrSwffqdkif&mtcsuftvufrsm;\ ppfrSefrIudk pOf;pm;qHk;jzwf&ef vdktyfaMumif; ? Relying Party 

Agreement wGif a&;om;azmfjycsufrsm;ukd em;vnfygaMumif;ESifh ? ,if;oufaocHvufrSwfudk oHk;pGJ&efoifh ? 

roifh qHk;jzwf&ef rdrdwGifomwm0ef&SdaMumif; em;vnfod&Sd&rnfjzpfygonf/  

txufpmydk'fwGifazmfjyxm;aom CPS yg Relying Party rsm;vdkufemaqmif&Guf&rnfhwm0efrsm; 

(Obligation) udkk vdkufemrIr&Sdjcif;aMumifh Oya'qdkif&mtusdK;qufrsm;jzpfay:vmygu ,if; Relying Party rS 

wm0ef,lvufcH&rnf jzpfygonf/ MOSS CA \ ,HkMunfpdwfcspGmoHk;pGJolrsm;\ oabmwlnDcsuf (Relying 

Party Agreement) wGif tjcm;aom azmfjycsufrsm;ESifh tmrcHcsufrsm;udkvnf; xnfhoGif;azmfjyxm;ygonf/ 

 

9.6.5  tjcm;aomolrsm;\ udk,fpm;jyKrIESifh wm0ef,lrIrsm; 

 (Representation and Warranties of other Paticipants)  

 jyXmef;xm;jcif;r&Sdyg/ 

 

9.7   Warranties rsm;udk jiif;y,fjcif; (Disclaimers of Warranties)  

 wnfqJOya'rsm;wGifcGifhjyKxm;onfh &nf&G,fcsufrsm;t& oufaocHvufrSwfoHk;pJGolrsm; oabmwl 

nDcsuf (Subscriber Agreement)  ESifh Relying Party Agreement rsm;onf MOSSA CA  \ jzpfEdkiforQ 

Warranties tm;vHk;ukd (Warranity of Merchantability  (odkY) &nf&G,fcsuf wpfcktwGuf oifhawmfrIudk 

tusHK;0ifaom rnfonfh Warranty  rsdK;udkrqdkk) jiif;y,fEdkifonf/ xdkYjyif ayghqrI (Negligence) odkYr[kwf 

vufcHEdkifzG,f&Sdaom owdrljcif;r&Sdrl (Lack of Reasonable Care) wdkUtjyif CRL wGifazmfjyxm;aom 
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qdkif;iHh ? y,fzsufjyD;om; oufaocHvufrSwfrsm;tm; oHk;pGJjcif;aMumifh jzpfay:vmaom tusdK;qufrsm; 

twGuf rnfonfhay;&efwm0ef (Liability) ukdrqkd  MOSS CA  rS jiif;y,fEdkifonf/ 

 

9.8   ay;&ef&Sdonfrsm;udk ueYfowfxm;csufrsm; (Limitations of Liability)  

MOSS CA onf oufaocHvufrSwfoHk;pGJrIaMumifh jzpfay:onfh wdkuf&dkkuf (odkY) wdkuf&dkuf 

r[kwfaom  (Indirect) ? xl;jcm;aom (Special) ? tjypfay;cH&rIaMumifhjzpfay:vmaom xdcdkufqHk;&SHk;rIrsm; 

(Punitive Damage) ? rawmfwqjzpfaom (Incidental) ponfwdkYaMumifh jzpfay:aom ysufpD;qHk;&HI;rIrsm;udk 

vnf;aumif; ? ppfyGJrsm;ESifh obm0ab;tEÅ&m,frsm;aMumifhjzpfay:aom ysufpD;rIrsm; twGufvnf;aumif;  

avsmfaMu;aiGay;jcif; rjyKvkyffyg/ MOSS CA rS Certificate trsdK;tpm;wpfck ysufpD;qHk;&HI;rItwGuf 

ay;avsmfrIrsm; (Liabilities) udk trsm;qHk; atmufygtwdkif; owfrSwfxm;ygonf/ 

Class              Liability 

Class-3 (Type A)  - 60000 usyf 

Class-3 (Type B)  - 30000 usyf 

 

 oufaocHvufrSwf iSm;&rf;oHk;pGJolrsm;\ Liability ESifh Limitation udk oufqdkif&miSm;&rf;oHk;pGJolrsm; 

oabmwlpmcsKyf (Subscriber Agreement) wGifvnf;aumif; ? Relying Party rsm;\ Liability ESifh Limit udk 

Relying Party Agreement wGifvnf;aumif; azmfjyxm;ygonf/     

 

9.9   avsmfaMu;aiGay;jcif; (Idemnities)  

9.9.1  Indemnification by Subscribers  

vdktyfovdk jyXmef;ygonf/ 

9.9.2  Indemnification by Relying Parties 

vdktyfovdk jyXmef;ygonf/ 

 

9. 10 pnf;urf;csufrsm;ESifh &yfpJjcif;  (Terms and Termination) 

9.10.1  pnf;urf;csuf (Term) 

þ CPS onf MOSS CA \ Repository wGif Publication jyKvkyfonfhaeYrSpí w&m;0if 

(Effective) ygonf/ þ CPS wGif jyifqifrIrsm;jyKvkyfygu xdkjyifqifrIrsm;onf Repository wGif Publish 

jyKvkyfonhfaeYrSpí tudsK;oufa&mufrI&Sdygonf/ 
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9.10.2  &yfpJjcif; (Termination) 

rMumcP þ CPS wGif jyifqifrIrsm;onf Version topfjyXmef;jcif;ESifh ajymif;vJrI jyKvkyfjcif; 

r&Sdoí w&m;0if CPS jzpfygonf/ 

 

9.10.3  &yfpJjcif;tusdK;w&m;rsm;ESifh vkyfief;qufvuf&yfwnfjcif; 

  (Effect of Termination and Survival ) 

þ CPS udk&yfpJvdkufaomfvnf; CA \ Participant rsm;onf Certificate rsm;\ Validity Period 

jynfhonfhwdkifatmif xdk CPS ygtcsufrsm;twdkif; tusHK;0ifrI&Sdygonf/ 

 

9.11  wpfOD;csif;pDtm;taMumif;Mum;jcif;ESifhqufoG,fjcif; 

(Individual Notices and Communications with Participants) 

 vdktyfovdkjyXmef;ygonf/ 

 

9.12      jyifqifrIrsm; (Amendements) 

9.12.1  jyifqifrIrsm;jyKvkyfonfhvkyfxHk;vkyfenf;ESifh Specification ajymif;vJrnfhvkyfxHk;vkyfenf; 

  (Procedure for Amendment/ Specification Change Procedure) 

þ CPS wGif jyifqifrIrsm;udk CA Policy Management Authority rS jyKvkyfygonf/ þ CPS wGif 

jyifqifrIwdkif;udk  MuD;MuyfrItzGJY\ twnfjyKcsuf&,ljyD;rSom jyifqifjcif; jyKvkyfygonf/  jyifqifrIrsm;udk 

a&;om;xm;onfh Amended Form pm&GufyHkpHjzifh4if; ? Update yHkpHjzifh4if; &SdEdkifygonf/ jyKjyifNyD;om; CPS 

Version rsm; (odkY) Notices Section wGifvnf; Link ay;xm;rnf jzpfygonf/ þ CPS wGifajymif;vJjcif; 

jyKvkyfrIrsm;onf CPS Object Identifier rsm;wGifvnf; ajymif;vJrIvdk ? rvdkudk MOSS CA ESihf Root CA 

\ pDrHtkyfcsKyfolrsm;rS qHk;jzwfcsufay;ygonf/ 

 

9.12.2  owday;taMumif;Mum;jcif;enf;vrf;ESifh umv (Notification Mechanism and Period) 

MOSS CA onf CPS wGif yg&Sdonfh pmyHkESdyfjcif;qdkif&mtrSm;rsm; ? URL ajymif;vJrIrsm; ? 

qufoG,f&rnfhvdyfpmajymif;vJrIrsm;ponfwdkYudkBudKwiftaMumif;Mum;&efESifhMuD;MuyfrItzGJY\ twnfjyKcsuf&

,l&efwdkY rvdktyfyJ jyKjyifajymif;vJcGifh&Sdonf/ jyKjyifajymif;vJvkdonfrsm;ukdtMuHjyKcsufay;ykdYEkdif&eftwGuf 

tcsdefumvwpfck owfrSwfxm;ygonf/ xkdjyKjyifajymif;vJrnfhtcsufrsm;ESifh tMuHjyKcsufrsm;ukd  MOSS CA 

\ Website  http://www.moss.com.mm wGifazmfjyxm;ygonf/   

 

9.12.3  OID ajymif;vJjcif;jyKvkyfrnfh tajctaersm; 

  (Circumstances under which OID Must be Changed) 

 vdktyfovdkjyXmef;ygonf/ 
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9.13 jyóemrsm;udk ajz&Sif;rnfhenf;vrf;rsm; (Dispute Resolution Procedures) 

 MOSS CA ESifhoufaocHvufrSwfiSm;&rf;oHk;pGJolrsm;tMum;; y#dyu©rsm;jzpfyGm;vmygu 4if;wdkYESifh 

csKyfqdkxm;aom oabmwlnDcsufrsm;wGif a&;om;xm;onfh Dispute Resolution Procedure rsm;twdkif; 

ajz&Sif;oGm;rnfjzpfygonf/ vdktyfygu tDvufxa&mepf qufoG,faqmif&Gufa&;Oya' ? ta&;ay:pDrHrI 

Oya'rsm;ay:wGiftajccHí ay:aygufaomjyoemtwdkif;twmt& tDvufxa&mepfqufoG,faqmif&Guf 

a&; A[dktzGJY  ? MuD;MuyfrItzGJUESihf qufoG,fa&;nTefMum;rIOD;pD;XmewdkY\ vrf;nTefcsufrsm;twdkif; ta&;,l 

aqmif&Gufygonf/ 

 

9.14  vTrf;rdk;onfh Oya' (Governing Law) 

þ CPS wGif zGifhqdkxm;onfhtwdkif; bmomjyefjcif; (Interpret) ? wnfaqmufjcif; (Construction)? 

tmPmwnfapjcif; (Enforceability) ESifh w&m;0ifjzpfjcif; (Validity) rsm;ESifh pyfvsOf;í jrefrmEdkifiH 

\ wnfqJOya'rsm;t&om aqmif&Guf&rnfjzpfygonf/ jrefrmEdkifiH\ wnfqJOya'rsm;omvQif þ CPS 

udk vTrf;rdk;onfhOya'jzpfygonf/  

 

9.15  oufqdkifonfh Oya'rsm;ESifh udkufnDrI&Sdjcif; (Compliance with Applicable Law) 

þ CPS onf jrefrmEdkifiHawmftpdk;&rS jyXmef;xm;onfh Oya'rsm; ? ouffqdkifonfh enf;Oya'rsm; 

(Regulations) ? pnf;rsOf;rsm; (Rules) ? trdefYaMumfjimpmrsm; ? nTefMum;csufrsm;ESifh udkufnDrI&Sdygonf/ 

 

9.16      taxGaxG MudKwifpDrHcsufrsm;tydkif; (Miscellaneous Provisions) 

9.16.1  oabmwlnDcsuftm;vHk; (Entire Agreement)  

roufqdkifyg/  

 

9.16.2  wm0efESifh tcGifhta&;rsm; xyfqifhay;tyfjcif; (Assigment)  

þ CPS wGif yg0iftusHK;0ifolrsm;onf rdrdtm;ay;tyfxm;onfh wm0efESifhtcGifhta&;rsm;udk 

MOSS CA \ oabmwlcGifhjyKcsufr&bJ vTJajymif;ay;tyfjcif;rjyK&/ 

 

9.16.3  Oya't& ta&;,laqmif&GufEdkifrl&Sdapjcif; (Serverability) 

þ CPS ygazmfjycsuf (odkY) jyXmef;csuf ? pnf;urf;csufwpfckESifh pyfvsOf;í ay:aygufvmonfh 

tajctaewpf&yfwGif w&m;&Hk;awmf (Court of Law) (odkY) tjcm;aom cHk&Hk;rsm;wGifwifjyudk;um;jcif;rjyKEdkif 

cJhaomfvnf; xdkazmfjycsuf (odkY) pnf;urf;csufrSvGJí þ CPS \ useftpdwftydkif;rsm;onf Oya't&  

qufvufí tusdK;oufa&mufrI  (Valid) &Sdygonf/ 
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9.16.4  tmPmoufa&mufjcif; (udk,fpm;vS,f? a&SUaetusdK;aqmifcESifh pGefYvTwfol\ tcGifhta&;)  

 Enforcement (Attorney’s Fees and Waiver of Rights) 

roufqdkifyg/ 

 

9.16.5  rwm;qD;Edkifaom? rvGefqefEdkfifaomjzpf&yf  (Force Majeure) 

MOSS CA onf obm0ab;tEÅ&m,frsm; ? ppfab;ponfhwm;qD;í r&Edkfifaomudpö&yfrsm; ? 

obm0 ab;tEÅ&m,frsm;aMumifh jzpfay:vmaom ysufpD;qHk;&HSK;rIrsm;twGuf ay;avsmf&efwm0efr&Sdyg? 

 

9.17 tjcm;aomMudKwifpDrHcsufrsm; (Other Provisions) 

vdktyfovdk jyXmef;ygonf/ 

 

9.18  rSwfcsufrsm;ay;ydkY&efumv (Comment Period) 

þ CPS ESifhpyfvsOf;í tMuHjyKcsuf ? rSwfcsufrsm;ay;ydkYvdkygu þ CPS tm; Publish 

vkyfonfhaeYrSpí (15) &uftwGif; MOSS CA xHodkY taMumif;Mum;pmay;ydkYEdkifygonf/ E-mail rSm         

mossca@moss.com.mm jzpfygonf/  
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aemufqufwGJ (u) 
twdkaumufpum;vHk;rsm;ESifht"dyÜm,fzGifhqdkcsufZ,m;rsm; 

Table of Acronyms 

a0g[m& t"dyÜm,fowfrSwfcsuf 

ARL Authority Revocation List 

CA Certification Authority 

CP Certificate Policy 

CPS Certification Practice Statement 

CRL Certificate Revocation List 

FIPS tar&duefjynfaxmifpk Federal Information Processing Standards 

OID Object Identification  Value 

LDAP Light Weight Directory Access Protocol 

OCSP Online Certificate Status Protocol 

PIN Personal Identification Number 

PKCS Public-Key Cryptography Standard 

PKI Public-Key Infrastrature 

Root CA Root Certificatioin Authority 

RA Registration Authority 

RFC Request For Comment 

RSA A Public Key Cryptographic System Invented by Rivest, Shamir, and Adelman 

S/MIME Secure Multipurpose Internet Mail Extensions 

SSL Secure Sockets Layer 

MOSS CA Myanmar Online Security Service Certification Authority 
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aemufqufwGJ (c) 
 

t"dyÜg,fowfrSwfcsuf 
(u) oufaocHvufrSwf (Certificate) qdkonfrSm vufrSwfa&;xdk;olESihf xdk;jrJvufrSwf zefwD;aom 

tcsuftvufwdkY\ qufEG,frIudk aocsmaponhf tDvufxa&mepf tcsuftvufowif;vTm 
odkYr[kwf tjcm;rSwfwrf;tjzpf oufaocHvufrSwfxkwfay;olu iSm;&rf;oHk;pJGol (Subscriber) tm; 
xkwfay;onhfvufrSwfudkqdkvdkonf/ 

(odkYr[kwf) 
 oufaocHvufrSwf (Certificate) qdkonfrSm oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (CA) 

\ Private Key jzifh ‘ a&;xdk;xm;aom ‘ 'pf*spfw,fxdk;jrJvufrSwf (Digital Signature) jzihf 
xkwfay;xm;aom oufaocHvufrSwf iSm;&rf;oHk;pJGol (End Entity) \ Public Key ESihf 
tjcm;aomtcsuftvufrsm; yg0ifonhf tcsuftvufzGJGYpnf;rI (Data Structure) udkqdkvdkonf/ 

 
(c) rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root Certificate Authority) qdkonfrSm 

oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (CA) rsm;odkY oufaocHvufrSwfrsm; xkwfay;jcif; ? 
pDrHcefYcJGjcif; ? y,fzsufjcif; ? oufwrf;wdk;jcif;rsm;jyKvkyfEdkif&ef MuD;MuyfrItzGJGYu tDvufxa&mepf 
qufoG,f aqmif&Gufa&;Oya't& wm0efay;tyfxm;aom tzGJYtpnf;udk qdkvdkonf/ 

 
(*) oufaocHvufrSwf xkwfay;ydkifcGihf&dSol (Certificate Authority (CA)) qdkonfrSm 

tDvufxa&mepf xdk;jrJvufrSwfESihf pyfvsOf;í 0efaqmifrIvkyfief; aqmif&GufEdkif&ef 
MuD;MuyfrItzGJGYu tDvufxa&mepf qufoG,faqmif&Gufa&;Oya't& xkwfay;onhfvdkifpifudk 
&&dSaomyk*d¾Kvf odkYr[kwf tzGJGUtpnf;udkqdkvdkonf/ 

(odkYr[kwf) 
oufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Certificate Authority (CA)) qdkonfrSm Public Key 

Certificate rsm; jyKvkyf&ef ? xkwfay;&efESihf ,if;oufaocHvufrSwfrsm;\ oufwrf;umv 
wavQmufvHk;twGuf wm0ef,l&ef toHk;jyKolwpfOD; odkYr[kwf trsm;rS ,HkMunf&aom 
tzGJGYtpnf;udk qdkvdkonf/ 
 

(C) oufaocHvufrSwfay:vpD (Certifice Policy (CP)) qdkonfrSm omrefvHkjcHKrIvdktyfcsufrsm; 
ESihftnD tzGJGUtpnf;wpfck odkYr[kwf toHk;csrI tqihftwef;wpfck twGuf oufaocH 
vufrSwfwpfck toHk;jyKEdkifrIudk azmfjyaom enf;Oya' tpktzGJGYudk qdkvdkonf/ 

 
(i) oufaocHvufrSwf xkwfay;jcif;qdkif&m vdkufemusifhoHk;&rnfh enf;vrf;rsm; (Certification   

Practice Statement (CPS)) qdkonfrSm  oufaocHvufrSwfrsm;xkwfay;&mwGif oufaocH 
vufrSwf xkwfay;ydkifcGihf&dSol (CA) rS toHk;jyKonhf vdkufemusihfoHk;&rnfhenf;vrf;rsm; azmfjycsuf 
jzpfonf/ 

 
(p) oufaocHvufrSwfxkwfay;ydkifcGihf&dSoly,fzsufpm&if; (Authority Revocation List (ARL)) 

qdkonfrSm rlvt&if;tjrpfoufaocHvufrSwfxkwfay;ydkifcGihf&dSol (Root CA) rS vufrSwfa&;xdk;í 
y,fzsufxm;aom oufaocHvufrSwfy,fzsufpm&if;jzpfonf/ xdkoufaocHvufrSwfy,fzsufpm&if; 
udk  trsKd;om;oufaocHvufrSwfrSwfwrf;wdkuf (National Repository) wGif trsm;jynfol tvG,f 
wulESihf tcrJhMunfh&IEdkif&ef azmfjyxm;onf/ ARL rsm;udk tcsdefqdkif&m rSwfwrf;wifjcif; (Time 

Stamp) jyKvkyfxm;ygonf/ 
(q) oufaocHvufrSwfy,fzsufpm&if; (Certificate Revocation List (CRL)) qdkonfrSm 

oufaocHvufrSwf xkwfay;ydkifcGihf&dSol (CA) rS vufrSwfa&;xkd;í y,fzsufxm;aom 
oufaocHvufrSwfy,fzsufpm&if;jzpfonf/ xdkoufaocHvufrSwfy,fzsufpm&if;udk  oufaocH 
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vufrSwfrSwfwrf;wdkuf (Repository) wGif trsm;jynfol tvG,fwulESihf tcrJhMunfh&IEdkif&ef 
azmfjyxm;onf/ CRL rsm;udk tcsdefqdkif&m rSwfwrf;wifjcif; (Time Stamp) jyKvkyfxm;ygonf/ 

 
(Z) rSwfyHkwifxm;aom xkwfay;ydkifcGihf&dSol (Registration Authority (RA)) qdkonfrSm oufaocH 

vufrSwfavQmufxm;ol\ taMumif;t&mrsm;ESihf ywfoufí rSefuefrI&dSr&dS ppfaq;jcif; 
(Identification) ESihf oufaocHrIppfaq;jcif; (Authentication) wdkYtwGuf aqmif&Gufay;aom 
tzGJUtpnf;wpfckjzpfygonf/ RA onf oufaocHvufrSwfudk vufrSwfxdk;jcif; odkYr[kwf 
xkwfay;jcif;rjyKyg/ (qdkvdkonfrSm RA wpfOD;onf  CA wpfOD;udk,fpm; wcsKdUwm0efrsm;udk aqmif 
&Gufjcif;jzpfonf/) 

 
(ps) ,HkMunfpdwfcspGmoHk;pJGol (Relying Party) qdkonfrSm oufaocHvufrSwfudk toHk;jyKí oufaocH 

vufrSwfESihf 'pf*spfw,fxdk;jrJvufrSwfrsm;udk ,HkMunfpdwfcspGmoHk;pJGoludk qdkvdkonf/ þpmwrf;wGif 
oufaocHvufrSwfoHk;pJGol (Certificate User) ESihf ,HkMunfpdwfcspGmoHk;pJGol (Relying Party) udk 
tjyeftvSeftoHk;jyKEdkifonf/ 

 
(n) oufaocHvufrSwfavQmufxm;ol (EndEntity) qdkonfrSm oufaocHvufrSwf xkwfay;ydkifcGihf 

&dSol (CA) xHrS oufaocHvufrSwfwpfckudk awmif;qdkoljzpfonf/ 
 
(#) oufaocHvufrSwfoufwrf;wdk;jcif; (Certificate Renewal) qdkonfrSm oufaocHvufrSwfwGif 

yg0ifaom Public Key odkYr[kwf wjcm; tcsuftvufrsm;udk ajymif;vJjcif;r&dSbJ iSm;&rf;oHk;pJGol 
CA tm; oufaocHvufrSwftopfwpfckxkwfay;jcif;jzpfonf/ 

 
(X) Key Pair topfudk toHk;jyKí oufaocHvufrSwf oufwrf;wdk;jcif; (Certificate Rekey)  

qdkonfrSm Public Key topfwpfckudktoHk;jyKí oufaocHvufrSwftopfwpfck xkwfay;jcif; 
jzpfonf/ 


